NIST 800-53 R5 (moderate) vs FedRAMP 5 (moderate) vs NIST 800-171 R3

SA

800-53 FedRAMP 800-171

A1 AC1 2151 AT AT 2151 Au-1 AU-1 3151 cal €Al 2151 M1 M1 2151 X1 cP1 141 181 2151 IR-1 IR-1 3151 MA-L Ma-1 2151 MP-1 MP-1 2151 PEL PE1 2151 PLL PL1 3151 P51 Ps-1 2151 RA-L RA-L 2151 sA1 T 2151 sc1 sc1 3151 HEl EE 2151 SR R 2151
AC-Z AC-2 311 AT-Z AT-2 3.2.1 AU-Z A2 32.21 cal caz 3121 CM-2 CM-2 3.4.1 cP-2 CP-2 14-2 14-2 351 IR-2 IR-2 264 Ma-2 Ma-2 MP-2 MP-2 382 PE-Z PE-2 3.10.1 PL-2 PL-2 3.12.4 Ps-2 PE-2 RA-Z RA&-2 542 242 SC-2 SC-2 -2 5l-2 3.14.1 SR-2 SR-2 3171
AC-2(1) AC-2(1) AT-2(2) AT-2(2) 321 AU-3 AU-3 332 ca-2(1) ca-2(1) cM-2(2) CcM-2{2) cP-2(1) cP-2(1) 18-2(1) 14-2(1) 353 1IR3 IR-3 363 MA-3 Ma-3 374 MP-3 MP-3 384 PE-3 PE-3 3107 PL-4 PL-4 3153 Ps3 P53 391 RA-3 RA-3 3111 543 5A-3 SC-4 sC-4 3134 s1-2(2) s1-2(2) SR-2(1) SR-2(1)
AC2(2) AC-2(2) AT2(3) AT2(3) 321 AU-3(1) AU-3(1) 332 cA2(3) cM-2(3) cm-2(3) cP-2(3) cP-2(3) 18-2(2) 14-2(2) 353 1R-3(2) IR-3(2) MA-3(1) MA3(1) 374 MP-2 MP-4 381 PE4 PE4 3108 PL-4[1) PL-4{1) PS-3(3) RA-3(1) RA-3(1) 3111 sA4 sA4 sc5 so5 si2(3) EE SR-3 3173
AC2(3) AC2(3) 211 AT3 aT3 322 Au-4 AU ca3 [ 2125 cM2(7) Y ET] 3412 cP-2(8) cP-2(8) 14-2(5) R4 1R4 261 MA3(2) MA2(2) 374 MP-5 MP-5 225 PES PES 2107 L2 PLE P54 P54 23.2 RAS RAS 2112 sA4(1) saa(1) 57 57 31431 HE EE! 3142 SRE SRS 2172
AC-2(4) AC-2(8) AT-8 AT-4 AUS AU-5 33.4 CAG CAs 3.12.2 CM-3 2V E] 3.43 P2 CP-3 14-2(8) 1R-8(1) IR-4{1) Ma-3(3) Ma-3(3) 37.4 MP-& MP-& EX-E] PEE PE-E 3.10.2 PL-10 PL-10 PS5 PS5 382 RA-5(2) RA-5(2) 3112 sa-4(2) sa-4(2) sC7(3) SC7(3) 518 sl-4 3146 SR-E SR-E 3111
AC-2(5) AC-2(5) 311 AU-E A6 335 CAG CAG cM-3(2) CM-3{2) P4 CP-4 18-2(8) 14-2(8) 354 1R-8(4) Ma-4 Ma-2 375 MP-7 MP-7 387 PE-B[1) PE-6(1) PL-11 PL-11 P56 P56 RA-5(3) S4-4(3) sa-a(g) sC-7(4) SC7(4) 5181} SR8 SR-8
AC-2(7) AU-E(1) AU-E(1) ca7 ca7 2123 [VE] cM-3(4) cP-4(1) CP-4[1) 1A-2(12) 1a-2(12) 1R-4(5) MAS MAS 376 PES FES ST FS7 RA-S(5) RA-S(5) sa4a(io) | sae(0) sc7(5) SC7(5) 3136 si-4(2) si4(2) SR-10 $R-10
AC-2(9) AU-E(Z) AU-E(3) 235 caT(L) cAT(1) M4 cm4 344 3 523 143 143 352 RS IRS 282 MAS(1) PES PES ] PS8 RAS[11) | RAS(L) AL A5 ST SCT7) si-4(4) si4(4) 3148 SRl sR11
AC-2(12) AU-T AUT 336 ca7(a) ca-7(4) C-8(2) CM-4{2) 3.4.4 CP-6(1) CP-[1) 144 1a4 355 IR-E IR-6 262 MA-E Ma-E PE-10 FE-10 PS5 (=) RAT RAT 3.11.4 S48 548 3.16.1 sC-7(8) SC-7(8) s1-4(5) 51-8(5) SR-11(1) SR-11(1)
AC-2(13) AC-2(13) 311 AU-T(1) AU-T(1) A8 CM-5 M5 345 CP-6(3) CP-5(3) 14-8(4) 14-8(4) 355 IR-6(1} IR-6(1) PE-11 PE-11 RAS RA-D S45 545 3163 sC-7(12) S1-4(16) SR-11(2) SR-11(2)
Ac3 AC3 312 AU-E AU-8 237 cAB(1) CM-5(1) cP7 CP7 145 185 3512 1R-5(3) IR-E(3) PE-12 PE-12 sa-3(1) sc7(18) sl-4(18) SR-12 sR-12
ACH AC4 313 Aug AU9 338 cAB(2) CM-5(5) cP7(1) CP7IL) 1A5(1) 14-5(1) 357 IR7 IR7 362 PE-13 PE-13 sA3(2) sa3(2) sca sc8 3138 sl-4(23)
315
(C-4(21) AU-(4) AU-S(a) Sof CAD CcA g CM-6 cME 3.42 CcP-7(2) cP7(2) 18-5(2) 14-5(2) IR-7(1) IR-7(1) PE-13(1) PE-13(1) sa-9(5) sC8(1) SC-8(1) 3.12.8 515 S5 3143
AC-5 ACS 314 AU-11 AU-11 333 CM-6{1} CP-7(3) CP-7(3) 14-5(8) 14-5(8) IR-8 IR-8 365 PE-13(2) 5410 5410 5C-10 5C-10 3138 516
ACE ACE 315 AU-12 AU-12 233 M7 M7 346 cPE CP-8 14-5(7) 1IR3 PE-14 PE-14 sal1 SA11 sci2 sc12 3.13.10 HE 17
ACB(1) AC-6[1) 315 CM7(1) M7(L) 346 cP-8(1) CP-B[1) 145 185 3511 IR3(2) PE-15 PE-15 SA11(1) 513 513 3.13.11 s17(1) s1711)
ACE(2) ACE(2) 318 CM-7(2) cM-7(2) CP-8(2) cP-g(2) 147 147 IR-2(2) PE-16 PE1E sA-11(2) 5C-15 SC-15 3.13.12 s1-7(7) S17(7)
AC-E(5) AC-E[5) 316 CM-7(5) CM-7(5) 3.48 cP3 CP-8 388 14-2 1a-2 IR-2(4) PE-17 PE-17 3.10.6 S4-15 54-15 SC-17 sC-17 -2 518
AC-6(7) AC-B(7) 315 M-8 cMs 3410 cPa(1) cPa[1) 1481} 14-8(1) S4-15(3) SA-15(3) 5C-18 5C-18 31313 s1-8(2) s1-8(2)
ACE(3) AC-6(3) 317 CM-B(1) cM-8{1) 3410 cP-a(g) cP-alg) 385 14-8(2) 14-8(2) sA22 sA22 3.16.2 sC20 sc20 HEL] si10
ACE[1D0) | ACE(10) 117 cmeE) | cmaz) XN 2T 1A8[4) ey FedRAMP vs NIST 800-53 vs NIST 800-171 R2 vs NIST 800-171 R3 sca1 sc21 5111 s111
ACT ACT 218 CcM-9 cM-8 CP-10(2) CP-10[2) 1A-11 1811 351 FedRAMPRS MNIST 800-53 RS m NIST 800-171 R3 NIST 800-171 R2 sc-22 SC-22 $I-12 512 3.14.8
AC
AC-8 AC-8 319 CM-10 CM-10 1412 1812 R 15 AT SC-23 5C-23 31315 5l-16 S1-16
AC-11 AC11 3110 cM-11 M1 1A4-12(2) 1a-12(2) sc2s sc28 385
1. - - 40 2.12.8
sl AU
AC111) | Ac11qy) 2110 cm-12 M2 2411 1A12(2) 18-12(3) - scag(y) | scasq 3138
AC-12 AC-12 2.1.11 CcM-12(1) | cm-12(1) 14-12(5) 18-12(5) - sC-29 sC-38
oA
AC-14 AC-14 sc = 5045
23
AC1T AC17 3112 sc-45(1)
20
ACI7(1) | AcaT(L)
SA 5 M
AC-17(2) AC-17(2)
10
AC-17(3) AC-17(3) 3112
ACI7(4) | AcaTE) 3112 /
RA —_—- cp
AC-13 AC-18 3116 PI_I E
AC-18(1) AC-18(1) 2.1.16
HEEE] HEEE) L I DRGE
PT 1A
AC-13 AC-13 3118 -
www.complianceforge.com
AC19(5) | Ac19(s) 3118
AC-20 AC-20 3.1.20 Ps IR
AC-20(1) AC-20[1) 3.1.20 LEGEND
AC-20(2) AC-20(2) 3120 BM MA NIST SP 800-53 R5
AC-21 AC-21 FedRAMP 5
PL Mp
Ac22 AC22 2122 ot NIST 800-171 R3




	800-53 vs FedRAMP vs 800-171
	NIST 800-171 R3 Visualization


