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EXECUTIVE SUMMARY

While there is a significant increase in the volume of controls between NIST 800-171 R2 and NIST 800-171 R3, the transition is far
more complicated than just looking at simple control counts. What matters in compliance is the implementation of the controls at
the Assessment Objective (AO) level. Additionally, the governance component of Non-Federal Organization (NFO) controls were
incorporated into new CUI controls in NIST 800-171 R3.

Types of Controls NIST 800-171 R2 NIST 800-171 R3
CUI 110 156
FED 18 22
NCO 57 98
NFO 61 0
ORC 0 11

NIST 800-171 R3 has a 59% increase in the number of unique requirements at the AO level.

Assessment Objectives ‘ NIST 800-171A NIST 800-171A R3
# Listed AOs 407 640
# Unique AO Requirements 321 510
% Change In AO Requirements - +59%

From a “reasonable person’s perspective,” when migrating to NIST 800-171A R3, about one-third of the previous AOs directly map
and require minimal effort. Approximately one-fifth indirectly map and will require effort to eliminate assumptions. That leaves
nearly half of the AOs as requiring significant effort.

NIST 800-171A R3

Establishing Context Expected Level of Effort
AO Count
#R3 AOs'that dlrgctly map to Minimal 171 349%
previous version AOs
#R3 A hat indi |
3 AOst at.lndlrect y map to Moderate 110 22%
previous AOs
#R3 A(?s that do nc?t have a clear Significant 57 11%
link any previous AO
# R3 AOs that are new for
N o
NIST 800-171 R3 controls Significant 172 34%

If you take the time to read this document, we are confident that your understanding of what is needed to migrate from NIST 800-
171 R2 to NIST 800-171 R3 will be greatly enhanced.

Cornlius . Ryan Bonner
Senior Partner, ComplianceForge Founder & CEO, DEFCERT
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END OF LIFE (EOL) ASSESSMENT OBJECTIVES

The central issue with End of Life (EOL) Assessment Objectives (AOs) is the undocumented dependencies that exist. Assumptions can
lead to non-compliance and/or poor security practices.

Performing a thorough analysis on the differences between NIST 800-171A and NIST 800-171A R3 will uncover several AOs that
existed in NIST 800-171A, but do not exist in NIST 800-171A R3:
=  The underlying functions still exist in NIST 800-171 R3 (e.g., maintenance operations), but the corresponding AOs lack
specificity to call out a unique requirement for the function to be performed (e.g., perform maintenance on assets); and
=  Demonstrating compliance with NIST 800-171A R3 relies on assumptions that certain fundamental Information Technology
(IT) capabilities exist in a mature enough state to support the control.

UNDOCUMENTED DEPENDENCIES IN NIST 800-171A R3

The following areas are points of concern that organizations should take time to review before starting the journey from NIST 800-
171 R2 to NIST 800-171 R3. While the intent of NIST 800-171 is to have “reasonable security practices” to protect CUI as it is
Stored/Processed/Transmitted (S/P/T), it is clear that NIST created several evidentiary gaps in NIST 800-171A R3 that could lead to
assumptions or compliance failures.

Examples of undocumented dependencies in NIST 800-171 R3 and NIST 800-171A R3 include, but are not limited to:

MAINTENANCE OPERATIONS
Problem: NIST 800-171A R3 drops a critical NIST 800-171A AO that existed to perform maintenance operations:
= |n NIST 800-171A, AO 3.7.1 (determine if system maintenance is performed) existed to ensure IT-related maintenance
activities were performed.
=  Thereis no corresponding AO in NIST 800-171A R3 that specifies maintenance-related operations.
=  Maintenance-related AOs in NIST 800-171A R3 do not actually require maintenance to be performed and are limited to:
o Approving/controlling maintenance tools (A.03.07.04.a[01] & A.03.07.04.a[02]);
o The use of maintenance tools is monitored A.03.07.04.a[03]; and
o Controlling maintenance media (A.03.07.04.b & A.03.07.04.c).
=  The closest analog AOs in NIST 800-171A R3 blend the concepts of maintenance with:
o Configuration change control with AO A.03.04.03.c[01] (approved configuration-controlled changes to the system
are implemented). This assumes that change control is performing IT-related maintenance activities; or
o Vulnerability remediation with AO A.03.11.02.b (system vulnerabilities are remediated within
<A.03.11.02.0DP[03]: response times>). This assumes that vulnerability management is a key component of IT-
related maintenance activities.

Dependency Issue: The issue is that there is a clear assumption that maintenance is being performed. However, there is no actual
AO-level requirement in NIST 800-171A R3 to actually perform maintenance operations.

ROLES AND RESPONSIBILITIES
Problem: NIST 800-171A R3 drops several NIST 800-171A AOs that establish roles and responsibilities for personnel:
= In NIST 800-171A, the following AOs specifically called for the definition and assignment of roles & responsibilities:
o 3.1.22[a] - individuals authorized to post or process information on publicly accessible systems are identified.
o 3.2.2[a] - information security-related duties, roles, and responsibilities are defined.
o 3.2.2[b] - information security-related duties, roles, and responsibilities are assigned to designated personnel.
= There are no corresponding AOs in NIST 800-171A R3 that specify internal roles and responsibilities. The only requirement
to document roles and responsibilities pertains to third-parties:
o A.03.16.03.b - user roles and responsibilities with regard to external system services, including shared
responsibilities with external service providers, are defined and documented.

Dependency Issue: The issue is that there is a clear assumption that cybersecurity-related roles and responsibilities are defined for
and assigned to internal personnel. The use of the word “roles” is used throughout NIST 800-171A R3, but there is no requirement to
define cybersecurity-related roles and responsibilities for internal personnel.

Copyright © 2024, Compliance Forge, LLC (ComplianceForge) Page 4 of 40
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DOCUMENTING THE FLow OF CUI
Problem: NIST 800-171A R3 drops several NIST 800-171A AOs that exist to document the flow of CUI:
= |n NIST 800-171A, the following AOs specify expectations for controlling the flow of CUI:
o 3.1.2[a] - the types of transactions and functions that authorized users are permitted to execute are defined
o 3.1.3[a] - information flow control policies are defined.
o 3.1.3[b] - methods and enforcement mechanisms for controlling the flow of CUI are defined.
o 3.1.3[c] - designated sources and destinations (e.g., networks, individuals, and devices) for CUI within systems and
between interconnected systems are identified.
o 3.1.3[d] - authorizations for controlling the flow of CUI are defined.
= There are no corresponding AOs in NIST 800-171A R3 that specify documenting the flow of CUL.
=  The closest analog in NIST 800-171A R3 defaults to organizational policy:
o A.03.01.02[01] - approved authorizations for logical access to CUIl are enforced in accordance with applicable
access control policies.
o A.03.01.02[02] - approved authorizations for logical access to system resources are enforced in accordance with
applicable access control policies.

Dependency Issue: The issue is that there is a clear assumption that documentation exists that specifies how CUI is to be controlled.
This just creates ambiguity as to the acceptable level of due diligence and due care that is necessary to demonstrate compliance
with these AOs. The specifications in NIST 800-171A for controlling the flow of CUI could be reasonably addressed in the policy
requirements section of NIST 800-171A R3. Additionally, the assumption could be made that the System Security Plan (SSP) is meant
to capture this information, but it is not specified as a requirement for the SSP to document.

LoGIcAL AcCESS CONTROL /ACCOUNT MANAGEMENT
Problem: NIST 800-171A R3 drops several NIST 800-171A AOs that affect logical access control / account management:
= |n NIST 800-171A, the following AOs affect logical access control / account management:
o 3.1.5[a] - privileged accounts are identified.
o 3.1.6[a] - nonsecurity functions are identified.
o 3.1.6[b] - users are required to use non-privileged accounts or roles when accessing nonsecurity functions.
o 3.1.7[a] - privileged functions are defined.
o 3.1.7[b] - non-privileged users are defined.
= There are no corresponding AOs in NIST 800-171A R3 that specify documenting privileged and non-privileged accounts.
= The closest analog in NIST 800-171A R3 defaults to organizational policy:
o A.03.01.05.0DP[01] - security functions for authorized access are defined.

Dependency Issue: The issue is that there is a clear assumption that privileged accounts are identified and privileged functions are
defined. The same assumption applies to non-privileged accounts. The assumption could be made that end user training, assigned
roles and responsibilities, etc. provides that clarity, but it would be an assumption and not a documented requirement.

SITUATIONAL AWARENESS
Problem: NIST 800-171A R3 drops a critical NIST 800-171A AO that existed to ensure the consistency of time in the management of
event logs:
= |n NIST 800-171A, the following AO established the need for an authoritative time source:
o 3.3.7[b] - an authoritative source with which to compare and synchronize internal system clocks is specified.
=  There are no corresponding AOs in NIST 800-171A R3 that specify an authoritative time source. The only requirements
pertaining to clock synchronization:
o Granularity of time measurement (A.03.03.07.0DP[01]);
o Internal system clocks are to be used to generate time stamps (A.03.03.07.a); and
o Time stamps are recorded (A.03.03.07.b[01] & A.03.03.07.b[02])

Dependency Issue: The issue is that there is a clear assumption that internal system clocks are synchronized with an authoritative
time source (e.g., US Naval Observatory (USNO) public time server, etc.). Without an authoritative time source, time is subjective
and that can negatively affect (1) event log analysis and (2) incident response actions.

Copyright © 2024, Compliance Forge, LLC (ComplianceForge) Page 5 of 40
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COMPREHENSIVE INVENTORIES
Problem: NIST 800-171A R3 drops several NIST 800-171A AOs that require various types of inventories to provide situational
awareness of the assets and personnel that affect the security of CUI:
= |n NIST 800-171A, the following AOs affect situational awareness about inventories of systems, users and third-parties:
o 3.1.18[a] - mobile devices that process, store, or transmit CUI are identified.

3.1.18][c]- mobile device connections are monitored and logged.
3.1.20[a] - connections to external systems are identified.
3.1.20[b] - use of external systems is identified.
3.1.20[d] - use of external systems is verified.
3.5.3[a] - privileged accounts are identified.

o 3.13.12[a] - collaborative computing devices are identified.
= There are no corresponding AOs in NIST 800-171A R3 that specify an inventory beyond “system components”:

o A.03.04.10.a - an inventory of system components is developed and documented.

O O O O O

Dependency Issue: The issue is that there is a clear assumption that the organization has inventories for:
=  Systems (including hardware, software and services);
=  Third-parties (e.g., Cloud Service Providers (CSP), External Service Providers (ESP), etc.);
=  Privileged users;
=  Non-privileged users; and
=  Third-party users.

The assumption could be made that anything related to third-parties would be captured within the Supply Chain Risk Management
(SCRM) requirements. However, the SCRM Plan requirement lacks that level of specification.

INCIDENT RESPONSE
Problem: NIST 800-171A R3 drops several NIST 800-171A AOs that affect incident response operations:
= |n NIST 800-171A, the following AOs affect incident response operations by defining responsible personnel and specifying
that incident response operations must occur:
o 3.3.4[a] - personnel or roles to be alerted in the event of an audit logging process failure are identified.
o 3.3.4[b] - types of audit logging process failures for which alert will be generated are defined.
o 3.6.2[d] - organizational officials to whom incidents are to be reported are identified.
o 3.14.3[a] - response actions to system security alerts and advisories are identified.
o 3.14.3[c]- actions in response to system security alerts and advisories are taken.
= There are no corresponding AOs in NIST 800-171A R3 that specify:
o Personnel to be alerted for audit logging process failures;
o Defining internal “organizational officials” who need to be alerted to incidents; or
o Defining response actions to physical security incidents.

Dependency lIssue: The issue is that there is a clear assumption that incident response operations exist and are documented. This
corresponds with the previously discussed assumption about documented roles and responsibilities. There are assumptions that
organizations clearly-define the roles and responsibilities of personnel in incident response roles.

PHYSICAL SECURITY
Problem: NIST 800-171A R3 drops several NIST 800-171A AOs that establish the basis for physical security practices:
= |n NIST 800-171A, the following AOs affect physical security practices:
o 3.10.2[a] - the physical facility where that system resides is protected.
o 3.10.2[b] - the support infrastructure for that system is protected.
o 3.10.2[d] - the support infrastructure for that system is monitored.
= There are no corresponding AOs in NIST 800-171 R3 that specify:
o Physical security protections; or
o Broader physical infrastructure security.

Dependency Issue: The issue is that there is a clear assumption that physical security is being performed and that there is sufficient
documentation to prove those physical security practices exist.

Copyright © 2024, Compliance Forge, LLC (ComplianceForge) Page 6 of 40
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ORPHANED NIST 800-171 AOs THAT Do NoT EXisT IN NIST 800-171A R3
The following NIST 800-171A AOs are End of Life (EOL) where these AO cease to exist and there are no corresponding AOs in NIST

800-171A R3. Several of these orphaned AOs create the issue with logical dependencies described in the previous section:
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NIST 800-171A NIST 800-171A Assessment Objective (AO)

3.1.2[a] the types of transactions and functions that authorized users are permitted to execute are defined
3.1.3[a] information flow control policies are defined.
3.1.3[b] methods and enforcement mechanisms for controlling the flow of CUI are defined.
3.1.3(c] designate.d sources and destinations (fe.g., r.u?tworks, individuals, and devices) for CUI within systems and
between interconnected systems are identified.
3.1.3[d] authorizations for controlling the flow of CUI are defined.
3.1.5[a] privileged accounts are identified.
3.1.6[a] nonsecurity functions are identified.
3.1.6[b] users are required to use non-privileged accounts or roles when accessing nonsecurity functions.
3.1.7[a] privileged functions are defined.
3.1.7[b] non-privileged users are defined.
3.1.12[d] remote access sessions are monitored.
3.1.18[a] mobile devices that process, store, or transmit CUI are identified.
3.1.18]c] mobile device connections are monitored and logged.
3.1.20[a] connections to external systems are identified.
3.1.20[b] use of external systems is identified.
3.1.20[d] use of external systems is verified.
3.1.22 Determine if CUI posted or processed on publicly accessible systems is controlled.
3.1.22[a] individuals authorized to post or process information on publicly accessible systems are identified.
3.1.22[b] procedures to ensure CUl is not posted or processed on publicly accessible systems are identified.
3.2.2[a] information security-related duties, roles, and responsibilities are defined.
3.2.2[b] information security-related duties, roles, and responsibilities are assigned to designated personnel.
3.3.1[d] audit records, once created, contain the defined content.
3.3.4[a] personnel or roles to be alerted in the event of an audit logging process failure are identified.
3.3.4[b] types of audit logging process failures for which alert will be generated are defined.
3.3.7[b] an authoritative source with which to compare and synchronize internal system clocks is specified.
3.5.3[a] privileged accounts are identified.
3.5.3[b] multifactor authentication is implemented for local access to privileged accounts.
3.6.2[d] organizational officials to whom incidents are to be reported are identified.
3.10.2([a] the physical facility where that system resides is protected.
3.10.2[b] the support infrastructure for that system is protected.
3.10.2[d] the support infrastructure for that system is monitored.
3.13.12[a] collaborative computing devices are identified.
3.14.1[a] the time within which to identify system flaws is specified.
3.14.1[c] the time within which to report system flaws is specified.
3.14.1[e] the time within which to correct system flaws is specified.
3.14.3[a] response actions to system security alerts and advisories are identified.
3.14.3[c] actions in response to system security alerts and advisories are taken.
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NIST 800-171 R2 to NIST 800-171 R3 Transition Guide

Page 7 of 40



COMPLIANCE

FORGE
MINIMAL EFFORT ASSESSMENT OBJECTIVE TRANSITION

For organizations that currently have controls in place for NIST 800-171 R2 and leverage NIST 800-171A, approximately one-third of
the AOs in NIST 800-171A R3 should be considered minimal effort from a transition perspective.

NIST 800-171A R3 AOs WITH DIRECT MAPPING (EXISTING NIST 800-171 R3 CONTROL)
The following AOs have “direct mapping” which means the NIST 800-171A R3 AO can be clearly mapped back to an existing NIST
800-171A AO.

NIST 800-171 R3 NIST 800-171A R3 NIST 800-171 R2 to R3
Control Name Assessment Objective (AO) Upgrade Notes

NIST 800-171A R3

A.03.01.01.0DP[01] Account the'time period for account inactivity before disabling is Maps o 3.5.6[a]
Management defined.
Account . -
A.03.01.01.c.01 authorized users of the system are specified. Maps to 3.1.1[a]
Management
Account system accounts are disabled when the accounts have been

A.03.01.01.f.02 Maps to 3.5.6[b]

Management inactive for <A.03.01.01.0DP[01]: time period>.
Separation of
Duties

A.03.01.04.a duties of individuals requiring separation are identified. Maps to 3.1.4[a]

access to <A.03.01.05.0DP[01]: security functions> is

A.03.01.05.b[01] Least Privilege authorized.

Maps to 3.1.5[d]

Least Privilege — L .
non-privileged users are prevented from executing

A.03.01.07.a Privileged L . Maps to 3.1.7[c]
. privileged functions.
Functions
Least Privilege —
A.03.01.07.b Privileged the execution of privileged functions is logged. Maps to 3.1.7[d]
Functions
Unsuccessful the number of consecutive invalid logon attempts by a user

A.03.01.08.0DP[01] Maps to 3.1.8[a]

Logon Attempts | allowed during a time period is defined.

a system use notification message with privacy and security
notices consistent with applicable CUI rules is displayed Maps to 3.1.9[a], 3.1.9[b]
before granting access to the system.

one or more of the following PARAMETER VALUES are
selected: {a device lock is initiated after
A.03.01.10.0DP[01] Device Lock <A.03.01.10.0DP[02]: time period> of inactivity; the user is Maps to 3.1.10[b]
required to initiate a device lock before leaving the system
unattended}.

the time period of inactivity after which a device lock is
initiated is defined (if selected).

access to the system is prevented by <A.03.01.10.0DP[01]:

System Use

A.03.01.09 Notification

A.03.01.10.0DP[02] Device Lock Maps to 3.1.10[a]

A.03.01.10.a Device Lock SELECTED PARAMETER VALUESS. Maps to 3.1.10[b]

it - ouslv visibl he disolav i I -
A03.01.10.c Device Lock in o.rmatlon prewous y.V|5|b.e ont e: display is concealed via Maps to 3.1.10[c]

device lock with a publicly viewable image.
A.03.01.11.0DP[01] Ses_sior? conditiF)ns or trigger events that require session disconnect Maps to 3.1.11[a]
Termination are defined.
Session a user session is terminated automatically after
.03.01.11 111
A.03.0 Termination <A.03.01.11.0DP[01]: conditions or trigger events>. Maps to 3 [b]
) Maps to 3.1.12[b] and
A.03.01.12.a[01] Remote Access | types of allowable remote system access are defined.

elements of 3.1.14[a]

remote access to the system is routed through managed
access control points.

each type of wireless access to the system is authorized
prior to establishing such connections.

wireless access to the system is protected using
authentication.

A.03.01.12.c[02] Remote Access Maps to 3.1.14[b]

A.03.01.16.b Wireless Access Maps to 3.1.16[b]

A.03.01.16.d[01] Wireless Access

Maps to 3.1.17[b]

Copyright © 2024, Compliance Forge, LLC (ComplianceForge) Page 8 of 40
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A.03.01.16.d[02]

Wireless Access

wireless access to the system is protected using encryption.

Maps to 3.1.17(a]

Access Control

the connection of mobile devices to the system is

A.03.01.18.b for Mobile . Maps to 3.1.19[a]
. authorized.
Devices
Access Control full-device or container-based encryption is implemented to
A.03.01.18.c for Mobile ntainer yption 1s1mp Maps to 3.1.19[b]
. protect the confidentiality of CUI on mobile devices.
Devices
Publicly the content on publicly accessible systems is reviewed for Maps to 3.1.22[c]
A.03.01.22.b[01] Accessible publicly ¥ ps to 3.2.22lch
CUL. 3.1.22[d]
Content
Publicly CUl is removed from publicly accessible systems, if
A.03.01.22.b[02] Accessible . publicly ystems, Maps to 3.1.22[e]
Content discovered.

A.03.02.01.a.03[01]

Literacy Training
and Awareness

security literacy training is provided to system users on
recognizing indicators of insider threat.

Maps to 3.2.3[b] and
elements of 3.2.1[c],
3.2.1[d], 3.2.3[a]

Role-Based role-based security training is provided to organizational
A.03.02.02.a.01[01 M 2.2
03.02.02.2.01{01] Training personnel before authorizing access to the system or CUI. aps to 3.2.2[c]
Role-Based role-based security training is provided to organizational
A.03.02.02.a.01[02] .. . . . Maps to 3.2.2[c]
Training personnel before performing assigned duties.
role-based security training is provided to organizational
Role-Based L
A.03.02.02.a.01[03] Trainin personnel <A.03.02.02.0DP[01]: frequency> after initial Maps to 3.2.2[c]
& training.
Role-Based role-based security training is provided to organizational
A.03.02.02.a.02 Trainin personnel when required by system changes or following Maps to 3.2.2[c]
& <A.03.02.02.0DP[02]: events>.
Role-Based role-based security training content is updated
A.03.02.02.b[01] Training <A.03.02.02.0DP[03]: frequency>. Maps to 3.2.2[c]

A.03.03.01.0DP[01]

Event Logging

event types selected for logging within the system are
defined.

Maps to 3.3.1[a], 3.3.1[b]

A.03.03.01.a

Event Logging

the following event types are specified for logging within
the system: <A.03.03.01.0DP[01]: event types>.

Maps to 3.3.1[a], 3.3.1[b]

A.03.03.01.b[02]

Event Logging

the event types selected for logging are updated
<A.03.03.01.0DP[02]: frequency>.

Maps to 3.3.3[c]

Audit Record

audit records for the selected event types and audit record

Maps to 3.3.1[c] and

A.03.03.03.
03.03.03.a Generation content specified in 03.03.01 and 03.03.02 are generated. elements of NFO - SI-4(5)
A.03.03.03.b Audit Rec?ord audit records are r.etainet.:l for a time period consistent with Maps to 3.3.1[f]
Generation the records retention policy.
Response to organizational personnel or roles are alerted in the event of
A.03.03.04.a Audit Logging an audit logging process failure within <A.03.03.04.0DP[01]: | Maps to 3.3.4[c]
Process Failures | time period>.
Audit R
ug:\/iee\:’ord system audit records are reviewed and analyzed
A.03.03.05.a Analysis a;nd <A.03.03.05.0DP[01]: frequency> for indications and the Maps to 3.3.5[a]
Reporting potential impact of inappropriate or unusual activity.
Audit Record
A.03.03.05.c[01] Revi.ew, augit recor.ds écross. diffgrent. repositories are analyzed to Maps to 3.3.5[b]
Analysis, and gain organization-wide situational awareness.
Reporting
Audit Record
A.03.03.05.c[02] ReV|.ew, au'dlt recor'ds écross' dlff(.erent' repositories are correlated to Maps to 3.3.5(b]
Analysis, and gain organization-wide situational awareness.
Reporting

A.03.03.06.a[01]

Audit Record
Reduction and
Report

an audit record reduction and report generation capability
that supports audit record review is implemented.

Maps to 3.3.6[a]
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Generation

A.03.03.06.a[02]

Audit Record
Reduction and
Report
Generation

an audit record reduction and report generation capability
that supports audit record analysis is implemented.

Maps to 3.3.6[a]

A.03.03.06.a[03]

Audit Record
Reduction and

an audit record reduction and report generation capability
that supports audit record reporting requirements is

Maps to 3.3.6[b]

Report implemented
Generation P '

A.03.03.07.a Time Stamps inte-rnal system clocks are used to generate time stamps for Maps to 3.3.7[a]
audit records.

A.03.03.07.b[01] Time Stamps time stamps are recorded for audit records that meet Maps to 3.3.7[c]

<A.03.03.07.0DP[01]: granularity of time measurement>.

Protection of

audit information is protected from unauthorized access,

Maps to 3.3.8[a], 3.3.8[b],

A.03.03.08.a[01 Audit e .
al01] ud . modification, and deletion. 3.3.8|c]
Information
P i f
rotectlf)n ° audit logging tools are protected from unauthorized access, | Maps to 3.3.8[d], 3.3.8[e],
A.03.03.08.a[02] Audit e .
. modification, and deletion. 3.3.8[f]
Information
Protection of access to management of audit logging functionality is
A.03.03.08.b Audit . & OSEING y Maps to 3.3.9[a], 3.3.9[b]
. authorized to only a subset of privileged users or roles.
Information
Baseline . ) . . Maps to 3.4.1[a], 3.4.1[b],
A.03.04.01.a[01 I f f th I .
03.04.01.a[01] Configuration a current baseline configuration of the system is developed 3.4.2(a]
Baseline a current baseline configuration of the system is maintained

A.03.04.01.a[02]

Configuration

under configuration control.

Maps to 3.4.1[c], 3.4.2[b]

A.03.04.02.0DP[01]

Configuration
Settings

configuration settings for the system that reflect the most
restrictive mode consistent with operational requirements
are defined.

Maps to 3.4.2[a], 3.4.6[a],
3.4.6[b] and elements of
3.13.7

A.03.04.02.a[01]

Configuration
Settings

the following configuration settings for the system that
reflect the most restrictive mode consistent with
operational requirements are established and documented:
<A.03.04.02.0DP[01]: configuration settings>.

Maps to 3.4.2[a], 3.4.6[a],
3.4.6[b] and elements of
3.13.7

A.03.04.03.b[01]

Configuration
Change Control

proposed configuration-controlled changes to the system
are reviewed with explicit consideration for security
impacts.

Maps to 3.4.3[a], 3.4.3[b]

A.03.04.03.b[02]

Configuration
Change Control

proposed configuration-controlled changes to the system
are approved or disapproved with explicit consideration for
security impacts.

Maps to 3.4.3[a], 3.4.3[c]

A.03.04.03.c[02]

Configuration
Change Control

approved configuration-controlled changes to the system
are documented.

Maps to 3.4.3[d]

A.03.04.04.a

Impact Analyses

changes to the system are analyzed to determine potential
security impacts prior to change implementation.

Mapsto 3.4.4

Access hysical access restrictions associated with changes to the
A.03.04.05[01] Restrictions for phy . & Maps to 3.4.5[a], 3.4.5[b]
system are defined and documented.
Change
Access hysical access restrictions associated with changes to the
A.03.04.05[02] Restrictions for phy g Maps to 3.4.5[c]
system are approved.
Change
Access hysical access restrictions associated with changes to the
A.03.04.05[03] Restrictions for | PV & Maps to 3.4.5[d]
system are enforced.
Change
Access logical access restrictions associated with changes to the
A.03.04.05[04] Restrictions for & ) & Maps to 3.4.5[e], 3.4.5[f]
Change system are defined and documented.

Copyright © 2024, Compliance Forge, LLC (ComplianceForge)
NIST 800-171 R2 to NIST 800-171 R3 Transition Guide

Page 10 of 40




COMPLIANCE

FORGE
Access logical access restrictions associated with changes to the
A.03.04.05[05] Restrictions for & & Maps to 3.4.5[g]
system are approved.
Change
Access logical access restrictions associated with changes to the
A.03.04.05[06] Restrictions for | °© & Maps to 3.4.5[h]
system are enforced.
Change
Authorized
ft - ft thori t t th t
A.03.04.08.2 Software §o w_a.re programs authorized to execute on the system are Maps to 3.4.8[a], 3.4.8[b]
Allow by identified.
Exception
Authori M to3.4.
uthorized a deny-all, allow-by-exception policy for the execution of aps to 3.4.8[c] and
A.03.04.08.b Software - authorized software programs on the system is elements of 3.4.9[al,
OSIETS, Allow by e prog Y 3.4.9[b] and NFO CA-3(5)
Exception P ' (now SC-7(5))
System an inventory of system components is developed and 3.4.1[d] and elements of
A.03.04.10.a Component ¥ O SY P P e
documented. 3.4.1[e]
Inventory
User
Identification .
A.03.05.01.a[02] and system users are authenticated. Maps to 3.5.2[a], 3.5.2[b]
Authentication
User
Identification processes acting on behalf of users are associated with
A.03.05.01. M 1.1
03.05.01.a(03] and uniquely identified and authenticated system users. aps to 3.1.1[b]
Authentication
Device
| ificati A.03.05.02.0DP[01]: i f i
A.03.05.02[02] dentification <A.03 O? 02.0DP[01] dewcgs c?r types of devices> a.re Maps to 3.5.2[c]
and authenticated before establishing a system connection.
Authentication
Multi-F Iti-f hentication f ivil
A.03.05.03[01] ulti .act(.)r mu ti-factor authentication for access to privileged accounts Maps to 3.5.3[c]
Authentication | is implemented.
Multi-Factor multi-factor authentication for access to non-privileged

A.03.05.03[02]

Authentication

accounts is implemented.

Maps to 3.5.3[d]

A.03.05.04[01]

Replay-Resistant
Authentication

replay-resistant authentication mechanisms for access to
privileged accounts are implemented.

Maps to 3.5.4

A.03.05.04[02]

Replay-Resistant
Authentication

replay-resistant authentication mechanisms for access to
non-privileged accounts are implemented.

Maps to 3.5.4

P he f hich he list of I
A.03.05.07.0DP[01] assword the frequency at whic .to update the |.st o) f:ommon y used, Maps to 3.5.7[b]
Management expected, or compromised passwords is defined.
Password _ . )
A.03.05.07.0DP[02] Management password composition and complexity rules are defined. Maps to 3.5.7[a]
A.03.05.07.c Password passwords are only transmitted over cryptographically Maps to 3.5.10[b]
Management protected channels.

A.03.05.07.d Password asswords are stored in a cryptographically protected form Maps to 3.5.10(a]
R Management P yptograp yp ) P h
A.03.05.11 Authentication feedbac'k of'authentlcat'lon information during the Maps t0 3.5.11

Feedback authentication process is obscured.

Incident an incident-handling capability that is consistent with the Maps to 3.6.1[a] and
A.03.06.01[01] . . .

Handling incident response plan is implemented. elements of NFO - IR-8
A.03.06.01[02] Il_:;cr:jﬁ:; the incident handling capability includes preparation. Maps to 3.6.1[b]
A.03.06.01(03] Incidgnt the inc.ident handling capability includes detection and Maps to 3.6.1[c], 3.6.1[d]

Handling analysis.

Incident - . R .
A.03.06.01[04] Handling the incident handling capability includes containment. Maps to 3.6.1[e]
A.03.06.01[05] Incident the incident handling capability includes eradication. Maps to 3.6.1[f]
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Handling

A.03.06.01[06]

Incident
Handling

the incident handling capability includes recovery.

Maps to 3.6.1[g]

A.03.06.02.0DP[02]

Incident
Monitoring,
Reporting, and
Response
Assistance

authorities to whom incident information is to be reported
are defined.

Maps to 3.6.2[c]

A.03.06.02.a[01]

Incident
Monitoring,
Reporting, and
Response
Assistance

system security incidents are tracked.

Maps to 3.6.2[a]

A.03.06.02.a[02]

Incident
Monitoring,
Reporting, and
Response
Assistance

system security incidents are documented.

Maps to 3.6.2[b]

A.03.06.02.b

Incident
Monitoring,
Reporting, and
Response
Assistance

suspected incidents are reported to the organizational
incident response capability within <A.03.06.02.0DP[01]:
time period>.

Maps to 3.6.2[f]

A.03.06.02.c

Incident
Monitoring,
Reporting, and
Response
Assistance

incident information is reported to <A.03.06.02.0DP[02]:
authorities>.

Maps to 3.6.2[e]

A.03.06.03

Incident
Response
Testing

the effectiveness of the incident response capability is
tested <A.03.06.03.0DP[01]: frequency>.

Maps to 3.6.3

A.03.07.04.a[02]

Maintenance
Tools

the use of system maintenance tools is controlled.

Maps to 3.7.2[a]

A.03.07.04.b

Maintenance
Tools

media with diagnostic and test programs are checked for
malicious code before the media are used in the system.

Maps to 3.7.4

A.03.07.05.b[01]

Nonlocal
Maintenance

multi-factor authentication is implemented in the
establishment of nonlocal maintenance and diagnostic
sessions.

Maps to 3.7.5[a]

Nonlocal session connections are terminated when nonlocal
A.03.07.05.c[01] . . . Maps to 3.7.5[b]
Maintenance maintenance is completed.
Nonlocal network connections are terminated when nonlocal

A.03.07.05.c[02]

Maintenance

maintenance is completed.

Maps to 3.7.5[b]

A.03.08.01[01]

Media Storage

system media that contain CUI are physically controlled.

Maps to 3.8.1[a], 3.8.1[b]

A.03.08.01[02]

Media Storage

system media that contain CUI are securely stored.

Maps to 3.8.1[c], 3.8.1[d]

access to CUl on system media is restricted to authorized

A.03.08.02 Media Access Maps to 3.8.2
personnel or roles.
Media system media that contain CU'I ar.e sanitized prior to Maps to 3.7.3, 3.8.3[al,
A.03.08.03 . disposal, release out of organizational control, or release for
Sanitization 3.8.3[b]

reuse.

A.03.08.04[01]

Media Marking

system media that contain CUI are marked to indicate
distribution limitations.

Maps to 3.8.4[b]

A.03.08.04[03]

Media Marking

system media that contain CUI are marked to indicate
applicable CUI markings.

Maps to 3.8.4[a]

A.03.08.05.a[01]

Media Transport

system media that contain CUI are protected during
transport outside of controlled areas.

Maps to 3.8.5[a]

A.03.08.05.a[02]

Media Transport

system media that contain CUI are controlled during

Maps to 3.8.5[a]
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transport outside of controlled areas.

accountability for system media that contain CUl is

A.03.08.05.b Media Transport maintained during transport outside of controlled areas. Maps to 3.8.5[b]
the use of the following types of system media is restricted
A.03.08.07.a Media Use or prohibited: <A.03.08.07.0DP[01]: types of system Maps to 3.8.7
media>.
A.03.08.07.b Media Use the usg of remoyable system media without an identifiable Maps t0 3.8.8
owner is prohibited.
System Backup —
A.03.08.09.a Cryptographic | the confidentiality of backup information is protected. Maps to 3.8.9
Protection
System Backup B cryptographic mechanisms are implemented to prevent the
A.03.08.09.b Cryptogre?phlc unauthorized disclosure of CUI at backup storage locations. Maps to 3.8.9
Protection
A.03.09.01.2 Person'nel individuals are screened prior to authorizing access to the Maps 0 3.9.1
Screening system.

A.03.10.01.a[01]

Physical Access
Authorizations

a list of individuals with authorized access to the facility
where the system resides is developed.

Maps to 3.10.1[a]

A.03.10.01.a[02]

Physical Access
Authorizations

a list of individuals with authorized access to the facility
where the system resides is approved.

Maps to 3.10.1[a]

A.03.10.01.a[03]

Physical Access
Authorizations

a list of individuals with authorized access to the facility
where the system resides is maintained.

Maps to 3.10.1[a]

A.03.10.01.b

Physical Access
Authorizations

authorization credentials for facility access are issued.

Maps to 3.10.1[b],
3.10.1[c], 3.10.1[d]

Monitoring physical access to the facility where the system resides is Maps to 3.10.2[c Jand
A.03.10.02.a[01] ) . . .
Physical Access | monitored to detect physical security incidents. elements of NFO - PE-6(1)
A.03.10.06.0DP[01] AIterna.te Work s?curlty reql.,urements to be employed at alternate work Maps to 3.10.6[a]
Site sites are defined.
the following security requirements are employed at
Alt te Work . .
A.03.10.06.b em;tz O™ | alternate work sites: <A.03.10.06.0DP[01]: security Maps to 3.10.6[b]
requirements>.
A.03.10.07.b Physical Access physicall access audit logs for entry or exit points are Maps t0 3.10.4
Control maintained.
Physical A .
A.03.10.07.c[01] yzz::]trc;cess visitors are escorted. Maps to 3.10.3[a]

A.03.11.01.0DP[01]

Risk Assessment

the frequency at which to update the risk assessment is
defined.

Maps to 3.11.1[a]

the risk (including supply chain risk) of unauthorized

A.03.11.01.a Risk Assessment | disclosure resulting from the processing, storage, or Maps to 3.2.1[a], 3.11.1(b]
transmission of CUl is assessed.
isk A.03.11.01.0DP[01]:
A.03.11.01.b Risk Assessment risk assessments are updated <A.03.11.01.0DP[01] Maps to 3.11.1[b]
frequency>.
Vulnerability the frequency at which the system is scanned for
A.03.11.02.0DP[02] | Monitoring and quency at wh y Maps to 3.11.2[a]
. vulnerabilities is defined.
Scanning
Vulnerability . . Maps to 3.11.2[b] and
th t df | bilit
A.03.11.02.a[02] Monitoring and <Aeos_;,/slinc;zlsos|;i?gze]- f;: \;ue:iri rties elements of 3.11.2[c],
Scanning T -1req y>. 3.11.3[a]
Vulnerability . - Maps to 3.11.2[d] and
A.03.11.02.a[04] Monitoring and the syste.nlw .|s scanned for vulnerabilities \{vhen.n.ew elements of 3.11.2[c],
. vulnerabilities that affect the system are identified.
Scanning 3.11.3[a]
A.03.12.01.0DP[01] Security the frequency at whlch to'assess the securlty.req'wrerrTents Maps to 3.12.1[a]
Assessment for the system and its environment of operation is defined.
. the security requirements for the system and its
Security . .
A.03.12.01 environment of operation are assessed Maps to 3.12.1[b]
Assessment

<A.03.12.01.0DP[01]: frequency> to determine if the
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requirements have been satisfied.

Boundary communications at external managed interfaces to the Maps to 3.13.1[c] and
A.03.13.01.a[01] . .

Protection system are monitored. elements of 3.13.14[b]

Boundar communications at external managed interfaces to the Maps to 3.13.1[e],
A.03.13.01.a[02] ) y & 3.13.1[g] and elements of

Protection system are controlled.

3.13.5[a]
A.03.13.01.2[03] Boundary communications at key internal managed interfaces within Maps to 3.13.1[d] and
T Protection the system are monitored. elements of 3.13.14[b]

A.03.13.01.2[04] Bounda}ry communications at key internal managed interfaces within Maps to 3.13.1[f], 3.13.1(h]

Protection the system are controlled.

A.03.13.04[01]

Information in
Shared System
Resources

unauthorized information transfer via shared system
resources is prevented.

Maps to 3.13.4

A.03.13.04[02]

Information in
Shared System
Resources

unintended information transfer via shared system
resources is prevented.

Maps to 3.13.4

A.03.13.06[01]

Network
Communications
— Deny by
Default — Allow
by Exception

network communications traffic is denied by default.

Maps to 3.13.6[a]

A.03.13.06[02]

Network
Communications
— Deny by
Default — Allow
by Exception

network communications traffic is allowed by exception.

Maps to 3.13.6[b]

A.03.13.08[01]

Transmission
and Storage
Confidentiality

cryptographic mechanisms are implemented to prevent the
unauthorized disclosure of CUI during transmission.

Maps to 3.13.8[c] and
elements of 3.13.8[c], 3.8.6

A.03.13.08[02]

Transmission
and Storage
Confidentiality

cryptographic mechanisms are implemented to prevent the
unauthorized disclosure of CUI while in storage.

Maps to 3.13.8[c] and
elements of 3.13.8][c],

3.8.6,3.13.16

the time period of inactivity after which the system

A.03.13.09.0DP[01] Network terminates a network connection associated with a Maps to 3.13.9[a]
Disconnect . . X
communications session is defined.
the network connection associated with a communications
N k M 3.
A.03.13.09 . etwor session is terminated at the end of the session or after aps to 3.13.9[b],
Disconnect 3.13.9[c]

<A.03.13.09.0DP[01]: time period> of inactivity.

Cryptographic

Key cryptographic keys are established in the system in
A.03.13.10[01] Establishment | accordance with the following key management Maps to 3.13.10([a]
and requirements: <A.03.13.10.0DP[01]: requirements>.
Management
Cryptographic
Key cryptographic keys are managed in the system in
A.03.13.10[02] Establishment accordance with the following key management Maps to 3.13.10([b]
and requirements: <A.03.13.10.0DP[01]: requirements>.
Management
Collaborative L . . .
Computin the remote activation of collaborative computing devices
A.03.13.12.a . P g and applications is prohibited with the following exceptions: | Maps to 3.13.12][c]
Devices and .
L. <A.03.13.12.0DP[01]: exceptions>.
Applications
Collaborative an explicit indication of use is provided to users who are
A.03.13.12.b Computing 'p . P Maps to 3.13.12[b]
. physically present at the devices.
Devices and
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A.03.13.13.b[01] Mobile Code the use of mobile code is authorized. Maps to 3.13.13]a]
A.03.13.13.b[02] Mobile Code the use of mobile code is monitored. Maps to 3.13.13[b]
A.03.13.13.b[03] Mobile Code the use of mobile code is controlled. Maps to 3.13.13(a]
A.03.13.15 Se55|o.n. the authenticity of communications sessions is protected. Maps to 3.13.15
Authenticity
Flaw . .
A.03.14.01.a[01] Remediation system flaws are identified. Maps to 3.14.1[b]
Flaw
A.03.14.01.a[02] Remediation system flaws are reported. Maps to 3.14.1[d]
Flaw
A.03.14.01.a[03] Remediation system flaws are corrected. Maps to 3.14.1[f]
Malici C the f t which malici tecti
A.03.14.02.0DP[01] a ICIOUS. ode e req_uencya which ma |.C|ous.code protection Maps to 3.14.5[a]
Protection mechanisms perform scans is defined.
Malici C lici tecti hani impl t t
A.03.14.02.a[01] a ICIOUS. ode | malicious code pro gc |o.n mechanisms arej @p emented a Maps to 3.14.2[a]
Protection system entry and exit points to detect malicious code.

A.03.14.02.a[02]

Malicious Code
Protection

malicious code protection mechanisms are implemented at
system entry and exit points to eradicate malicious code.

Maps to 3.14.2[b]

A.03.14.02.b

Malicious Code
Protection

malicious code protection mechanisms are updated as new
releases are available in accordance with configuration
management policy and procedures.

Maps to 3.14.4

A.03.14.02.c.01[01]

Malicious Code
Protection

malicious code protection mechanisms are configured to
perform scans of the system <A.03.14.02.0DP[01]:
frequency>.

Maps to 3.14.5[b]

A.03.14.02.c.01[02]

Malicious Code

malicious code protection mechanisms are configured to
perform real-time scans of files from external sources at

Maps to 3.14.5[c]

Protection endpoints or system entry and exit points as the files are
downloaded, opened, or executed.
Security Alerts, system security alerts, advisories, and directives from
A.03.14.03.a Advisories, and | > Y alerts, = ) . Maps to 3.14.3[b]
N external organizations are received on an ongoing basis.
Directives
System . .
A.03.14.06.a.01[01] . the system is monitored to detect attacks. Maps to 3.14.6[a]
Monitoring
h - - — P ol
A.03.14.06.2.01[02] Sys.terr.1 the system is monitored to detect indicators of potentia Maps to 3.14.6[b]
Monitoring attacks.
h - - hori
A.03.14.06.2.02 Sys.terr.1 the syst?m is monitored to detect unauthorized Maps to 3.14.6[a], 3.14.6[c]
Monitoring connections.
System . .. -
A.03.14.06.b . unauthorized use of the system is identified. Maps to 3.14.7[b]
Monitoring
A.03.14.06.c[01] Sysften.w inbound communica.tions tra'\ﬁ"iF is monitonje.d to detect Maps to 3.14.6[b]
Monitoring unusual or unauthorized activities or conditions.
— ffici -
A.03.14.06.c[02] Sys'terr'1 outbound communlc'atlons t.ra. '|c is monltf)'red to detect Maps to 3.14.6[c]
Monitoring unusual or unauthorized activities or conditions.
A.03.15.01.3[01] Policy and policies needed to satisfy the security requirements for the Maps to 3.2.1[b] and
T Procedures protection of CUI are developed and documented. elements of 3.9.2[a]
Policy and policies needed to satisfy the security requirements for the
A.03.15.01.a[02] y protection of CUI are disseminated to organizational Maps to 3.2.1[b]
Procedures
personnel or roles.
A.03.15.01.3[03] Policy and procedures needed to satisfy the security requirements for Maps to 3.2.1[b] and
Tom Procedures the protection of CUI are developed and documented. elements of 3.9.2[a]
Policy and procedures needed to satisfy the security requirements for
A.03.15.01.a[04] Proce\:jures the protection of CUI are disseminated to organizational Maps to 3.2.1[b]

personnel or roles.

A.03.15.02.0DP[01]

System Security
Plan

the frequency at which the system security plan is reviewed
and updated is defined.

Maps to 3.12.4[g]
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A.03.15.02.a.01

System Security
Plan

a system security plan that defines the constituent system
components is developed.

Maps to 3.12.4[a]

A.03.15.02.a.04

System Security
Plan

a system security plan that describes the operational
environment for the system and any dependencies on or
connections to other systems or system components is
developed.

Maps to 3.12.4[b],
3.12.4[c], 3.12.4][f]

A.03.15.02.a.05

System Security
Plan

a system security plan that provides an overview of the
security requirements for the system is developed.

Maps to 3.12.4[d]

A.03.15.02.a.06

System Security
Plan

a system security plan that describes the safeguards in place
or planned for meeting the security requirements is
developed.

Maps to 3.12.4[e]

A.03.15.02.b[01]

System Security

the system security plan is reviewed <A.03.15.02.0DP[01]:

Maps to 3.12.4.[h]

Plan frequency>.
A.03.15.02.b[02] Syster;IaS:curity ::\:q?;s;;r/r;security plan is updated <A.03.15.02.0DP[01]: Maps to 3.12.4.[h]
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MODERATE EFFORT ASSESSMENT OBJECTIVE TRANSITION

For organizations that currently have controls in place for NIST 800-171 R2 and leverage NIST 800-171A, approximately one-fifth of

the AOs in NIST 800-171A R3 should be considered moderate effort from a transition perspective.

NIST 800-171A R3 AOs WITH INDIRECT MAPPING (EXISTING NIST 800-171 R3 CONTROL)

The following AOs have “indirect mapping” which means that there are elements of the NIST 800-171A R3 AO that can be mapped
back to an existing NIST 800-171A AO. The indirect nature of the mapping indicates that organizations will have to perform more

detailed analysis of what the transition to the new AO requires.

NIST 800-171A R3

NIST 800-171 R3
Control Name

NIST 800-171A R3
Assessment Objective (AO)

COMPLIANCE

FORGE

NIST 800-171 R2 to R3

Upgrade Notes

A.03.01.01.4.01 Account access to the system is authorized based on a valid access | Elements of 3.1.1[c],
T Management authorization. 3.1.1[d], 3.1.1[e], 3.1.1[f]
A.03.01.01.4.02 Account access to the system is authorized based on intended Elements of 3.1.1][c],
T Management system usage. 3.1.1[d], 3.1.1[e], 3.1.1[f]
Access approved authorizations for logical access to CUI are
A.03.01.02[01] enforced in accordance with applicable access control Elements of 3.1.2[b]
Enforcement .
policies.
Access approved authorizations for logical access to system
A.03.01.02[02] resources are enforced in accordance with applicable Elements of 3.1.2[b]
Enforcement

access control policies.

A.03.01.03[01]

Information Flow
Enforcement

approved authorizations are enforced for controlling the
flow of CUI within the system.

Elements of 3.1.3[e]

A.03.01.03[02]

Information Flow

approved authorizations are enforced for controlling the

Elements of 3.1.3[e]

Enforcement flow of CUI between connected systems.
Separation of system access authorizations to support separation of Elements of 3.1.4[b],
A.03.01.04.b . . )
Duties duties are defined. 3.1.4(c]

A.03.01.05.0DP[01]

Least Privilege

security functions for authorized access are defined.

Elements of 3.1.5[c],
3.13.3[a], 3.13.3[b],
3.13.3[c]

A.03.01.05.a

Least Privilege

system access for users (or processes acting on behalf of
users) is authorized only when necessary to accomplish
assigned organizational tasks.

Elements of 3.1.5[b]

Least Privilege —

personnel or roles to which privileged accounts on the

Elements of 3.13.3[a],

A.03.01.06.0DP[01 Privileged . -
[01] riviege system are to be restricted are defined. 3.13.3[b], 3.13.3|c]
Accounts
L Privil -
A.03.01.06.a ean):iVirll‘;/l :,ge privileged accounts on the system are restricted to Elements of 3.13.3[a],
e 8 <A.03.01.06.0DP[01]: personnel or roles>. 3.13.3[b], 3.13.3[c]
Accounts
Least.P'riviIege — | users (or rc?lgs) with privileged accounts a.re required t(? Elements of 3.13.3[al,
A.03.01.06.b Privileged use non-privileged accounts when accessing non-security
. - . 3.13.3[b], 3.13.3]c]
Accounts functions or non-security information.
Unsuccessful the time period to which the number of consecutive

A.03.01.08.0DP[02]

Logon Attempts

invalid logon attempts by a user is limited is defined.

Elements of 3.1.8[b]

A.03.01.08.0DP[03]

Unsuccessful
Logon Attempts

one or more of the following PARAMETER VALUES are
selected: {the account or node is locked automatically for
<A.03.01.08.0DP[04]: time period>; the account or node
is locked automatically until released by an administrator;
the next logon prompt is delayed automatically; the
system administrator is notified automatically; other
action is taken automatically}.

Elements of 3.1.8[b]

A.03.01.08.0DP[04]

Unsuccessful
Logon Attempts

the time period for an account or node to be locked is
defined (if selected).

Elements of 3.1.8[b]
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a limit of <A.03.01.08.0DP[01]: number> consecutive
Unsuccessful . . .
A.03.01.08.a Lozon Attempts invalid logon attempts by a user during Elements of 3.1.8[b]
& P <A.03.01.08.0DP[02]: time period> is enforced.
Unsuccessful <A.03.01.08.0DP[03]: SELECTED PARAMETER VALUES>
A.03.01.08.b when the maximum number of unsuccessful attempts is Elements of 3.1.8[b]

Logon Attempts

exceeded.

A.03.01.12.a[02]

Remote Access

usage restrictions are established for each type of
allowable remote system access.

Elements of 3.1.12[a],
3.1.12[c], 3.1.15[a],
3.1.15([b], 3.1.15]c],
3.1.15[d]

A.03.01.12.a[03]

Remote Access

configuration requirements are established for each type
of allowable remote system access.

Elements of 3.1.12[c],

3.1.13[a], 3.1.13[b], 3.13.7

A.03.01.16.a[01]

Wireless Access

each type of wireless access to the system is defined.

Elements of 3.1.16(a]

A.03.01.18.a[03]

Access Control for
Mobile Devices

connection requirements are established for mobile
devices.

Elements of 3.1.18[b]

A.03.01.20.0DP[01]

Use of External
Systems

security requirements to be satisfied on external systems
prior to allowing the use of or access to those systems by
authorized individuals are defined.

Elements of 3.1.20[e]

A.03.01.20.a

Use of External

the use of external systems is prohibited unless the

Elements of 3.1.21[a],

Systems systems are specifically authorized. 3.1.21[b], 3.1.21[c]
the following security requirements to be satisfied on
A.03.01.20.b Use of External external systems prior to allowing the use of or access to Elements of 3.1.20[e],

Systems

those systems by authorized individuals are established:
<A.03.01.20.0DP[01]: security requirements>.

3.1.20[f]

A.03.01.20.c.01

Use of External
Systems

authorized individuals are permitted to use external
systems to access the organizational system or to process,
store, or transmit CUI only after verifying that the security
requirements on the external systems as specified in the
organization’s system security plans have been satisfied.

Elements of 3.1.20(c]

A.03.01.20.c.02

Use of External
Systems

authorized individuals are permitted to use external
systems to access the organizational system or to process,
store, or transmit CUI only after retaining approved
system connection or processing agreements with the
organizational entity hosting the external systems.

Elements of 3.1.20[e],
3.1.20([f]

A.03.01.20.d

Use of External
Systems

the use of organization-controlled portable storage
devices by authorized individuals on external systems is
restricted.

Elements of 3.1.20(f]

A.03.02.01.a.01[01]

Literacy Training
and Awareness

security literacy training is provided to system users as
part of initial training for new users.

Elements of 3.2.1[c],
3.2.1[d]

A.03.02.01.a.01[02]

Literacy Training
and Awareness

security literacy training is provided to system users
<A.03.02.01.0DP[01]: frequency> after initial training.

Elements of 3.2.1[c],
3.2.1[d]

A.03.02.01.a.02

Literacy Training
and Awareness

security literacy training is provided to system users when
required by system changes or following
<A.03.02.01.0DP[02]: events>.

Elements of 3.2.1][c],
3.2.1[d]

A.03.02.01.a.03[02]

Literacy Training
and Awareness

security literacy training is provided to system users on
reporting indicators of insider threat.

Elements of 3.2.1[c],
3.2.1[d]

A.03.02.01.a.03[03]

Literacy Training
and Awareness

security literacy training is provided to system users on
recognizing indicators of social engineering.

Elements of 3.2.1][c],
3.2.1[d]

A.03.02.01.a.03[04]

Literacy Training
and Awareness

security literacy training is provided to system users on
reporting indicators of social engineering.

Elements of 3.2.1[c],
3.2.1[d]

A.03.02.01.a.03[05]

Literacy Training
and Awareness

security literacy training is provided to system users on
recognizing indicators of social mining.

Elements of 3.2.1[c],
3.2.1[d]

A.03.02.01.a.03[06]

Literacy Training
and Awareness

security literacy training is provided to system users on
reporting indicators of social mining.

Elements of 3.2.1][c],
3.2.1[d]

A.03.03.01.b[01]

Event Logging

the event types selected for logging are reviewed

Elements of 3.3.3[a],
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<A.03.03.01.0DP[02]: frequency>.

3.3.3[b]

A.03.03.02.a.01

Audit Record

audit records contain information that establishes what

Elements of 3.3.2[a],

Content type of event occurred. 3.3.2[b]

A.03.03.02.2.02 Audit Record audit records contain information that establishes when Elements of 3.3.2[a],
Content the event occurred. 3.3.2[b]

A.03.03.02.3.03 Audit Record audit records contain information that establishes where Elements of 3.3.2[a],
Content the event occurred. 3.3.2[b]

Audit Record audit records contain information that establishes the Elements of 3.3.2[a],
A.03.03.02.3.04 Content source of the event. 3.3.2[b]

A.03.03.02.2.05 Audit Record audit records contain information that establishes the Elements of 3.3.2[a],
Content outcome of the event. 3.3.2[b]

A.03.03.02.a.06

Audit Record
Content

audit records contain information that establishes the
identity of the individuals, subjects, objects, or entities
associated with the event.

Elements of 3.3.2[a],
3.3.2[b]

A.03.03.02.b

Audit Record
Content

additional information for audit records is provided, as
needed.

Elements of 3.3.2[a],
3.3.2[b]

A.03.03.06.a[04]

Audit Record
Reduction and
Report
Generation

an audit record reduction and report generation
capability that supports after-the-fact investigations of
incidents is implemented.

Elements of 3.3.6[a],
3.3.6[b]

A.03.03.06.b[01]

Audit Record
Reduction and
Report
Generation

the original content of audit records is preserved.

Elements of 3.3.1[e]

A.03.03.06.b[02]

Audit Record
Reduction and

the original time ordering of audit records is preserved.

Elements of 3.3.1[e],

Report 3.3.7[a]
Generation
Baseline the frequency of baseline configuration review and Elements of 3.4.1[c] and
A.03.04.01.0DP[01 . . . .
[01] Configuration update is defined. NFO - CM-2(1)

Baseline the baseline configuration of the system is reviewed
A.03.04.01.b[01] Configuration <A.03.04.01.0DP[01]: frequency>. Elements of 3.4.1(c]

Baseline the baseline configuration of the system is updated
A.03.04.01.b[02] Configuration <A.03.04.01.0DP[01]: frequency>. Elements of 3.4.1(c]
A.03.04.01.b[03] Béseling the baseline configuration ofthe system is revig\./ved Elements of 3.4.1[c]

Configuration when system components are installed or modified.
Baseline the baseline configuration of the system is updated when

A.03.04.01.b[04]

Configuration

system components are installed or modified.

Elements of 3.4.1[c]

A.03.04.02.a[02]

Configuration
Settings

the following configuration settings for the system are
implemented: <A.03.04.02.0DP[01]: configuration
settings>.

Elements of 3.4.2[a]

A.03.04.02.b[01]

Configuration

any deviations from established configuration settings are

Elements of 3.4.2[b]

Settings identified and documented.
A.03.04.02.b[02] ConflgL.Jratlon any deviations from established configuration settings are Elements of 3.4.2[b]
Settings approved.

A.03.04.03.c[01]

Configuration
Change Control

approved configuration-controlled changes to the system
are implemented.

Elements of 3.7.1

A.03.04.06.0DP[01]

Least
Functionality

functions to be prohibited or restricted are defined.

Elements of multiple

AOs. No clear mapping.

34.7

A.03.04.06.0DP[02]

Least
Functionality

ports to be prohibited or restricted are defined.

Elements of multiple

AOs and NFO - SA-9(2). No

clear mapping.

34.7

A.03.04.06.0DP[03]

Least
Functionality

protocols to be prohibited or restricted are defined.

Elements of multiple

AOs and NFO - SA-9(2). No

clear mapping.

3.4.7

A.03.04.06.0DP[04]

Least

connections to be prohibited or restricted are defined.

Elements of multiple

3.4.7
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Functionality

AOs. No clear mapping.

A.03.04.06.0DP[05]

Least
Functionality

services to be prohibited or restricted are defined.

Elements of multiple 3.4.7
AOs and NFO - SA-9(2). No
clear mapping.

A.03.04.06.0DP[06]

Least
Functionality

the frequency at which to review the system to identify
unnecessary or nonsecure functions, ports, protocols,
connections, or services is defined.

Elements of multiple 3.4.7
AOs. No clear mapping.

A.03.04.06.a

Least
Functionality

the system is configured to provide only mission-essential
capabilities.

Elements of multiple 3.4.7
Aos, 3.13.7 and 3.13.14][a].
No clear mapping.

A.03.04.06.b[01]

Least
Functionality

the use of the following functions is prohibited or
restricted: <A.03.04.06.0DP[01]: functions>.

Elements of multiple 3.4.7
Aos, 3.13.7 and 3.13.14[a].
No clear mapping.

A.03.04.06.b[02]

Least
Functionality

the use of the following ports is prohibited or restricted:
<A.03.04.06.0DP[02]: ports>.

Elements of multiple 3.4.7
Aos, 3.13.7 and 3.13.14][a].
No clear mapping.

A.03.04.06.b[03]

Least
Functionality

the use of the following protocols is prohibited or
restricted: <A.03.04.06.0DP[03]: protocols>.

Elements of multiple 3.4.7
Aos, 3.13.7 and 3.13.14][a].
No clear mapping.

A.03.04.06.b[04]

Least
Functionality

the use of the following connections is prohibited or
restricted: <A.03.04.06.0DP[04]: connections>.

Elements of multiple 3.4.7
Aos, 3.13.7 and 3.13.14[a].
No clear mapping.

A.03.04.06.b[05]

Least
Functionality

the use of the following services is prohibited or
restricted: <A.03.04.06.0DP[05]: services>.

Elements of multiple 3.4.7
Aos, 3.13.7 and 3.13.14][a].
No clear mapping.

the system is reviewed <A.03.04.06.0DP[06]: frequency>

Least . . . Elements of multiple 3.4.7
A.03.04.06.c . . to identify unnecessary or nonsecure functions, ports, P .
Functionality . . AOs. No clear mapping.
protocols, connections, and services.
Least unnecessary or nonsecure functions, ports, protocols, Elements of multiple 3.4.7
A.03.04.06.d . . . . . .
Functionality connections, and services are disabled or removed. AOs. No clear mapping.
Authorized

A.03.04.08.0DP[01]

Software — Allow
by Exception

the frequency at which to review and update the list of
authorized software programs is defined.

Elements of 3.4.9[c]

A.03.04.08.c

Authorized
Software — Allow
by Exception

the list of authorized software programs is reviewed and
updated <A.03.04.08.0DP[01]: frequency>.

Elements of 3.4.9[c]

System . . . s
the system component inventory is reviewed Elements exist in NIST 800-
A.03.04.10.b[01
03.04.10.5[01] Component <A.03.04.10.0DP[01]: frequency>. 171AR3 as 3.4.1[f]
Inventory
System the system component inventory is updated Elements exist in NIST 800-
A.03.04.10.b[02
03.04.10.5[02] Component <A.03.04.10.0DP[01]: frequency>. 171AR3 as 3.4.1[f]
Inventory
System the system component inventory is updated as part of Elements exist in NIST 800-
A.03.04.10.¢[01] Component ystem compone yisup P
component installations. 171AR3 as 3.4.1][f]
Inventory
System the system component inventory is updated as part of Elements exist in NIST 800-
A.03.04.10.¢[02] Component y P yisup P
component removals. 171A R3 as 3.4.1[f]
Inventory
System the system component inventory is updated as part of Elements exist in NIST 800-
A.03.04.10.c[03] Component y P yisup P
system updates. 171AR3 as 3.4.1[f]
Inventory
User

A.03.05.01.a[01]

Identification and
Authentication

system users are uniquely identified.

Elements of 3.5.1[a],
3.5.1[b], 3.5.1[c]

A.03.05.05.0DP[01]

Identifier
Management

the time period for preventing the reuse of identifiers is
defined.

3.5.5[a]
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A.03.05.05.c Identifier the.reusv?e of identifiers for <A.03.05.05.0DP[01]: time 3.5.5[b]
Management period> is prevented.
A03.05.07.6 Password a new password is selected upon first use after account elements of 3.5.9
Management recovery.
Password the following composition and complexity rules for elements of 3.5.7[c],
A.03.05.07.f
Management passwords are enforced: <A.03.05.07.0DP[02]: rules>. 3.5.7[d]
A.03.07.04.a[01] Maintenance the use of system maintenance tools is approved Elements of 3.7.2[b],
o Tools ¥ PP ) 3.7.2[c]
Maint f int | authorization i
A.03.07.06.a aintenance a proc_ess or maintenance personnel authorization is Elements of 3.7.2[d]
Personnel established.
A.03.07.06.b Maintenance a list of au’Fhoriz.ed maintenance organizations or Elements of 3.7.2(d]
Personnel personnel is maintained.
A.03.07.06.c Maintenance non-escorted personnel whq perform mainten:c\ncg on Elements of 3.7.2(d]
Personnel the system possess the required access authorizations.

A.03.07.06.d[01]

Maintenance
Personnel

organizational personnel with required access
authorizations are designated to supervise the
maintenance activities of personnel who do not possess
the required access authorizations.

Elements of 3.7.6

A.03.07.06.d[02]

Maintenance

organizational personnel with required technical
competence are designated to supervise the maintenance

Elements of 3.7.6

Personnel activities of personnel who do not possess the required
access authorizations.
Personnel upon termination of individual employment, system
A.03.09.02.a.01 Termination and | access is disabled within <A.03.09.02.0DP[01]: time Elements of 3.9.2[a]
Transfer period>.
Personnel upon termination of individual employment,
A.03.09.02.a.02[01] | Termination and | authenticators associated with the individual are Elements of 3.9.2[b]
Transfer terminated or revoked.
Personnel upon termination of individual employment, credentials
A.03.09.02.2.02[02] | Terminationand | “P°" ) naw ployment, Elements of 3.9.2[b]
associated with the individual are terminated or revoked.
Transfer
upon individual reassignment or transfer to other
Personnel ositions in the organization, the ongoing operational
A.03.09.02.b.01[01] | Terminationand | ° ga , 7€ ONBoINg op Elements of 3.9.2[b]
need for current logical and physical access
Transfer . e s .
authorizations to the system and facility is reviewed.
upon individual reassignment or transfer to other
Personnel ositions in the organization, the ongoing operational
A.03.09.02.b.01[02] | Terminationand | ° ga , T€ ONgoINg op Elements of 3.9.2[b]
Transfer need for current logical and physical access
authorizations to the system and facility is confirmed.
upon individual reassignment or transfer to other
Personnel ositions in the organization, access authorization is
A.03.09.02.b.02 Termination and P e 8 I . . Elements of 3.9.2[c]
Transfer modified to correspond with any changes in operational

need.

A.03.10.07.c[02]

Physical Access

visitor activity is controlled.

Elements of 3.10.3[b] and

Control NFO - PE-8
A.03.10.07.d Physical Access keys, combinations, and other physical access devices are | Elements of 3.10.5[a],
Control secured. 3.10.5[b], 3.10.5|c]
Vulnerability the system is monitored for vulnerabilities when new
A.03.11.02.a[03] Monitoring and ees . oo Elements of 3.11.3[a]
. vulnerabilities that affect the system are identified.
Scanning
Vul.ner?bility system vulnerabilities are remediated within
A.03.11.02.b Mor;;gzr;r;fgand <A.03.11.02.0DP[03]: response times>. Elements of 3.11.3[b]

A.03.12.02.a.01

Plan of Action and

Milestones

a plan of action and milestones for the system is
developed to document the planned remediation actions
for correcting weaknesses or deficiencies noted during

Elements of 3.12.2[a],
3.12.2[b], 3.12.2[c]
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security assessments.

A.03.12.02.a.02

Plan of Action and

a plan of action and milestones for the system is
developed to reduce or eliminate known system

Elements of 3.12.2[a],

Milestones e 3.12.2[b], 3.12.2][c]
vulnerabilities.
A.03.12.03[01] Cont!nuc_)us a system-level continuous monitoring strategy is Elements of 3.12.3
Monitoring developed.
A.03.12.03[02] Contl'nuc')us .a system-level continuous monitoring strategy is Elements of 3.12.3
Monitoring implemented.
A.03.12.03[03] Conti'nut?us ongo.ing.monitoring is included in the continuous Elements of 3.12.3
Monitoring monitoring strategy.
A.03.12.03[04] Conti-nut?us secu.rity.assessments are included in the continuous Elements of 3.12.3
Monitoring monitoring strategy.
Boundar subnetworks are implemented for publicly accessible
A.03.13.01.b . Y system components that are physically or logically Elements of 3.13.5[b]
Protection .
separated from internal networks.
Crvptographic the following types of cryptography are implemented to
A.03.13.11 yptograp protect the confidentiality of CUI: <A.03.13.11.0DP[01]: | Elements of 3.13.11
Protection
types of cryptography>.
. . . . . . Elements of 3.13.2[a],
Security systems security engineering principles to be applied to 3.13.2(b], 3.13.2[c]
A.03.16.01.0DP[01] Engineering the development or modification of the system and 3.13.2[d], 3‘13.2[e]l
Principles system components are defined. 3.13.2[f] and NFO - PL-8
El f3.13.2
Security <A.03.16.01.0DP[01]: systems security engineering ements of 3.13.2[al,
. . . . 3.13.2[b], 3.13.2[c],
A.03.16.01 Engineering principles> are applied to the development or
. e 3.13.2[d], 3.13.2[€],
Principles modification of the system and system components.

3.13.2[f] and NFO - PL-8

A.03.16.03.0DP[01]

External System
Services

security requirements to be satisfied by external system
service providers are defined.

Elements of 3.1.20[f]

External System

the providers of external system services used for the
processing, storage, or transmission of CUl comply with

A.03.16.03.a . . . . Elements of 3.1.20[f]
Services the following security requirements:
<A.03.16.03.0DP[01]: security requirements>.
user roles and responsibilities with regard to external
A.03.16.03.b External System system services, including shared responsibilities with Elements of 3.2.2{al,

Services

external service providers, are defined and documented.

3.2.2[b]
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For organizations that currently have controls in place for NIST 800-171 R2 and leverage NIST 800-171A, approximately half of the
AOs in NIST 800-171A R3 should be considered significant effort from a transition perspective.

NIST 800-171A R3 AOs WITH No CLEAR MAPPING (EXISTING NIST 800-171 R3 CONTROL)
The following AOs have “no clear mapping” which means that there is no clear mapping from the NIST 800-171A R3 AO to an
existing NIST 800-171A AO. The lack of mapping indicates that organizations will have to perform detailed analysis of what the
transition to the new AO requires.

NIST 800-171A R3

NIST 800-171 R3

Control Name

NIST 800-171A R3
Assessment Objective (AO)

NIST 800-171 R2 to R3
Upgrade Notes

the time period within which to notify account managers

This NIST 800-171A R3 AO

A t th lear link t
A.03.01.01.0DP[02] ceoun and designated personnel or roles when accounts are no does not have ac ear Inkto
Management loneer required is defined an AO from the previous
gerreq ‘ version of NIST 800-171A
. . ol . . This NIST 800-171A R3 AO
the time period within which to notify account managers .
Account . does not have a clear link to
A.03.01.01.0DP[03] and designated personnel or roles when users are .
Management terminated or transferred is defined an AQ from the previous
) version of NIST 800-171A
the time period within which to notify account managers This NIST 800-171A R3.AO
Account . does not have a clear link to
A.03.01.01.0DP[04] and designated personnel or roles when system usage or .
Management the need-to-know changes for an individual is defined an A from the previous
& ' version of NIST 800-171A
This NIST 800-171A R3 AO
Account the time period of expected inactivity requiring users to does not have a clear link to
A.03.01.01.0DP
03.01.01.0DP[05] Management log out of the system is defined. an AO from the previous
version of NIST 800-171A
This NIST 800-171A R3 AO
A.03.01.01.0DP[06] Account C|rc.umstances requiring users to log out of the system are does not have a clea.r link to
Management defined. an AO from the previous

version of NIST 800-171A

A.03.01.05.0DP[02]

Least Privilege

security-relevant information for authorized access is
defined.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.01.05.0DP[03]

Least Privilege

the frequency at which to review the privileges assigned to
roles or classes of users is defined.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.01.12.a[04]

Remote Access

connection requirements are established for each type of
allowable remote system access.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.01.16.a[02]

Wireless Access

usage restrictions are established for each type of wireless
access to the system.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.01.18.a[01]

Access Control
for Mobile
Devices

usage restrictions are established for mobile devices.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.01.18.a[02]

Access Control
for Mobile

configuration requirements are established for mobile
devices.

This NIST 800-171A R3 AO
does not have a clear link to

Copyright © 2024, Compliance Forge, LLC (ComplianceForge)
NIST 800-171 R2 to NIST 800-171 R3 Transition Guide

Page 23 of 40



COMPLIANCE

FORGE
Devices an AO from the previous
version of NIST 800-171A
. This NIST 800-171A R3 AO
Publicly . S . . .
. authorized individuals are trained to ensure that publicly does not have a clear link to
A.03.01.22.a Accessible Sy . . .
Content accessible information does not contain CUL. an AO from the previous

version of NIST 800-171A

A.03.02.01.0DP[01]

Literacy Training
and Awareness

the frequency at which to provide security literacy training
to system users after initial training is defined.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.02.01.0DP[02]

Literacy Training
and Awareness

events that require security literacy training for system
users are defined.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.02.01.0DP[03]

Literacy Training
and Awareness

the frequency at which to update security literacy training
content is defined.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.02.01.0DP[04]

Literacy Training
and Awareness

events that require security literacy training content
updates are defined.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

the frequency at which to provide role-based security

This NIST 800-171A R3 AO

A.03.02.02.0DP[01] Role—'Bjdsed training to assigned personnel after initial training is does not have a clear link to
Training defined an AO from the previous
' version of NIST 800-171A
This NIST 800-171A R3 AO
A.03.02.02.0DP[02] Role-.B.ased eve.nts that require role-based security training are does not have a clea.r link to
Training defined. an AO from the previous
version of NIST 800-171A
This NIST 800-171A R3 AO
Role-B he f hich le- i h lear link
A.03.02.02.0DP[03] o e' jased t e. requency at.w |c. to update role-based security does not have ac ea.r ink to
Training training content is defined. an AO from the previous

version of NIST 800-171A

A.03.03.01.0DP[02]

Event Logging

the frequency of event types selected for logging are
reviewed and updated.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.03.04.0DP[01]

Response to
Audit Logging
Process Failures

the time period for organizational personnel or roles
receiving audit logging process failure alerts is defined.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.03.04.0DP[02]

Response to
Audit Logging
Process Failures

additional actions to be taken in the event of an audit
logging process failure are defined.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.03.05.0DP[01]

Audit Record
Review, Analysis,
and Reporting

the frequency at which system audit records are reviewed
and analyzed is defined.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.03.07.0DP[01]

Time Stamps

granularity of time measurement for audit record time
stamps is defined.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.04.03.a

Configuration
Change Control

the types of changes to the system that are configuration-
controlled are defined.

Elements of NFO - CM-9
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A.03.04.12.0DP[01]

System and
Component
Configuration for
High-Risk Areas

configurations for systems or system components to be
issued to individuals traveling to high-risk locations are
defined.

Elements of NFO - CM-2(7)

User This NIST 800-171A R3 AO
A.03.05.01.0DP[01] Identification cnrcums-,tances or situations that require re-authentication does not have a clear link to
and are defined. an AO from the previous
Authentication version of NIST 800-171A
Devi This NIST -171A R3 Al
Identeizlccaiion devices or types of devices to be uniquely identified and dolf:s nzt :a?\?e a clearglinl(()to
A.03.05.02.0DP[01] authenticated before establishing a connection are .
and defined an AO from the previous
Authentication ) version of NIST 800-171A
D?che, <A.03.05.02.0DP[01]: devices or types of devices> are This NIST 800-171A R3_AO
A.03.05.02[01] Identification uniquely identified before establishing a system does not have a clear link to
U and quely gasy an AO from the previous

Authentication

connection.

version of NIST 800-171A

This NIST 800-171A R3 AO

I ifi h lear link
A.03.05.05.0DP[02] dentifier characteristic used to identify individual status are defined. does not have ac ea.r Inicto
Management an AO from the previous
version of NIST 800-171A
This NIST 800-171A R3 AO
Password a list of commonly used, expected, or compromised does not have a clear link to
A.03.05.07.a[01] . L .
Management passwords is maintained. an AO from the previous
version of NIST 800-171A
This NIST 800-171A R3 AO
Password a list of commonly used, expected, or compromised does not have a clear link to
A.03.05.07.a[02] . .
Management passwords is updated <A.03.05.07.0DP[01]: frequency>. an AO from the previous
version of NIST 800-171A
Incident This NIST 800-171A R3 AO
Monitoring, the time period to report suspected incidents to the does not have a clear link to
A.03.06.02.0DP[01] | Reporting, and ne period to rep P icents o .
Response organizational incident response capability is defined. an AO from the previous
P version of NIST 800-171A
Assistance
Nonlocal nonlocal maintenance and diagnostic activities are

A.03.07.05.a[01]

Maintenance

approved.

Elements of NFO - MA-4(2)

A.03.07.05.a[02]

Nonlocal
Maintenance

nonlocal maintenance and diagnostic activities are
monitored.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.08.04[02]

Media Marking

system media that contain CUl are marked to indicate
handling caveats.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.09.02.0DP[01]

Personnel
Termination and
Transfer

the time period within which to disable system access is
defined.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.10.01.0DP[01]

Physical Access
Authorizations

the frequency at which to review the access list detailing
authorized facility access by individuals is defined.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.10.02.0DP[01]

Monitoring
Physical Access

the frequency at which to review physical access logs is
defined.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A
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A.03.10.02.0DP[02]

Monitoring
Physical Access

events or potential indications of events requiring physical
access logs to be reviewed are defined.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.10.02.a[02]

Monitoring
Physical Access

physical security incidents are responded to.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.10.06.a

Alternate Work

alternate work sites allowed for use by employees are

This NIST 800-171A R3 AO
does not have a clear link to

Site determined. an AO from the previous
version of NIST 800-171A
- This NIST 800-171A R3 AO
Vulnerability the frequency at which the system is monitored for does not have a clear link to
A.03.11.02.0DP[01] | Monitoring and quency at wh y .
Scannin vulnerabilities is defined. an AO from the previous
& version of NIST 800-171A
. This NIST 800-171A R3 AO
Vulnerability response times to remediate system vulnerabilities are does not have a clear link to
A.03.11.02.0DP[03] | Monitoring and P y .
Scannin defined. an AO from the previous
& version of NIST 800-171A
Vulnerability . I
o the frequency at which to update system vulnerabilities to | Elements of NFO - NFO - RA-
A.03.11.02.0DP[04] Monltorlr?g and be scanned is defined. 5(1), RA-5(2)
Scanning
. This NIST 800-171A R3 AO
Vulnerability the system is monitored for vulnerabilities does not have a clear link to
A.03.11.02.a[01] Mogé::r'l?fga”d <A.03.11.02.0DP[01]: frequency>. an AO from the previous

version of NIST 800-171A

A.03.12.02.b.01

Plan of Action
and Milestones

the existing plan of action and milestones is updated based
on the findings from security assessments.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

A.03.13.01.c

Boundary
Protection

external system connections are only made through
managed interfaces that consist of boundary protection
devices arranged in accordance with an organizational
security architecture.

This NIST 800-171A R3 AO
does not have a clear link to
an AO from the previous
version of NIST 800-171A

Cryptographic

This NIST 800-171A R3 AO

Key requirements for key generation, distribution, storage does not have a clear link to
A.03.13.10.0DP[01] | Establishment | " Ve " , STOrage, .
and access, and destruction are defined. an AO from the previous
version of NIST 800-171A
Management
Collaborative This NIST 800-171A R3 AO
A.03.13.12.0DP[01] Corpputing excgptions where remote activation is to be allowed are does not have a clea.r link to
Devices and defined. an AO from the previous
Applications version of NIST 800-171A
This NIST 800-171A R3 AO
d th lear link t
A.03.13.13.a3[01] Mobile Code acceptable mobile code is defined. oes not havea ¢ ea.r inkto
an AO from the previous
version of NIST 800-171A
This NIST 800-171A R3 AO
A.03.13.13.a[02] Mobile Code acceptable mobile code technologies are defined. does not have a clea'r link to
an AO from the previous
version of NIST 800-171A
. . i . . . This NIST 800-171A R3 AO
Flaw the time period within which to install security-relevant does not have a clear link to
A.03.14.01.0DP[01] . software updates after the release of the updates is .
Remediation an AO from the previous

defined.

version of NIST 800-171A
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. . o . . . This NIST 800-171A R3 AO
Flaw the time period within which to install security-relevant does not have a clear link to
A.03.14.01.0DP[02] - firmware updates after the release of the updates is .
Remediation defined an AO from the previous
’ version of NIST 800-171A
. . - This NIST 800-171A R3 AO
Flaw security-relevant software updates are installed within does not have a clear link to
A.03.14.01.b[01] . <A.03.14.01.0DP[01]: time period> of the release of the .
Remediation ubdates an AO from the previous
P ) version of NIST 800-171A
. This NIST 800-171A R3 AO
security Alerts, internal security alerts, advisories, and directives are does not have a clear link to
A.03.14.03.b[01] | Advisories, and Y / ' .
Directives generated, as necessary. an AO from the previous
version of NIST 800-171A
. This NIST 800-171A R3 AO
security Alerts, internal security alerts, advisories, and directives are does not have a clear link to
A.03.14.03.b[02] Advisories, and . ) ¥ ’ ’ .
Directives disseminated, as necessary. an AO from the previous
version of NIST 800-171A
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NIST 800-171A R3 AOs WITH No TRANSITION PATH (NEwLY ADDED NIST 800-171 R3 CONTROL)
The following AOs are associated with a new AO for NIST 800-171A R3. The reality is these are net new AOs without a transition
from an existing AO:

NIST 800-171A R3

NIST 800-171
R3
Control Name

NIST 800-171A R3

Assessment Objective (AO)

NIST 800-171 R2 to R3
Upgrade Notes

Account ) AO is new for NIST 800-
A.03.01.01.a[01] Management system account types allowed are defined. 171A R3
Account _ . AO is new for NIST 800-
A.03.01.01.a[02] Management system account types prohibited are defined. 171A R3
Account system accounts are created in accordance with AO is new for NIST 800-
A.03.01.01.b[01] o . L -
Management | organizational policy, procedures, prerequisites, and criteria. | 171AR3
Account system accounts are enabled in accordance with AO is new for NIST 800-
A.03.01.01.b[02] o . L -
Management | organizational policy, procedures, prerequisites, and criteria. | 171AR3
A.03.01.01.b[03] Account system accounts are modified in accordance with AO is new for NIST 800-
o Management | organizational policy, procedures, prerequisites, and criteria. | 171AR3
Account system accounts are disabled in accordance with AO is new for NIST 800-
A.03.01.01.b[04] o . . L
Management | organizational policy, procedures, prerequisites, and criteria. | 171AR3
Account system accounts are removed in accordance with AO is new for NIST 800-
A.03.01.01.b[05] . . .. .
Management | organizational policy, procedures, prerequisites, and criteria. | 171AR3
Account . o AO is new for NIST 800-
A.03.01.01.c.02 Management group and role memberships are specified. 171A R3
A.03.01.01.c.03 Account acce§§ authorizations (i.e., privileges) for each account are AO is new for NIST 800-
Management | specified. 171AR3
Account . . AO is new for NIST 800-
A.03.01.01.e Management the use of system accounts is monitored. 171A R3
A03.01.01f01 Account syst'em accounts are disabled when the accounts have AO is new for NIST 800-
Management | expired. 171AR3
A.03.01.01£.03 Account system accounts are disabled when the accounts are no AO is new for NIST 800-
o Management | longer associated with a user or individual. 171AR3
Account system accounts are disabled when the accounts violate AO is new for NIST 800-
A.03.01.01.f.04 o .
Management | organizational policy. 171AR3
A.03.01.01.£.05 Account system accounts are disabled when significant risks AO is new for NIST 800-
o Management | associated with individuals are discovered. 171AR3
account managers and designated personnel or roles are .
A.03.01.01.g.01 Account notified within <A.03.01.01.0DP[02]: time period> when AQ is new for NIST 800
Management . 171AR3
accounts are no longer required.
account managers and designated personnel or roles are .
A A for NIST 800-
A.03.01.01.8.02 ccount notified within <A.03.01.01.0DP[03]: time period> when O is new for NIST 800
Management . 171AR3
users are terminated or transferred.
account managers and designated personnel or roles are .
A A for NIST 800-
A.03.01.01.¢.03 ccount notified within <A.03.01.01.0DP[04]: time period> when O is new for NIST 800
Management A 171AR3
system usage or the need-to-know changes for an individual.
users are required to log out of the system after
Account <A.03.01.01.0DP[05]: time period> of expected inactivity or AO is new for NIST 800-
A.03.01.01.h . .
Management | when the following circumstances occur: 171AR3
<A.03.01.01.0DP[06]: circumstances>.
. access to <A.03.01.05.0DP[02]: security-relevant AO is new for NIST 800-
A.03.01.05.6[02] Least Privilege information> is authorized. 171AR3
the privileges assigned to roles or classes of users are .
A.03.01.05.c Least Privilege | reviewed <A.03.01.05.0DP[03]: frequency> to validate the ?701;_5\ ;gw for NIST 800-
need for such privileges.
A.03.01.05.d Least Privilege | privileges are reassigned or removed, as necessary. ?7011’-5\ :gw for NIST 800-
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the device lock is retained until the user reestablishes access

AO is new for NIST 800-

A.03.01.10.b Device Lock using established identification and authentication
171AR3
procedures.
Remote each type of remote system access is authorized prior to AO is new for NIST 800-
A.03.01.12.b i )
Access establishing such connections. 171AR3
Remote remote access to the system is routed through authorized AQ is new for NIST 800-
A.03.01.12.c[01] . y & 171A R3. Elements of NFO -
Access access control points.
SC-7(3)
Remote . . . . AO is new for NIST 800-
A.03.01.12.d[1] Access remote execution of privileged commands is authorized. 171A R3
Remote . . Lo . AO is new for NIST 800-
A.03.01.12.d[2] Access remote access to security-relevant information is authorized. 171A R3
Wireless configuration requirements are established for each type of AO is new for NIST 800-
A.03.01.16.a[03] .
Access wireless access to the system. 171AR3
A.03.01.16.2[04] Wireless cqnnection requirements are established for each type of AO is new for NIST 800-
Access wireless access to the system. 171AR3
Wireless wireless networking capabilities not intended for use are AO is new for NIST 800-
A.03.01.16.c . . .
Access disabled prior to issuance and deployment. 171AR3
Literacy T . . .
.. security literacy training content is updated AO is new for NIST 800-
A.03.02.01.b[01 T
03.02.01.b[01] rainingand | 3 02 01.0DP[03]: frequency>. 171AR3
Awareness
Literacy security literacy training content is updated following AO is new for NIST 800-
A.03.02.01.b[02] | Trainingand | 3 0, 51 5pP[04]: eventss. 171AR3
Awareness
Role-Based events that require role-based security training content AO is new for NIST 800-
A.03.02.02.0DP[04
03.02.02.0DP[04] Training updates are defined. 171AR3
A.03.02.02.b[02] RoIe-.Bf:\sed role-based security training content is updated following AO is new for NIST 800-
Training <A.03.02.02.0DP[04]: events>. 171AR3

Response to
Audit Logging

the following additional actions are taken:

AO is new for NIST 800-

A.03.03.04.b L .
Process <A.03.03.04.0DP[02]: additional actions>. 171AR3
Failures
Audit Record
Review, .- N AO is new for NIST 800-
A.03.03.05.b Analysis, and findings are reported to organizational personnel or roles. 171A R3
Reporting

A.03.03.07.b[02]

Time Stamps

time stamps are recorded for audit records that use
Coordinated Universal Time (UTC), have a fixed local time
offset from UTC, or include the local time offset as part of
the time stamp.

AO is new for NIST 800-
171AR3

Configuration

activities associated with configuration-controlled changes to

AO is new for NIST 800-

A.03.04.03.d[01] Change the system are monitored. 171AR3
Control
Confi ti
ontiguration activities associated with configuration-controlled changes to | AO is new for NIST 800-
A.03.04.03.d[02] Change .
the system are reviewed. 171AR3
Control
A.03.04.04.b Impact the security requirements for the system continue to be AO is new for NIST 800-
T Analyses satisfied after the system changes have been implemented. 171AR3
System . . .
A.03.04.10.0DP[01] Component the frequen?y at whlch to reIV|ew and update the system AO is new for NIST 800-
component inventory is defined. 171AR3
Inventory
A.03.04.11.a[01] Informr?ltlon the location of CUIl is identified and documented. AQ is new for NIST 800-
Location 171AR3
A.03.04.11.a[02] Informrfltlon Fhe sYS.tem components on which CUl is processed are AO is new for NIST 800-
Location identified and documented. 171AR3
A.03.04.11.a[03] Information the system components on which CUI is stored are identified | AO is new for NIST 800-
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Location and documented. 171AR3
A.03.04.11.b[01] Information changes to the system or system component location where | AO is new for NIST 800-
R Location CUl is processed are documented. 171AR3
A.03.04.11.b[02] Information changes to the system or system component location where | AO is new for NIST 800-
o Location CUl is stored are documented. 171AR3
System and
Component . . . .
t tst I toth t t A for NIST -
A.03.04.12.0DP[02] | Configuration security reqwremef\ s. 9 be applied to the system or sys. em O is new for NIST 800
- . components when individuals return from travel are defined. | 171AR3
for High-Risk
Areas
System and
Corrllpone.nt syst?ms or_ system .compone.nts.V\{lth the folloyvmg . . AO is new for NIST 800-
A.03.04.12.a Configuration | configurations are issued to individuals traveling to high-risk 171A R3
for High-Risk | locations: <A.03.04.12.0DP[01]: configurations>.
Areas
System and
Cor’r.1pone.nt the following security requirements are a.ppl'le.d to the AO is new for NIST 800-
A.03.04.12.b Configuration | system or system components when the individuals return 171A R3
for High-Risk | from travel: <A.03.04.12.0DP[02]: security requirements>.
Areas
User
Identification | users are reauthenticated when <A.03.05.01.0DP[01]: AO is new for NIST 800-
A.03.05.01.b . . )
and circumstances or situations>. 171AR3
Authentication
dentifier authorlzatlc.)n is re.ce|§/e.d from organlzatlonal.personnel'or AO is new for NIST 800-
A.03.05.05.a roles to assign an individual, group, role, service, or device
Management | . - 171AR3
identifier.
A.03.05.05.b[01] Identifier an ider.wtifi_er that identifies an individual, group, role, service, | AO is new for NIST 800-
Management | or device is selected. 171AR3
A.03.05.05.b[02] Identifier an ider.wtifi.er th?t identifies an individual, group, role, service, | AO is new for NIST 800-
Management | or device is assigned. 171AR3
A.03.05.05.d Identifier individual identifiers are managed by uniquely identifying AO is new for NIST 800-
o Management | each individual as <A.03.05.05.0DP[02]: characteristic>. 171AR3
Password a list of commonly used, expected,. or.compromlsed AO is new for NIST 800-
A.03.05.07.a[03] passwords is updated when organizational passwords are
Management . 171AR3
suspected to have been compromised.
MO30s07h | PIOT o expected,or compromeed passwords when | 0.5 ew for IST 800-
T Management v » €XP ’ P P 171AR3

they are created or updated by users.

A.03.05.12.0DP[01]

Authenticator
Management

the frequency for changing or refreshing authenticators is
defined.

AO is new for NIST 800-
171AR3

A.03.05.12.0DP[02]

Authenticator
Management

events that trigger the change or refreshment of
authenticators are defined.

AO is new for NIST 800-
171AR3

A.03.05.12.a

Authenticator

the identity of the individual, group, role, service, or device
receiving the authenticator as part of the initial authenticator

AO is new for NIST 800-

Management distribution is verified. 171AR3
Authenticator | initial authenticator content for any authenticators issued by | AO is new for NIST 800-
A.03.05.12.b R .
Management | the organization is established. 171AR3
A.03.05.12.c[01] Authenticator | administrative procedures for initial authenticator AO is new for NIST 800-
R Management | distribution are established. 171AR3
A.03.05.12.c[02] Authenticator | administrative procedures for lost, compromised, or AO is new for NIST 800-
R Management | damaged authenticators are established. 171AR3

A.03.05.12.c[03]

Authenticator
Management

administrative procedures for revoking authenticators are
established.

AO is new for NIST 800-
171AR3
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A.03.05.12.c[04]

Authenticator
Management

administrative procedures for initial authenticator
distribution are implemented.

AO is new for NIST 800-
171AR3

A.03.05.12.c[05]

Authenticator

administrative procedures for lost, compromised, or

AO is new for NIST 800-

Management | damaged authenticators are implemented. 171AR3
A.03.05.12.¢[06] Authenticator .admlnlstratlve procedures for revoking authenticators are AO is new for NIST 800-
Management | implemented. 171AR3
Authenticat AOi for NIST -
A.03.05.12.d uthenticator default authenticators are changed at first use. O'is new for NIST 800
Management 171AR3
Authenticator authenticators are changed or refreshed AO is new for NIST 800-
A.03.05.12.e <A.03.05.12.0DP[01]: frequency> or when the following

Management

events occur: <A.03.05.12.0DP[02]: events>.

171AR3

A.03.05.12.f[01]

Authenticator
Management

authenticator content is protected from unauthorized
disclosure.

AO is new for NIST 800-
171AR3

A.03.05.12.[02]

Authenticator

authenticator content is protected from unauthorized

AO is new for NIST 800-

Management | modification. 171AR3
Incident
Moanorlng, an |.nC|dent response support resour'ce that offers 'adwce and AO is new for NIST 800-
A.03.06.02.d Reporting, and | assistance to system users on handling and reporting
. . . 171AR3
Response incidents is provided.
Assistance
Incident the frequency at which to test the effectiveness of the AO is new for NIST 800-
A.03.06.03.0DP[01] Response L 9 y . . )
. incident response capability for the system is defined. 171AR3
Testing
Incident the time period within which incident response trainingisto | AO is new for NIST 800-
A.03.06.04.0DP[01] |  Response > P eI P &
e be provided to system users is defined. 171AR3
Training
Incident the frequency at which to provide incident response training | AO is new for NIST 800-
A.03.06.04.0DP[02 R
03.06.04.0DP(02] esr.)o.nse to users after initial training is defined. 171AR3
Training
Incident the frequency at which to review and update incident AO is new for NIST 800-
A.03.06.04.0DP[03] |  Response quency: e P
. response training content is defined. 171AR3
Training
Incident events that initiate a review of the incident response trainin AO is new for NIST 800-
A.03.06.04.0DP[04] |  Response \ P &
L content are defined. 171AR3
Training
Incident incident response training for system users consistent with
assigned roles and responsibilities is provided within AO is new for NIST 800-
A.03.06.04.2.01 Response . . . -
Trainin <A.03.06.04.0DP[01]: time period> of assuming an incident 171A R3
& response role or responsibility or acquiring system access.
Incident |nC|.dent response training fo.r.S\./ste.m users consistent W|’Fh AO is new for NIST 800-
A.03.06.04.a.02 Response assigned roles and responsibilities is provided when required 171A R3
Training by system changes.
Incident |nC|.dent response training f.o.r.syste.m use.rs consistent with AO is new for NIST 800-
A.03.06.04.a.03 Response assigned roles and responsibilities is provided 171A R3
Training <A.03.06.04.0DP[02]: frequency> thereafter.
Incident
incident response training content is reviewed AO is new for NIST 800-
.03.06.04.b[01
A.03.06.04.b[01] Response | _, 03.06.04.0DP[03]: frequency>. 171AR3
Training
Incident incident response training content is updated AO is new for NIST 800-
.03.06.04.b[02
A.03.06.04.5[02] Response | ) 03.06.04.0DP[03]: frequency>. 171AR3
Training
Incident incident response training content is reviewed following AO is new for NIST 800-
A.03.06.04.b[03 R
(03] eSPONSE | A 03.06.04.0DP[04]: events>. 171AR3
Training
A.03.06.04.b[04] Incident incident response training content is updated following AO is new for NIST 800-
Response <A.03.06.04.0DP[04]: events>. 171AR3
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Training

A.03.06.05.a.01

Incident
Response Plan

an incident response plan is developed that provides the
organization with a roadmap for implementing its incident
response capability.

AO is new for NIST 800-
171AR3

A.03.06.05.a.02

Incident
Response Plan

an incident response plan is developed that describes the
structure and organization of the incident response
capability.

AO is new for NIST 800-
171AR3

A.03.06.05.a.03

Incident
Response Plan

an incident response plan is developed that provides a high-
level approach for how the incident response capability fits
into the overall organization.

AO is new for NIST 800-
171AR3

A.03.06.05.a.04 Incident an incident response plan is developed that defines AO is new for NIST 800-
T Response Plan | reportable incidents. 171AR3
Incident an incident response plan is developed that addresses the AO is new for NIST 800-
A.03.06.05.a.05 . . . .
Response Plan | sharing of incident information. 171AR3
Incident an incident response plan is developed that designates AO is new for NIST 800-

A.03.06.05.a.06

Response Plan

responsibilities to organizational entities, personnel, or roles.

171AR3

A.03.06.05.b[01]

Incident
Response Plan

copies of the incident response plan are distributed to
designated incident response personnel (identified by name
or by role).

AO is new for NIST 800-
171AR3

A.03.06.05.b[02]

Incident
Response Plan

copies of the incident response plan are distributed to
organizational elements.

AO is new for NIST 800-
171AR3

the incident response plan is updated to address system and

Inci AO i for NIST -
A.03.06.05.c ncident organizational changes or problems encountered during plan Ois new for NIST 800
Response Plan | . . . . 171AR3
implementation, execution, or testing.
A.03.06.05.4 Incident the incident response plan is protected from unauthorized AO is new for NIST 800-

Response Plan

disclosure.

171AR3

A.03.07.04.a[03]

Maintenance
Tools

the use of system maintenance tools is monitored.

AO is new for NIST 800-
171AR3

Maintenance

the removal of system maintenance equipment containing
CUl is prevented by verifying that there is no CUl on the

AO is new for NIST 800-

A.03.07.04.c Tools equipment, sanitizing or destroying the equipment, or 171AR3
retaining the equipment within the facility.
A.03.07.05.b[02] Nonlocal replay resistance is implemented in the establishment of AO is new for NIST 800-
R Maintenance | nonlocal maintenance and diagnostic sessions. 171AR3
A.03.08.05.c Media activities associated with the transport of system media that | AO is new for NIST 800-
o Transport contain CUI are documented. 171AR3
. types of system media with usage restrictions or that are AO is new for NIST 800-
A.03.08.07.0DP[01] Media Use prohibited from use are defined. 171AR3
Personnel conditions that require the rescreening of individuals are AO is new for NIST 800-
A.03.09.01.00P(01] Screening defined. 171AR3
A.03.09.01b Personnel individuals are rescreened in accordance with the following AO is new for NIST 800-
T Screening conditions: <A.03.09.01.0DP[01]: conditions>. 171AR3
Personnel S A . .
A.03.09.02.2.03 Termination ;Jpsczzr;err::;n:’::(or;so:elgicl(;\\/lsldual employment, security-related ?701§ :gw for NIST 800-
and Transfer ¥ property )
Physical - - . .
the facility access list is reviewed <A.03.10.01.0DP[01]: AO is new for NIST 800-
A.03.10.01.c Access
o frequency>. 171AR3
Authorizations
Physical N - . .
individuals from the facility access list are removed when AO is new for NIST 800-
A.03.10.01.d Access . .
. access is no longer required. 171AR3
Authorizations
Monitori
ont erng physical access logs are reviewed <A.03.10.02.0DP[01]: AO is new for NIST 800-
A.03.10.02.b[01] Physical
Access frequency>. 171AR3
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Monitoring physical access logs are reviewed upon occurrence of .
A.03.10.02.b[02] Physical <A.03.10.02.0DP[02]: events or potential indicators of /1-\5)1;5\ ;gw for NIST 800
Access events>.
physical access authorizations are enforced at entry and exit
Physical points to the facility where the system resides by verifying AO is new for NIST 800-

A.03.10.07.a.01

Access Control

individual physical access authorizations before granting
access.

171AR3

A.03.10.07.a.02

Physical
Access Control

physical access authorizations are enforced at entry and exit
points to the facility where the system resides by controlling
ingress and egress with physical access control systems,
devices, or guards.

AO is new for NIST 800-
171AR3

A.03.10.07.e Physical physical access to output devices is controlled to prevent AO is new for NIST 800-
T Access Control | unauthorized individuals from obtaining access to CUI. 171AR3
A Control
ceess Lontro physical access to system distribution and transmission lines | AO is new for NIST 800-
A.03.10.08 for - L e
- within organizational facilities is controlled. 171AR3
Transmission
Vul bilit - .
A.03.11.02.¢[01] I\L/Jlon:iiirilr: y system vulnerabilities to be scanned are updated AO is new for NIST 800-
DR '8 <A.03.11.02.0DP[04]: frequency>. 171AR3
and Scanning
Vulnerability - .
A.03.11.02.¢[02] Monitoring system vulnerabilities to be scanned are updated when new AO is new for NIST 800-

and Scanning

vulnerabilities are identified and reported.

171AR3

A.03.11.04[01]

Risk Response

findings from security assessments are responded to.

AO is new for NIST 800-
171AR3

A.03.11.04[02]

Risk Response

findings from security monitoring are responded to.

AO is new for NIST 800-
171AR3

A.03.11.04[03]

Risk Response

findings from security audits are responded to.

AO is new for NIST 800-
171AR3

Plan of Action

the existing plan of action and milestones is updated based

AO is new for NIST 800-

A.03.12.02.b.02 . and on the findings from audits or reviews. 171AR3
Milestones
Plan of Action . . . . .
the existing plan of action and milestones is updated based AO is new for NIST 800-
A.03.12.02.b.03 and - . o L
. on the findings from continuous monitoring activities. 171AR3
Milestones
one or more of the following PARAMETER VALUES are
selected: {interconnection security agreements; information
A.03.12.05.0DP[01] Information exchange se.curity agreements; mgmoranda of AO is new for NIST 800-
Exchange understanding or agreement; service-level agreements; user | 171A R3
agreements; non-disclosure agreements; other types of
agreements}.
Information | the frequency at which to review and update agreements is AO is new for NIST 800-
A.03.12.05.00P(02] Exchange defined. 171AR3
. the exchange of CUI between the system and other systems .
A.03.12.05.a[01] '”Ef:(’cr:;it'zn is approved using <A.03.12.05.0DP[01]: SELECTED ’i;)l'/i :gw for NIST 800-
& PARAMETER VALUES>.
. the exchange of CUIl between the system and other systems .
A.03.12.05.a[02] '”Ef;crl?;it'zn is managed using <A.03.12.05.0DP[01]: SELECTED /i\?l':‘\ ng for NIST 800-
& PARAMETER VALUES>.
Information interface characteristics for each system are documented as | AO is new for NIST 800-
A.03.12.05.b[01]
Exchange part of the exchange agreements. 171AR3
Information security requirements for each system are documented as AO is new for NIST 800-
A.03.12.05.b[02]
Exchange part of the exchange agreements. 171AR3
Information responsibilities for each system are documented as part of AO is new for NIST 800-
A.03.12.05.b[03]
Exchange the exchange agreements. 171AR3
A.03.12.05.¢[01] Information exchange agreements are reviewed <A.03.12.05.0DP[02]: AO is new for NIST 800-
Exchange frequency>. 171AR3
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A.03.12.05.c[02] Information exchange agreements are updated <A.03.12.05.0DP[02]: AO is new for NIST 800-
Exchange frequency>. 171AR3
Cryptographic | the types of cryptography for protecting the confidentiality AO is new for NIST 800-
A.03.13.11.0DP[01] Protection of CUl are defined. 171AR3
security-relevant firmware updates are installed within .
Fl A for NIST 800-
A.03.14.01.b[02] aw <A.03.14.01.0DP[02]: time period> of the release of the O is new for NIST 800
Remediation 171AR3
updates.
Malicious mahuouslc?de protection me.chanlsrr?s.are configured to AO is new for NIST 800-
A.03.14.02.c.02 Code block malicious code, quarantine malicious code, or take 171A R3
Protection other actions in response to malicious code detection.
Information CUI within the system is managed in accordance with
A.03.14.08[01] Management applicable laws, Executive Orders, directives, regulations, AO is new for NIST 800-

and Retention

policies, standards, guidelines, and operational
requirements.

171AR3

A.03.14.08[02]

Information
Management
and Retention

CUI within the system is retained in accordance with
applicable laws, Executive Orders, directives, regulations,
policies, standards, guidelines, and operational
requirements.

AO is new for NIST 800-
171AR3

A.03.14.08[03]

Information
Management
and Retention

CUIl output from the system is managed in accordance with
applicable laws, Executive Orders, directives, regulations,
policies, standards, guidelines, and operational
requirements.

AO is new for NIST 800-
171AR3

A.03.14.08[04]

Information
Management
and Retention

CUI output from the system is retained in accordance with
applicable laws, Executive Orders, directives, regulations,
policies, standards, guidelines, and operational
requirements.

AO is new for NIST 800-
171AR3

the frequency at which the policies and procedures for

Policy and L . . . . AO is new for NIST 800-

A.03.15.01.0DP[01] Procedures satllsfylng security requirements are reviewed and updated is 171A R3
defined.

i ici i <A.03.15.01. : i -

A.03.15.01.b[01] Policy and policies and procedures are reviewed <A.03.15.01.0DP[01] AO is new for NIST 800
Procedures frequency>. 171AR3

A.03.15.01.b[02] Policy and policies and procedures are updated <A.03.15.01.0DP[01]: AO is new for NIST 800-
Procedures frequency>. 171AR3

System a system security plan that identifies the information types AO is new for NIST 800-

A.03.15.02.a.02

Security Plan

processed, stored, and transmitted by the system is
developed.

171AR3

System a system security plan that describes specific threats to the AO is new for NIST 800-
A.03.15.02.a.03 . o
Security Plan | system that are of concern to the organization is developed. 171AR3
System a system security plan that identifies individuals that fulfill AO is new for NIST 800-
A.03.15.02.a.07 . e
Security Plan | system roles and responsibilities is developed. 171AR3
A.03.15.02.a.08 System a system security plan that includes other relevant AO is new for NIST 800-
T Security Plan | information necessary for the protection of CUI is developed. | 171AR3
System the system security plan is protected from unauthorized AO is new for NIST 800-
A.03.15.02.c . .
Security Plan | disclosure. 171AR3
Rules of the frequency at which the rules of behavior are reviewed AO is new for NIST 800-
A.03.15.03.00P[01] Behavior and updated is defined. 171AR3
. I . AO is new for NIST 800-
b | MRS st derbe bt 10 e R | 7101, ementsfro-
y g P g : NFO - PL-4, PL-4(1)
Rules of rules are provided to individuals who require access to the AO is new for NIST 800-
A.03.15.03.b .
Behavior system. 171AR3
a documented acknowledgement from |nd|V|duaI§ indicating AO is new for NIST 800-
Rules of that they have read, understand, and agree to abide by the
A.03.15.03.c . L . .. 171A R3. Elements of NFO -
Behavior rules of behavior is received before authorizing access to CUI
NFO - PS-6
and the system.
A.03.15.03.d[01] Rules of the rules of behavior are reviewed <A.03.15.03.0DP[01]: AO is new for NIST 800-

Copyright © 2024, Compliance Forge, LLC (ComplianceForge)
NIST 800-171 R2 to NIST 800-171 R3 Transition Guide

Page 34 of 40




COMPLIANCE

FORGE
Behavior frequency>. 171AR3
A.03.15.03.d[02] Rules _of the rules of behavior are updated <A.03.15.03.0DP[01]: AO is new for NIST 800-
Behavior frequency>. 171AR3
Unsupported | system comppnents are repI?ced when support for the AO is new for NIST 800-
A.03.16.02.a System components is no longer available from the developer, 171A R3
Components | vendor, or manufacturer.
Unsupported optlc'ms for risk mitigation or alternative sources for AO is new for NIST 800-
A.03.16.02.b System continued support for unsupported components that cannot
. 171AR3
Components | be replaced are provided.
External procgsses, methods., and techniques to monltor s.ecurlty AO is new for NIST 800-
A.03.16.03.c System requirement compliance by external service providers on an 171A R3
Services ongoing basis are implemented.
Supply Chain
Risk the frequency at which to review and update the supply AO is new for NIST 800-
A.03.17.01.0DP[01] Management | chain risk management plan is defined. 171AR3
Plan
s“ppé‘i’siha'“ AO is new for NIST 800-
A.03.17.01.a[01] a plan for managing supply chain risks is developed. 171A R3. Elements of NFO -
Management
PS-7
Plan
Supply Chain . . .
. the SCRM plan addresses risks associated with the research .
A.03.17.01.a[02] Risk and development of the system, system components, or AQ is new for NIST 800-
Dt Management P ystem, sy i ’ 171AR3
system services.
Plan
Supply Chain
A.03.17.01.a[03] Risk the SCRM plan addresses risks associated with the design of AO is new for NIST 800-
R Management | the system, system components, or system services. 171AR3
Plan
SuppIY Chain the SCRM plan addresses risks associated with the .
A.03.17.01.a[04] Risk manufacturing of the system, system components, or system AQ is new for NIST 800-
Rt Management ! s ystem, sy P » OF SY 171AR3
Plan services.
SuppIY Chain the SCRM plan addresses risks associated with the .
A.03.17.01.a[05] Risk acquisition of the system, system components, or system AQ is new for NIST 800-
o Management qu ¥ i P » OF SY 171AR3
Plan services.
Supply Chain .
AO is new for NIST 800-
Risk h RM pl isk i ith th li f
A.03.17.01.a[06] is the SC plan addresses risks associated wit t. e delivery o 171A R3. Elements of NFO -
Management | the system, system components, or system services. PE-16
Plan
SuppIY Chain the SCRM plan addresses risks associated with the .
A.03.17.01.a[07] Risk integration of the system, system components, or system AQ is new for NIST 800-
o Management 8 ¥ s P » OF SY 171AR3
services.
Plan
Supply Chain
Risk the SCRM plan addresses risks associated with the operation | AO is new for NIST 800-
A.03.17.01.a[08] .
Management | of the system, system components, or system services. 171AR3
Plan
Supply Chain . . .
. the SCRM plan addresses risks associated with the .
A.03.17.01.a[09] Risk maintenance of the system, system components, or system AQ is new for NIST 800-
T Management . y 'Y P » OF SY 171AR3
services.
Plan
Supply Chain
Risk the SCRM plan addresses risks associated with the disposal of | AO is new for NIST 800-
A.03.17.01.a[10] .
Management | the system, system components, or system services. 171AR3
Plan
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Supply Chain
A.03.17.01.b[01] Man:;lgsekment the SCRM plan is reviewed <A.03.17.01.0DP[01]: frequency>. ?Sli ::W for NIST 800-
Plan
Supply Chain
A.03.17.01.b[02] Man:;akment the SCRM plan is updated <A.03.17.01.0DP[01]: frequency>. /1-\5)112 ;gw for NIST 800-
Plan
Supply Chain
A.03.17.01.c Man::ekment the SCRM plan is protected from unauthorized disclosure. ?Sli ::W for NIST 800-
Plan
Acquisition
A.03.17.02[01] Strategies, acquisition strategies, contract tools, and procurement AO is new for NIST 800-
Tools, and methods are developed to identify supply chain risks. 171AR3
Methods
Acquisition
A.03.17.02[02] Strategies, acquisition strategies, contract tools, and procurement AO is new for NIST 800-
Tools, and methods are developed to protect against supply chain risks. | 171AR3
Methods
Acquisition
A.03.17.02[03] Strategies, acquisition strategies, contract tools, and procurement AO is new for NIST 800-
Tools, and methods are developed to mitigate supply chain risks. 171AR3
Methods
Acquisition
A.03.17.02[04] Strategies, acquisition strategies, contract tools, and procurement AO is new for NIST 800-
Tools, and methods are implemented to identify supply chain risks. 171AR3
Methods
ésqliisit'ion acquisition strategies, contract tools, and procurement AO for NIST 800
A.03.17.02[05] Tc:glse,ga:(remz methods are implemented to protect against supply chain 171§ ;gw or i
Methods risks.
Acquisition
A.03.17.02[06] Strategies, acquisition strategies, contract tools, and procurement AO is new for NIST 800-
Tools, and methods are implemented to mitigate supply chain risks. 171AR3
Methods
Supply Chain security requirements to protect against supply chain risks to AO is new for NIST 800-

A.03.17.03.0DP[01]

Requirements
and Processes

the system, system components, or system services and to
limit the harm or consequences from supply chain-related
events are defined.

171A R3. Elements of NFO -
SA-9

A.03.17.03.a[01]

Supply Chain
Requirements
and Processes

a process for identifying weaknesses or deficiencies in the
supply chain elements and processes is established.

AO is new for NIST 800-
171AR3

A.03.17.03.a[02]

Supply Chain
Requirements
and Processes

a process for addressing weaknesses or deficiencies in the
supply chain elements and processes is established.

AO is new for NIST 800-
171AR3

A.03.17.03.b

Supply Chain
Requirements
and Processes

the following security requirements are enforced to protect
against supply chain risks to the system, system components,
or system services and to limit the harm or consequences of
supply chain-related events: <A.03.17.03.0DP[01]: security
requirements>.

AO is new for NIST 800-
171A R3. Elements of NFO -
SA-9
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PRACTICAL STEPS To TRANSITION FROM NIST 800-171 R2 To NIST 800-171 R3

The following information is provided to establish a basic direction that your organization can take to transition from NIST 800-171
R2 to NIST 800-171 R3. Every organization is unique in its business practices, technologies and resource limitations, so this
information is provided as a generic roadmap for transition purposes.

ASSUMPTIONS
Based on the premise that your organization is transitioning from established practices for NIST 800-171 R2, there are several
assumptions that your organization has:
1. Documented evidence of due diligence and due care for NIST 8001-171 R2 / CMMC 2.0:
a. Policies, standards & procedures;
b. System Security Plan (SSP);
c. Documented roles & responsibilities (internal and external stakeholders); and
d. Plan of Action & Milestones (POA&M) for any identified deficiencies;
2. Executive sponsorship to make changes to technologies, third-party relationships and/or business practices; and
3. Third-parties are contractually obligated to comply with flow-down requirements (e.g., NIST 800-171, CMMC, etc.).

KEY NIST 800-171 R3 TRANSITION STEPS
The following transition steps focus on the biggest changes between NIST 800-171 R2 and NIST 800-171 R3 and should be
prioritized:

GOVERNANCE OVERSIGHT
One of the issues with previous versions of NIST 800-171 involved Non-Federal Organization (NFO) controls (Appendix E). These
were controls that NIST felt were reasonably expected and did not need further clarification, since the requirements were
fundamentals to a cybersecurity program (e.g., policies, procedures, training records, etc.). NIST 800-171 R3 corrected this oversight
by removing NFO controls entirely. With the removal of NFO controls, this increases the governance requirements in CUI controls.
Therefore, ensuring governance oversight is properly established is the most logical step in your transition plan. This should involve:
1. Updating policies & standards to ensure coverage for all NIST 800-171 R3 requirements, down to the Assessment Objective
(AO) level.
2. Inventorying all External Service Providers (ESP) to determine ESP access to CUI and/or in-scope systems, applications
and/or services.

RIsk MANAGEMENT PLAN (RMP)
NIST 800-171 R3 introduces the concept of Organization-Defined parameters (ODP) to increase flexibility and to help organizations
better manage risk for select security requirements. NIST employed ODPs in NIST 800-171 R3 requirements, consistent with their use
in NIST 800-53 R5. The main issue with ODPs is “who actually defines ODPs?” If a federal agency, or consortium of agencies, do not
specify a particular value or range of values for an ODP, nonfederal organizations (e.g., private businesses) must assign those values
to complete the security requirement.! This means that your organization may have the leeway to define ODPs. The determination
of ODP values can be guided and informed by:
=  lLaws
= Executive Orders
=  Regulations,
= Agency-specific directives; and/or
= Qrganizational:
o Policies;
o Standards;
o Guidance; or
o Mission and business needs.

Working on the assumption that the DoD, and other agencies, will be reluctant to broadly define ODPs, your organization is required
to define those specific values. From a due diligence perspective, the expectation is that for any ODP to be defined, a risk
assessment was performed. This means that your organization really needs to have some form of a Risk Management Plan (RMP) for
how risk management decisions are made, in a manner that can withstand external scrutiny (e.g., C3PAO assessor review).

1 NIST 800-171 R3 FAQ - https://csrc.nist.gov/files/projects/protecting-controlled-unclassified-information/documents/FAQ/FAQ-SP800-171R3-
171AR3.pdf
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One of the biggest changes from the ODP perspective is the removal of “FIPS 140-2 validated” cryptography, which means
organizations may have the ability to leverage AES-128, AES-256, etc. for their cryptographic means going forward.

SUPPLY CHAIN RISk MANAGEMENT (SCRM) PLAN

Arguably, the “heaviest lift” in an organization’s transition from NIST 800-171 R2 to NIST 800-171 R3 is going to be the development
of a Supply Chain Risk Management (SCRM) Plan. There are multiple approaches that can be taken to achieve this, but the most
likely approach for most organizations will be to align with NIST 800-161 R1 for SCRM-related practices.?

NIST 800-171 R3 has basic requirements established for what a SCRM Plan must contain, but it is going to require a significant
amount of time to develop and implement.

2 NIST 800-161 R1 - https://csrc.nist.gov/pubs/sp/800/161/r1/final
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FREE RESOURCES To ASSIST IN YOUR TRANSITION To NIST 800-171 R3

NIST 800-171 R3 KiLL CHAIN
The NIST 800-171 R3 Kill Chain compliments efforts to upgrade from NIST 800-171 R2 to NIST 800-171 R3. This free guide can be
downloaded from: https://content.complianceforge.com/NIST-800-171-R3-Kill-Chain.pdf

CLICK HERE
J~ | tosee
PDF | EXAMPLE
COMPLIANCE

FORGE

NIST 800-171 R3 Kill Chain . =2

A Phase-Based Model To Prioritize
NIST 800-171 R3 Control Implementation

CMMC CENTER OF AWESOMENESS (CMMC COA) — NIST 800-171 R3 AWESOMENESS SPREADSHEET

The CMMC Center of Awesomeness (CMMC COA) published its updated “CMMC Awesomeness Spreadsheet” for NIST 800-171 R3
and NIST 800-171A R3. This free resource offers a "paint by numbers" approach to addressing NIST 800-171 R3. You can also
download the existing spreadsheets for NIST 800-171 R2 and CMMC 2.0:

=  Control to Assessment Objective (AQ) visibility

= Crosswalk mapping to the SCF, NIST 800-53, NIST CSF 2.0, ISO 27002, etc.

= RASCI matrix (shared responsibility matrix)

=  Roles & responsibilities (based on NIST NICE Cybersecurity Workforce Framework)

=  Cadence for control execution (e.g., daily, weekly, monthly, etc.)

=  Evidence Request List (ERL) identifies reasonable evidence for each AO

This free resource can be downloaded from: https://cmmc-coa.com
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NIST 800-171A 10 NIST 800-171A R3 AO COMPARISON

ComplianceForge offers a free download of this analysis in Excel format.
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You can download the following Excel spreadsheet at: https://content.complianceforge.com/nist-800-171-r3-transition.xlsx
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