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aspects of business or mission
analysis
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Business or Mission Analyss Process|
(84) - Evaluate and selct solution
classes.
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Business or Mission Analyss Process|
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Business or Mission Analyss Process|
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Stakeholder Needs and
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1- CATEGORZE

Stakeholder Needs and
Requirements Definition Process
(SN) - Prepare for stakeholder
protection needs an security
requirements definition.
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Data and Privacy By Design (DSPB) 712202017
Vendor Management Requirements
Applicable  Applicable  Applcable
Vendor Management Reasonable Notes / Findings / Security Technology | infrastructure | Application
Secure Engincering Activt Activity Description -
(EEFD Task Focus e A Task Deliverable(s) e Recommendations Operations Avchitecture Team Team
Define pects for how the y Defi y controls that are based on
acauisition il be conducted data classification and system critcaity (e
concerns and considerations impact and are impacted by the basic or enhanced requirements)
abjectives and scope of the engincering effort; the fife cycle models to
be used; the acaisition activtes, mlestones, gates, and associated
review and approval critriz; the protection of data, information, and
Acquisition Prcess (AQ) - Prepare materialassets;risk and Issues mitigation the selection of suppliers; &
RUERBRVASREERIEN o -ccuriy aspects of the it and acceptance conditions to include demonstrations of compliance or s e e e
acquisiton. conformance to laws,directives,regulations, polices,or other citeia sA8
The acauisiton strategy may describe fe cycle modes; labiltes; sa-12
methods or processes; leves o criticalty; levelsof trustworthiness
and assurance; and priority of relevant rade factors.
Prepare a request for a product or service that are ntegrated partof |- Defined statutory, regulatory and contractual
includes q con ons.
the type of acquisition approach and specifics of the product or service
required. The security requirements are developed by application of
the requirements enginering approach described i the acquisition
Acquisition Process (AQ) - Prepare strategy. This approach achieves the outcomes of the Stakehalder
ORI o sccu ity aspects of the w2 Neecs and Requirements Definiton and System Requirements a5 @ e @
acquisiton. Definiton processes. The request ncludes security criteia for the
business practces to which the supplier i to comply, a st of bidders
"
be used to select the supplicr.
Communicate the request for  product or Al forms of communications and Ineractions associated with the |- Vendor Compliance Program (VCP]
ppliers acauisition requests (e, aretobe
security requirements. conducted with adequate protection of data, information, material,
technoloy, and human assets. This includes protection concerns of
Acauisition Process (AQ) - Advertse data and information sensitivity and privacy; knowledge ofstakeholder
the acquiiton and select the organizations and personnel; the nature, tming, schedule,
Vendor Management | ZC0t L e w3 performance, and other characterisics of the acquisiton; and ' ' '
securiy aspects of the scquisiton. intellectual property and technologes. Communication with patential
suppliers includes subcontractors and other supporting organizations
o those suppliers.
Select one or xperts pertise participate in |- Risk Assessment
security critera the supplierselection process. The subject matter experts make Privacy Impact As
d rankings based on th .
weaknesses of the candidate supplier’s ability to dellver the requested
product or service n satsfaction of the sated security requirements
e acquisition and select the and secure business practice criteria, The subject-mater experts also
Vendor Management | EEE R e e provide justifcation to support the recommendations provided. < < <
cecurity aspects of the acquisition. Supplier selection includes subcontractors and other supporting
organizations to the supplier.
Develop an agreement with the suppler tosatsfy | The securlty aspects o the agreement address busine: reement (NDA]
the security aspects o acauiring the product or | security expectations and constraints includin, for ex; ton to comaly with
service and supplier acceptance critera. regulatory and contractual
Mgation to adhere to “security
¥ "privacy by design” principles.
Acquisition Process (AQ) - Establish
Vendor Management | and maintain the securiy aspects | VM-S c c c
of agreements.
dentity and evaluate the security impact of
necessary changes to the agreemen.
Acquisition Process (AQ) - Establish
Vendor Management | and maintain the securiy aspects | V-6 < < c
of agreements.
Negotlate and nsttute changes to are captured i relevant agreeme
with the suppler to address identiied
impacts.
Acquisition Process (AQ) - Establish
Vendor Management | and maintain the securiy aspects | V-7 c c c
of agreements.
(Assess the execution of the securiy aspects of | Adherence o
the agreement g thei security | pertaining to vendor
Acquisiton Procass (AQ) - Monitor
NERAOTMBNSBEMENE . ...ty aspecs of agreements. | Y < ¢ <
treatment.
Provide data needed by the suppller n a secure | Agreement execution ssues may require specific data for tmely and
manner inorder to achieve of the supplier. The may
issues. or may not be security-relevant. However, the data provided to the
ol o o and
manner ofits communications to the supplier. The nature of the a1
hold and
Acquisition Process (AQ) - Monitor a4
Vendor Management | 1177 Poress U)o | viea of data, o incude privacy concerns al factor nto the method of Az s c c c
secure provision of data to the supplicr &
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Security
Culture
Phase

()

Security Culture
Task Focus

Life Cycle Model Management

Establish the security aspects

of the process.

Secure Engineering Activity

Establish policies and procedures for process

Activity Description

The policies and procedures may be explicit to security or may have

ol

Organizational strategies are to include

with the P
strategies.

of organizational

most

Reasonable
Task Deliverable(s)

- Security Concept of Operations (CONOPS)

Applicable

NIST800-160

Control #

1.1

Applicable.
NIST 80053
Control #

Data and Privacy By Design (DSPB)
Security Culture Requirements

Applicatle Notes / Findings /

Status
Recommendations

Life Cycle Model Management
(LM) - Establish the security aspects
of the process.

Define the security roles, responsibiliies, and
authorities to faciltate implementation of the
security aspects of processes and the strategic
management of lfe cycles.

‘Appendix E of NIST 800-160 provides information on roles and
responsibiltes.

Roles and responsibiities,

w12

()

Life Cycle Model Management

Establish the security aspects

of the process.

the business

crteria
cycle

through the life

d decision points used to control the
progression of the engineering project through the stages in the
system lfe cycle. This ensures that the security objectives, success
alllfe

cycle decision making.

‘must inform gates, checkpoints, and entry and exit |- Published SDLC phases.

w13

Life Cycle Model Management
(LM) - Establish the security aspects
of the process.

Establish the security criteria o standard ffe
cycle models for the organization.

Sec stand dfor

ard
ach of Its constituent stage models. The security criteria are used to

reflect the security purpose, outcomes, and level of assurance of each
stage. The security crteria also address tailoring needs to optimize the

tosuit project for
delivering a specific system of inerest to meet assurance,
trustworthiness objectives, and identified constraints.

Defined milestones / gateways for each SDLC

14

()

Life Cycle Model Management

‘Assess the security aspects

of the process.

process

of the engineering organization policies and complying with relevant
laws, regulations, directives, or policies. The scope of monitoring
includes the security-specific process execution methods and the

constraints. The security aspects monitored include those aspects.
associated with levels of assurance.

Defined
the process in achieving the intent | pertaining to SDLC phases.

Infrastructure Management (IM) -
Establish the secure infrastructure.

m

firmware, services, personnel, and standards used to enginer the [ data classification and system

of
e part of the infrastructure and may also be produced by the same.

Therefore,

Infrastructure protection needs, associated constraints, and assurance

driven by the project assets and the associated asset loss
consequences in consideration of disruptions, hazards, and threats
The protection needs are transformed into security requirements for

all
infrastructure requirements. The technical processes are used o
provide a secure infrastructure in accordance with engineering

organizational and project strategic plans and policies. In addi

of the other technical processes are leveragediby this task.

Infrastructure Management (IM) -
Maintain the secure infrastructure.

sc12

Evaluate the degree to which delivered

basic or enhanced requiremey

Defined security controls that

The method of evaluation ar

needs

ities, personnel, procedu
and Validation processes
gree of effectiveness.

conduct evaluation of

Report on Information Assurance (1A) testing.

Portfolio Management (P) -
Define and authorize the security
aspects of projects.

\dentify potential new or modified security

There are two aspects of security I Misidered. First, there

capabilities
business opportunities.

for of securiy in all

Second, the pr
address the need for a new or modified security capabilty, product, or
security service. The Business or Mission Analysis and Stakeholder
Needs and Requirements Definition are leveraged In determining
security-oriented needs and opportunities of the portfolio of projects,
which are then managed through this process.

Business Impa

7/22/2017

Portfolio Management (PM) -
Define and authorize the security
aspects of projects.

sc17

dentity the,
and outcomes of each

b
proje

of goals, objectives,

et

form goals,
rity-driven
i risk

P n
objectives, and outcomes of each project. Specif
objectives and constraints include level of assur:
thresholds.

Portfolio Management (P) -
Define and authorize the security
aspects of projects.

sca1

(Authorize each project to commence execution
the

Key performa

Execution of proje:

project plans.

pects of

properly captured by the:

'Go Live" authorization decision.

m-18
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Privacy
Domain

High Level Privacy Analysis & Use:
Case Description.

Data and Privacy By Design (DSPB)
Privacy Requirements

Applicable.

7/22/2017
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