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P-AST-02.6: ASSET INVENTORIES | DYNAMIC HOST CONFIGURATION PROTOCOL (DHCP) SERVER LOGGING 132
P-AST-02.7: ASSET INVENTORIES | SOFTWARE LICENSING RESTRICTIONS 132
P-AST-02.8: ASSET INVENTORIES | DATA ACTION MAPPING 132
P-AST-02.9: ASSET INVENTORIES | CONFIGURATION MANAGEMENT DATABASE (CMDB) 133
P-AST-02.10: ASSET INVENTORIES | AUTOMATED LOCATION TRACKING 134
P-AST-02.11: ASSET INVENTORIES | COMPONENT ASSIGNMENT 134

P-AST-03: ASSET OWNERSHIP ASSIGNMENT 134
P-AST-03.1: ASSET OWNERSHIP ASSIGNMENT | ACCOUNTABILITY INFORMATION 135
P-AST-03.2: ASSET OWNERSHIP ASSIGNMENT | PROVENANCE 135

P-AST-04: NETWORK DIAGRAMS & DATA FLOw DIAGRAMS (DFDs) 136
P-AST-04.1: NETWORK DIAGRAMS & DATA FLOW DIAGRAMS (DFDS) | ASSET SCOPE CLASSIFICATION 136
P-AST-04.2: NETWORK DIAGRAMS & DATA FLOW DIAGRAMS (DFDS) | CONTROL APPLICABILITY BOUNDARY GRAPHICAL
REPRESENTATION 137
P-AST-04.3: NETWORK DIAGRAMS & DATA FLOW DIAGRAMS (DFDS) | COMPLIANCE-SPECIFIC ASSET IDENTIFICATION 138

P-AST-05: SECURITY OF ASSETS & MEDIA 139
P-AST-05.1: SECURITY OF ASSETS & MEDIA | MANAGEMENT APPROVAL FOR EXTERNAL MEDIA TRANSFER 139

P-AST-06: UNATTENDED END-USER EQUIPMENT 139
P-AST-06.1: UNATTENDED END-USER EQUIPMENT | ASSET STORAGE IN AUTOMOBILES 140

P-AST-07: Kiosks & POINT OF INTERACTION (Pol) DEVICES 140

P-AST-08: PHYSICAL TAMPER DETECTION 141

P-AST-09: SECURE DISPOSAL, DESTRUCTION OR RE-USE OF EQUIPMENT 141

P-AST-10: RETURN OF ASSETS 142

P-AST-11: REMOVAL OF ASSETS 142

P-AST-12: USE OF PERSONAL DEVICES 143

P-AST-13: USE OF THIRD-PARTY DEVICES 143

P-AST-14: USAGE PARAMETERS 144
P-AST-14.1: USAGE PARAMETERS | BLUETOOTH & WIRELESS DEVICES 144
P-AST-14.2: USAGE PARAMETERS | INFRARED COMMUNICATIONS 144

P-AST-15: LOGICAL TAMPER PROTECTION 145
P-AST-15.1: LOGICAL TAMPER PROTECTION | TECHNOLOGY ASSET INSPECTIONS 145

P-AST-16: BRING YOUR OWN DEVICE (BYOD) USAGE 146

P-AST-17: PROHIBITED EQUIPMENT & SERVICES 146

P-AST-18: RooTs OF TRUST PROTECTION 147

P-AST-19: TELECOMMUNICATIONS EQUIPMENT 147

P-AST-20: VIDEO TELECONFERENCE (VTC) SECURITY 148

P-AST-21: VoICE OVER INTERNET PROTOCOL (VOIP) SECURITY 148

P-AST-22: MICROPHONES & WEB CAMERAS 149

P-AST-23: MuLTI-FUNCTION DEVICES (MFD) 149

P-AST-24: TRAVEL-ONLY DEVICES 150

P-AST-25: RE-IMAGING DEVICES AFTER TRAVEL 151

P-AST-26: SYSTEM ADMINISTRATIVE PROCESSES 151

P-AST-27: JUMP SERVER 152

P-AST-28: DATABASE ADMINISTRATIVE PROCESSES 152
P-AST-28.1: DATABASE ADMINISTRATIVE PROCESSES | DATABASE MANAGEMENT SYSTEM (DBMS) 153

P-AST-29: RADIO FREQUENCY IDENTIFICATION (RFID) SECURITY 153
P-AST-29.1: RADIO FREQUENCY IDENTIFICATION (RFID) SECURITY | CONTACTLESS ACCESS CONTROL SYSTEMS 154

P-AST-30: DECOMMISSIONING 154

P-AST-31: ASSET CATEGORIZATION 155
P-AST-31.1: ASSET CATEGORIZATION | CATEGORIZE ARTIFICIAL INTELLIGENCE (Al)-RELATED TECHNOLOGIES 156
P-AST-31.2: ASSET CATEGORIZATION | HIGH-RISK ASSET CATEGORIZATION 157
P-AST-31.3: ASSET CATEGORIZATION | ASSET ATTRIBUTES 157
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P-AST-32: AUTOMATED NETWORK ASSET DISCOVERY 158

BUSINESS CONTINUITY & DISASTER RECOVERY (BCD) PROCEDURES 159
P-BCD-01: BUSINESS CONTINUITY MANAGEMENT SYSTEM (BCMS) 159
P-BCD-01.1: BUSINESS CONTINUITY MANAGEMENT SYSTEM (BCMS) | COORDINATE WITH RELATED PLANS 159
P-BCD-01.2: BUSINESS CONTINUITY MANAGEMENT SYSTEM (BCMS) | COORDINATE WITH EXTERNAL SERVICE PROVIDERS 160
P-BCD-01.3: BUSINESS CONTINUITY MANAGEMENT SYSTEM (BCMS) | TRANSFER TO ALTERNATE PROCESSING/STORAGE SITE 160
P-BCD-01.4: BUSINESS CONTINUITY MANAGEMENT SYSTEM (BCMS) | RECOVERY TIME/POINT OBJECTIVES (RTO/RPQ) 160
P-BCD-01.5: BUSINESS CONTINUITY MANAGEMENT SYSTEM (BCMS) | RECOVERY OPERATIONS CRITERIA 161
P-BCD-01.6: BUSINESS CONTINUITY MANAGEMENT SYSTEM (BCMS) | RECOVERY OPERATIONS COMMUNICATIONS 161
P-BCD-02: IDENTIFY CRITICAL ASSETS 162
P-BCD-02.1: IDENTIFY CRITICAL ASSETS | RESUME ALL MISSIONS & BUSINESS FUNCTIONS 162
P-BCD-02.2: IDENTIFY CRITICAL ASSETS | CONTINUE ESSENTIAL MISSION & BUSINESS FUNCTIONS 163
P-BCD-02.3: IDENTIFY CRITICAL ASSETS | RESUME ESSENTIAL MISSION & BUSINESS FUNCTIONS 163
P-BCD-02.4: IDENTIFY CRITICAL ASSETS | DATA STORAGE LOCATION REVIEWS 163
P-BCD-03: CONTINGENCY TRAINING 164
P-BCD-03.1: CONTINGENCY TRAINING | SIMULATED EVENTS 164
P-BCD-03.2: CONTINGENCY TRAINING | AUTOMATED TRAINING ENVIRONMENTS 165
P-BCD-04: CONTINGENCY PLAN TESTING & EXERCISES 165
P-BCD-04.1: CONTINGENCY PLAN TESTING & EXERCISES | COORDINATED TESTING WITH RELATED PLANS 165
P-BCD-04.2: CONTINGENCY PLAN TESTING & EXERCISES | ALTERNATE STORAGE & PROCESSING SITES 166
P-BCD-05: CONTINGENCY PLAN ROOT CAUSE ANALYSIS (RCA) & LESSONS LEARNED 166
P-BCD-06: ONGOING CONTINGENCY PLANNING 166
P-BCD-06.1: ONGOING CONTINGENCY PLANNING | CONTINGENCY PLANNING COMPONENTS 167
P-BCD-06.2: ONGOING CONTINGENCY PLANNING | CONTINGENCY PLAN UPDATE NOTIFICATIONS 167
P-BCD-07: ALTERNATIVE SECURITY MEASURES 168
P-BCD-08: ALTERNATE STORAGE SITE 168
P-BCD-08.1: ALTERNATE STORAGE SITE | SEPARATION FROM PRIMARY SITE 169
P-BCD-08.2: ALTERNATE STORAGE SITE | ACCESSIBILITY 169
P-BCD-09: ALTERNATE PROCESSING SITE 169
P-BCD-09.1: ALTERNATE PROCESSING SITE | SEPARATION FROM PRIMARY SITE 170
P-BCD-09.2: ALTERNATE PROCESSING SITE | ACCESSIBILITY 170
P-BCD-09.3: ALTERNATE PROCESSING SITE | ALTERNATE SITE PRIORITY OF SERVICE 171
P-BCD-09.4: ALTERNATE PROCESSING SITE | PREPARATION FOR USE 171
P-BCD-09.5: ALTERNATE PROCESSING SITE | INABILITY TO RETURN TO PRIMARY SITE 172
P-BCD-10: TELECOMMUNICATIONS SERVICES AVAILABILITY 172
P-BCD-10.1: TELECOMMUNICATIONS SERVICES AVAILABILITY | TELECOMMUNICATIONS PRIORITY OF SERVICE PROVISIONS 172
P-BCD-10.2: TELECOMMUNICATIONS SERVICES AVAILABILITY | SEPARATION OF PRIMARY/ALTERNATE PROVIDERS 173
P-BCD-10.3: TELECOMMUNICATIONS SERVICES AVAILABILITY | PROVIDER CONTINGENCY PLAN 173
P-BCD-10.4: TELECOMMUNICATIONS SERVICES AVAILABILITY | ALTERNATE COMMUNICATIONS CHANNELS 174
P-BCD-11: DATA BACKUPS 174
P-BCD-11.1: DATA BACKUPS | TESTING FOR RELIABILITY & INTEGRITY 175
P-BCD-11.2: DATA BACKUPS | SEPARATE STORAGE FOR CRITICAL INFORMATION 175
P-BCD-11.3: DATA BACKUPS | RECOVERY IMAGES 176
P-BCD-11.4: DATA BACKUPS | CRYPTOGRAPHIC PROTECTION 176
P-BCD-11.5: DATA BACKUPS | TEST RESTORATION USING SAMPLING 176
P-BCD-11.6: DATA BACKUPS | TRANSFER TO ALTERNATE STORAGE SITE 177
P-BCD-11.7: DATA BACKUPS | REDUNDANT SECONDARY SYSTEM 177
P-BCD-11.8: DATA BACKUPS | DUAL AUTHORIZATION FOR BACKUP MEDIA DESTRUCTION 178
P-BCD-11.9: DATA BACKUPS | BACKUP ACCESS 178
P-BCD-11.10: DATA BACKUPS | BACKUP MODIFICATION AND/OR DESTRUCTION 179
P-BCD-12: TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS) RECOVERY & RECONSTITUTION 179
P-BCD-12.1: TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS) RECOVERY & RECONSTITUTION | TRANSACTION
RECOVERY 179
P-BCD-12.2: TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS) RECOVERY & RECONSTITUTION | FAILOVER
CAPABILITY 180
P-BCD-12.3: TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS) RECOVERY & RECONSTITUTION | ELECTRONIC
DISCOVERY (EDISCOVERY) 180
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P-BCD-12.4: TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS) RECOVERY & RECONSTITUTION | RESTORE WITHIN

TIME PERIOD 180
P-BCD-13: BACKUP & RESTORATION HARDWARE PROTECTION 181
P-BCD-13.1: BACKUP & RESTORATION HARDWARE PROTECTION | RESTORATION INTEGRITY VERIFICATION 181
P-BCD-14: ISOLATED RECOVERY ENVIRONMENT 182
P-BCD-15: RESERVE HARDWARE 182
P-BCD-16: Al & AUTONOMOUS TECHNOLOGIES INCIDENTS 183
CAPACITY & PERFORMANCE PLANNING (CAP) PROCEDURES 184
P-CAP-01: CAPACITY & PERFORMANCE MANAGEMENT 184
P-CAP-02: RESOURCE PRIORITY 184
P-CAP-03: CAPACITY PLANNING 184
P-CAP-04: PERFORMANCE MONITORING 185
P-CAP-05: ELASTIC EXPANSION 185
P-CAP-06: REGIONAL DELIVERY 186
CHANGE MANAGEMENT (CHG) PROCEDURES 187
P-CHG-01: CHANGE MANAGEMENT PROGRAM 187
P-CHG-02: CONFIGURATION CHANGE CONTROL 187
P-CHG-02.1: CONFIGURATION CHANGE CONTROL | PROHIBITION OF CHANGES 188
P-CHG-02.2: CONFIGURATION CHANGE CONTROL | TEST, VALIDATE & DOCUMENT CHANGES 189
P-CHG-02.3: CONFIGURATION CHANGE CONTROL | CYBERSECURITY & DATA PROTECTION REPRESENTATIVE FOR ASSET LIFECYCLE
CHANGES 189
P-CHG-02.4: CONFIGURATION CHANGE CONTROL | AUTOMATED SECURITY RESPONSE 190
P-CHG-02.5: CONFIGURATION CHANGE CONTROL | CRYPTOGRAPHIC MANAGEMENT 190
P-CHG-03: SECURITY IMPACT ANALYSIS FOR CHANGES 190
P-CHG-04: AccEess RESTRICTION FOR CHANGE 191
P-CHG-04.1: ACCESS RESTRICTIONS FOR CHANGE | AUTOMATED ACCESS ENFORCEMENT/AUDITING 192
P-CHG-04.2: ACCESS RESTRICTIONS FOR CHANGE | SIGNED COMPONENTS 192
P-CHG-04.3: ACCESS RESTRICTIONS FOR CHANGE | DUAL AUTHORIZATION FOR CHANGE 192
P-CHG-04.4: ACCESS RESTRICTIONS FOR CHANGE | PERMISSIONS TO IMPLEMENT CHANGES 193
P-CHG-04.5: ACCESS RESTRICTIONS FOR CHANGE | LIBRARY PRIVILEGES 7193
P-CHG-05: STAKEHOLDER NOTIFICATION OF CHANGES 193
P-CHG-06: CYBERSECURITY FUNCTIONALITY VERIFICATION 194
P-CHG-06.1: CYBERSECURITY FUNCTIONALITY VERIFICATION | REPORT VERIFICATION RESULTS 194
P-CHG-07: EMERGENCY CHANGES 195
P-CHG-07.1: EMERGENCY CHANGES | DOCUMENTING EMERGENCY CHANGES 195
CLOUD SECURITY (CLD) PROCEDURES 196
P-CLD-01: CLOUD SERVICES 196
P-CLD-01.1: CLOUD SERVICES | CLOUD INFRASTRUCTURE ONBOARDING 196
P-CLD-01.2: CLOUD SERVICES | CLOUD INFRASTRUCTURE OFFBOARDING 197
P-CLD-02: CLOUD SECURITY ARCHITECTURE 197
P-CLD-03: CLOUD INFRASTRUCTURE SECURITY SUBNET 198
P-CLD-04: APPLICATION PROGRAMMING INTERFACE (API) SECURITY 198
P-CLD-04.1: APPLICATION PROGRAMMING INTERFACE (API) SECURITY | APl GATEWAY 7199
P-CLD-05: VIRTUAL MACHINE IMAGES 199
P-CLD-06: MULTI-TENANT ENVIRONMENTS 199
P-CLD-06.1: MULTI-TENANT ENVIRONMENTS | CUSTOMER RESPONSIBILITY MATRIX (CRM) 200
P-CLD-06.2: MULTI-TENANT ENVIRONMENTS | MULTI-TENANT EVENT LOGGING CAPABILITIES 200
P-CLD-06.3: MULTI-TENANT ENVIRONMENTS | MULTI-TENANT FORENSICS CAPABILITIES 201
P-CLD-06.4: MULTI-TENANT ENVIRONMENTS | MULTI-TENANT INCIDENT RESPONSE CAPABILITIES 201
P-CLD-07: DATA HANDLING & PORTABILITY 201
P-CLD-08: STANDARDIZED VIRTUALIZATION FORMATS 202
P-CLD-09 GEOLOCATION REQUIREMENTS FOR PROCESSING, STORAGE AND SERVICE LOCATIONS 202
P-CLD-10: SENSITIVE DATA IN PuBLIC CLOUD PROVIDERS 203
P-CLD-11: CLoUD ACCESS SECURITY BROKER (CASB) 203
P-CLD-12: SIDE CHANNEL ATTACK PREVENTION 204
P-CLD-13: HOSTED ASSETS, APPLICATIONS & SERVICES 204
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P-CLD-13.1: HOSTED ASSETS, APPLICATIONS & SERVICES | AUTHORIZED INDIVIDUALS FOR HOSTED ASSETS, APPLICATIONS &

SERVICES 204
P-CLD-13.2: HOSTED ASSETS, APPLICATIONS & SERVICES | SENSITIVE/REGULATED DATA ON HOSTED ASSETS, APPLICATIONS &
SERVICES 205
P-CLD-14: PROHIBITION ON UNVERIFIED HOSTED ASSETS, APPLICATIONS & SERVICES 205
P-CLD-15: SOFTWARE DEFINED STORAGE (SDS) 206
COMPLIANCE (CPL) PROCEDURES 207
P-CPL-01: STATUTORY, REGULATORY & CONTRACTUAL COMPLIANCE 207
P-CPL-01.1: STATUTORY, REGULATORY & CONTRACTUAL COMPLIANCE | NON-COMPLIANCE OVERSIGHT 207
P-CPL-01.2: STATUTORY, REGULATORY & CONTRACTUAL COMPLIANCE | COMPLIANCE SCOPE 208
P-CPL-01.3: STATUTORY, REGULATORY & CONTRACTUAL COMPLIANCE | ABILITY TO DEMONSTRATE CONFORMITY 208
P-CPL-01.4: STATUTORY, REGULATORY & CONTRACTUAL COMPLIANCE | CONFORMITY ASSESSMENT 209
P-CPL-01.5: STATUTORY, REGULATORY & CONTRACTUAL COMPLIANCE | DECLARATION OF CONFORMITY 209
P-CPL-01.6: STATUTORY, REGULATORY & CONTRACTUAL COMPLIANCE | ASSESSMENT TEAM SUBJECT MATTER EXPERTISE 210
P-CPL-02: CYBERSECURITY & DATA PROTECTION CONTROLS OVERSIGHT 211
P-CPL-02.1: CYBERSECURITY & DATA PROTECTION CONTROLS OVERSIGHT | INTERNAL AUDIT FUNCTION 212
P-CPL-02.2: CYBERSECURITY & DATA PROTECTION CONTROLS OVERSIGHT | PERIODIC AUDITS 213
P-CPL-02.3: CYBERSECURITY & DATA PROTECTION CONTROLS OVERSIGHT | CORRECTIVE ACTION 213
P-CPL-03: CYBERSECURITY & DATA PROTECTION ASSESSMENTS 214
P-CPL-03.1: CYBERSECURITY & DATA PROTECTION ASSESSMENTS| INDEPENDENT ASSESSORS 215
P-CPL-03.2: CYBERSECURITY & DATA PROTECTION ASSESSMENTS | FUNCTIONAL REVIEW OF CYBERSECURITY & DATA PROTECTION
CONTROLS 215
P-CPL-03.3: CYBERSECURITY & DATA PROTECTION ASSESSMENTS | ASSESSOR ACCESS 216
P-CPL-03.4: CYBERSECURITY & DATA PROTECTION ASSESSMENTS | ASSESSMENT METHODS 216
P-CPL-03.5: CYBERSECURITY & DATA PROTECTION ASSESSMENTS | ASSESSMENT RIGOR 217
P-CPL-03.6: CYBERSECURITY & DATA PROTECTION ASSESSMENTS | EVIDENCE REQUEST LIST (ERL) 217
P-CPL-03.7: CYBERSECURITY & DATA PROTECTION ASSESSMENTS | EVIDENCE SAMPLING 217
P-CPL-04: AuDIT ACTIVITIES 218
P-CPL-05: LEGAL ASSESSMENT OF INVESTIGATIVE INQUIRES 218
P-CPL-05.1: LEGAL ASSESSMENT OF INVESTIGATIVE INQUIRES | INVESTIGATION REQUEST NOTIFICATIONS 219
P-CPL-05.2: LEGAL ASSESSMENT OF INVESTIGATIVE INQUIRES | INVESTIGATION ACCESS RESTRICTIONS 219
P-CPL-06: GOVERNMENT SURVEILLANCE 220
P-CPL-07: GRIEVANCES 220
P-CPL-07.1: GRIEVANCES | GRIEVANCE RESPONSE 221
P-CPL-08: LoCALIZED REPRESENTATION 221
P-CPL-08.1: LOCALIZED REPRESENTATION | REPRESENTATIVE POWERS 221
P-CPL-09: CoNTROL RECIPROCITY 222
P-CPL-10: CONTROL INHERITANCE 222
P-CPL-11: DUAL USE TECHNOLOGY 222
P-CPL-11.1: DUAL USE TECHNOLOGY | USML OR CCL IDENTIFICATION 223
P-CPL-11.2: DUAL USE TECHNOLOGY | EXPORT-CONTROLLED ACCESS RESTRICTIONS 223
P-CPL-11.3: DUAL USE TECHNOLOGY | EXPORT ACTIVITIES DOCUMENTATION 224
P-CPL-12: STATEMENT OF APPLICABILITY (SOA) 224
CONFIGURATION MANAGEMENT (CFG) PROCEDURES 226
P-CFG-01: CONFIGURATION MANAGEMENT PROGRAM 226
P-CFG-01.1: CONFIGURATION MANAGEMENT PROGRAM | ASSIGNMENT OF RESPONSIBILITY 226
P-CFG-02: SECURE BASELINE CONFIGURATIONS 227
P-CFG-02.1: SYSTEM HARDENING THROUGH BASELINE CONFIGURATIONS | REVIEWS & UPDATES 229
P-CFG-02.2: SECURE BASELINE CONFIGURATIONS | AUTOMATED CENTRAL MANAGEMENT & VERIFICATION 229
P-CFG-02.3: SECURE BASELINE CONFIGURATIONS | RETENTION OF PREVIOUS CONFIGURATIONS 230
P-CFG-02.4: SECURE BASELINE CONFIGURATIONS | DEVELOPMENT & TEST ENVIRONMENTS 230
P-CFG-02.5: SECURE BASELINE CONFIGURATIONS | CONFIGURE TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS)
FOR HIGH-RISK AREAS 231
P-CFG-02.6: SECURE BASELINE CONFIGURATIONS | NETWORK DEVICE CONFIGURATION FILE SYNCHRONIZATION 232
P-CFG-02.7: SECURE BASELINE CONFIGURATIONS | APPROVED CONFIGURATION DEVIATIONS 232
P-CFG-02.8: SECURE BASELINE CONFIGURATIONS | RESPOND TO UNAUTHORIZED CHANGES 232
P-CFG-02.9: SECURE BASELINE CONFIGURATIONS | BASELINE TAILORING 233
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P-CFG-03: LEAST FUNCTIONALITY 233

P-CFG-03.1: LEAST FUNCTIONALITY | PERIODIC REVIEW 234
P-CFG-03.2: LEAST FUNCTIONALITY | PREVENT UNAUTHORIZED SOFTWARE EXECUTION 235
P-CFG-03.3: LEAST FUNCTIONALITY | EXPLICITLY ALLOW / DENY APPLICATIONS 235
P-CFG-03.4: LEAST FUNCTIONALITY | SPLIT TUNNELING 236
P-CFG-04: SOFTWARE USAGE RESTRICTIONS 236
P-CFG-04.1: SOFTWARE USAGE RESTRICTIONS | OPEN SOURCE SOFTWARE 237
P-CFG-04.2: SOFTWARE USAGE RESTRICTIONS | UNSUPPORTED INTERNET BROWSERS & EMAIL CLIENTS 237
P-CFG-05: USER-INSTALLED SOFTWARE 237
P-CFG-05.1: USER-INSTALLED SOFTWARE | UNAUTHORIZED INSTALLATION ALERTS 238
P-CFG-05.2: USER-INSTALLED SOFTWARE | PROHIBIT INSTALLATION WITHOUT PRIVILEGED STATUS 238
P-CFG-06: CONFIGURATION ENFORCEMENT 239
P-CFG-06.1: CONFIGURATION ENFORCEMENT | INTEGRITY ASSURANCE & ENFORCEMENT (IAE) 239
P-CFG-07: ZERO-TOUCH PROVISIONING (ZTP) 239
P-CFG-08: SENSITIVE / REGULATED DATA ACCESS ENFORCEMENT 240
P-CFG-08.1: SENSITIVE / REGULATED DATA ACCESS ENFORCEMENT | SENSITIVE / REGULATED DATA ACTIONS 240
CONTINUOUS MONITORING (MON) PROCEDURES 242
P-MON-01: CONTINUOUS MONITORING 242
P-MON-01.1: CONTINUOUS MONITORING | INTRUSION DETECTION & PREVENTION SYSTEMS (IDS & IPS) 243
P-MON-01.2: CONTINUOUS MONITORING | AUTOMATED TOOLS FOR REAL-TIME ANALYSIS 244
P-MON-01.3: CONTINUOUS MONITORING | INBOUND & OUTBOUND COMMUNICATIONS TRAFFIC 244
P-MON-01.4: CONTINUOUS MONITORING | SYSTEM GENERATED ALERTS 245
P-MON-01.5: CONTINUOUS MONITORING | WIRELESS INTRUSION DETECTION SYSTEM (WIDS) 246
P-MON-01.6: CONTINUOUS MONITORING | HOST-BASED DEVICES 246
P-MON-01.7: CONTINUOUS MONITORING | FILE INTEGRITY MONITORING (FIM) 247
P-MON-01.8: CONTINUOUS MONITORING | SECURITY EVENT MONITORING 247
P-MON-01.9: CONTINUOUS MONITORING | PROXY LOGGING 248
P-MON-01.10: CONTINUOUS MONITORING | DEACTIVATED ACCOUNT ACTIVITY 249
P-MON-01.11: CONTINUOUS MONITORING | AUTOMATED RESPONSE TO SUSPICIOUS EVENTS 249
P-MON-01.12: CONTINUOUS MONITORING | AUTOMATED ALERTS 249
P-MON-01.13: CONTINUOUS MONITORING | ALERT THRESHOLD TUNING 250
P-MON-01.14: CONTINUOUS MONITORING | INDIVIDUALS POSING GREATER RISK 250
P-MON-01.15: CONTINUOUS MONITORING | PRIVILEGED USER OVERSIGHT 250
P-MON-01.16: CONTINUOUS MONITORING | ANALYZE & PRIORITIZE MONITORING REQUIREMENTS 251
P-MON-01.17: CONTINUOUS MONITORING | REAL-TIME SESSION MONITORING 251
P-MON-02: CENTRALIZED EVENT LOG COLLECTION 252
P-MON-02.1: CENTRALIZED SECURITY EVENT LOG COLLECTION | CORRELATE MONITORING INFORMATION 254
P-MON-02.2: CENTRALIZED SECURITY EVENT LOG COLLECTION | CENTRAL REVIEW & ANALYSIS 254
P-MON-02.3: CENTRALIZED SECURITY EVENT LOG COLLECTION | INTEGRATION OF SCANNING & OTHER MONITORING INFORMATION
255
P-MON-02.4: CENTRALIZED SECURITY EVENT LOG COLLECTION | CORRELATION WITH PHYSICAL MONITORING 255
P-MON-02.5: CENTRALIZED SECURITY EVENT LOG COLLECTION | PERMITTED ACTIONS 256
P-MON-02.6: CENTRALIZED SECURITY EVENT LOG COLLECTION | AUDIT LEVEL ADJUSTMENT 256
P-MON-02.7: CENTRALIZED SECURITY EVENT LOG COLLECTION | SYSTEM-WIDE/TIME-CORRELATED AUDIT TRAIL 257
P-MON-02.8: CENTRALIZED SECURITY EVENT LOG COLLECTION | CHANGES BY AUTHORIZED INDIVIDUALS 257
P-MON-02.9: CENTRALIZED SECURITY EVENT LOG COLLECTION | INVENTORY OF TECHNOLOGY ASSET EVENT LOGGING 257
P-MON-03: CONTENT OF EVENT LOGS 258
P-MON-03.1: CONTENT OF EVENT LOGS | SENSITIVE AUDIT INFORMATION 259
P-MON-03.2: CONTENT OF EVENT LOGS | AUDIT TRAILS 259
P-MON-03.3: CONTENT OF EVENT LOGS | PRIVILEGED FUNCTIONS LOGGING 260
P-MON-03.4: CONTENT OF EVENT LOGS | VERBOSITY LOGGING FOR BOUNDARY DEVICES 261
P-MON-03.5: CONTENT OF EVENT LOGS | LIMIT PERSONAL DATA (PD) IN AUDIT RECORDS 261
P-MON-03.6: CONTENT OF EVENT LOGS | CENTRALIZED MANAGEMENT OF PLANNED AUDIT RECORD CONTENT 261
P-MON-03.7: CONTENT OF EVENT LOGS | DATABASE LOGGING 262
P-MON-04: EVENT LOG STORAGE CAPACITY 262
P-MON-05: RESPONSE TO EVENT LOG PROCESSING FAILURES 263
P-MON-05.17: RESPONSE TO AUDIT PROCESSING FAILURES | REAL-TIME ALERTS OF EVENT LOGGING FAILURE 263
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P-MON-05.2: RESPONSE TO AUDIT PROCESSING FAILURES | EVENT LOG STORAGE CAPACITY ALERTING 264

P-MON-06: MONITORING REPORTING 264
P-MON-06.1: MONITORING REPORTING | QUERY PARAMETER AUDITS OF PERSONAL DATA 265
P-MON-06.2: MONITORING REPORTING | TREND ANALYSIS REPORTING 265

P-MON-07: TIME STAMPS 266
P-MON-07.1: TIME STAMPS | SYNCHRONIZATION WITH AUTHORITATIVE TIME SOURCE 266

P-MON-08: PROTECTION OF EVENT LOGS 267
P-MON-08.1: PROTECTION OF EVENT LOGS | EVENT LOG BACKUP ON SEPARATE PHYSICAL SYSTEMS / COMPONENTS 267
P-MON-08.2: PROTECTION OF EVENT LOGS | ACCESS BY SUBSET OF PRIVILEGED USERS 268
P-MON-08.3: PROTECTION OF EVENT LOGS | CRYPTOGRAPHIC PROTECTION OF EVENT LOG INFORMATION 268
P-MON-08.4: PROTECTION OF EVENT LOGS | DUAL AUTHORIZATION FOR EVENT LOG MOVEMENT 268

P-MON-09: NON-REPUDIATION 269
P-MON-09.1: NON-REPUDIATION | IDENTITY BINDING 269

P-MON-10: EVENT LOG RETENTION 270

P-MON-11: MONITORING FOR INFORMATION DISCLOSURE 270
P-MON-11.1: MONITORING FOR INFORMATION DISCLOSURE | ANALYZE TRAFFIC FOR COVERT EXFILTRATION 271
P-MON-11.2: MONITORING FOR INFORMATION DISCLOSURE | UNAUTHORIZED NETWORK SERVICES 271
P-MON-11.3: MONITORING FOR INFORMATION DISCLOSURE | MONITORING FOR INDICATORS OF COMPROMISE (I0OC) 271

P-MON-12: SESSION AuDIT 272

P-MON-13: ALTERNATE EVENT LOGGING CAPABILITY 272

P-MON-14: CROSS-ORGANIZATIONAL MONITORING 273
P-MON-14.1: CROSS-ORGANIZATIONAL MONITORING | SHARING OF EVENT LOGS 273

P-MON-15: COVERT CHANNEL ANALYSIS 273

P-MON-16: ANOMALOUS BEHAVIOR 274
P-MON-16.1: ANOMALOUS BEHAVIOR | INSIDER THREATS 274
P-MON-16.2: ANOMALOUS BEHAVIOR | THIRD-PARTY THREATS 275
P-MON-16.3: ANOMALOUS BEHAVIOR | UNAUTHORIZED ACTIVITIES 275
P-MON-16.4: ANOMALOUS BEHAVIOR | ACCOUNT CREATION AND MODIFICATION LOGGING 275

P-MON-17: EVENT LOG ANALYSIS & TRIAGE 276
P-MON-17.1: EVENT LOG ANALYSIS & TRIAGE | EVENT LOG REVIEW ESCALATION MATRIX 276

P-MON-18: FILE ACTIVITY MONITORING (FAM) 276

CRYPTOGRAPHIC PROTECTIONS (CRY) PROCEDURES 278

P-CRY-01: USe oF CRYPTOGRAPHIC CONTROLS 278
P-CRY-01.1: USE OF CRYPTOGRAPHIC CONTROLS | ALTERNATE PHYSICAL PROTECTION 279
P-CRY-01.2: USE OF CRYPTOGRAPHIC CONTROLS | EXPORT-CONTROLLED CRYPTOGRAPHY 279
P-CRY-01.3: USE OF CRYPTOGRAPHIC CONTROLS | PRE/POST TRANSMISSION HANDLING 280
P-CRY-01.4: USE OF CRYPTOGRAPHIC CONTROLS | CONCEAL/RANDOMIZE COMMUNICATIONS 280
P-CRY-01.5: USE OF CRYPTOGRAPHIC CONTROLS | CRYPTOGRAPHIC CIPHER SUITES AND PROTOCOLS INVENTORY 280

P-CRY-02: CRYPTOGRAPHIC MODULE AUTHENTICATION 281

P-CRY-03: TRANSMISSION CONFIDENTIALITY 281

P-CRY-04: TRANSMISSION INTEGRITY 282

P-CRY-05: ENCRYPTING DATA AT REST 282
P-CRY-05.1: ENCRYPTING DATA AT REST | STORAGE MEDIA 283
P-CRY-05.2: ENCRYPTING DATA AT REST | OFFLINE STORAGE 283
P-CRY-05.3: ENCRYPTING DATA AT REST | DATABASE ENCRYPTION 284

P-CRY-06: NON-CONSOLE ADMINISTRATIVE ACCESS 284

P-CRY-07: WIRELESS ACCESS AUTHENTICATION & ENCRYPTION 284

P-CRY-08: PuBLIc KEY INFRASTRUCTURE (PKI) 285
P-CRY-08.1: PuBLIC KEY INFRASTRUCTURE (PKI) | AVAILABILITY 285

P-CRY-09: CRYPTOGRAPHIC KEY MANAGEMENT 286
P-CRY-09.1: CRYPTOGRAPHIC KEY MANAGEMENT | SYMMETRIC KEYS 287
P-CRY-09.2: CRYPTOGRAPHIC KEY MANAGEMENT | ASYMMETRIC KEYS 287
P-CRY-09.3: CRYPTOGRAPHIC KEY MANAGEMENT | CRYPTOGRAPHIC KEY LOSS OR CHANGE 288
P-CRY-09.4: CRYPTOGRAPHIC KEY MANAGEMENT | CONTROL & DISTRIBUTION OF CRYPTOGRAPHIC KEYS 288
P-CRY-09.5: CRYPTOGRAPHIC KEY MANAGEMENT | ASSIGNED OWNERS 289
P-CRY-09.6: CRYPTOGRAPHIC KEY MANAGEMENT | THIRD-PARTY CRYPTOGRAPHIC KEYS 289
P-CRY-09.7: CRYPTOGRAPHIC KEY MANAGEMENT | EXTERNAL SYSTEM CRYPTOGRAPHIC KEY CONTROL 289
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P-CRY-10: TRANSMISSION OF CYBERSECURITY & DATA PROTECTION ATTRIBUTES 290
P-CRY-11: CERTIFICATE AUTHORITIES 290
P-CRY-12: CERTIFICATE MONITORING 290
P-CRY-13: CRYPTOGRAPHIC HASH 291
DATA CLASSIFICATION & HANDLING (DCH) PROCEDURES 292
P-DCH-01: DATA PROTECTION 292
P-DCH-01.1: DATA PROTECTION | DATA STEWARDSHIP 292
P-DCH-01.2: DATA PROTECTION | SENSITIVE/REGULATED DATA PROTECTION 292
P-DCH-01.3: DATA PROTECTION | SENSITIVE / REGULATED MEDIA RECORDS 293
P-DCH-01.4: DATA PROTECTION | DEFINING ACCESS AUTHORIZATIONS FOR SENSITIVE / REGULATED DATA 293
P-DCH-02: DATA & ASSET CLASSIFICATION 294
P-DCH-02.1: DATA & ASSET CLASSIFICATION | HIGHEST CLASSIFICATION LEVEL 294
P-DCH-03: MEDIA ACCESS 295
P-DCH-03.1: MEDIA ACCESS | DISCLOSURE OF INFORMATION 296
P-DCH-03.2: MEDIA ACCESS | MASKING DISPLAYED DATA 296
P-DCH-03.3: MEDIA ACCESS | CONTROLLED RELEASE 297
P-DCH-04: MEDIA MARKING 297
P-DCH-04.1: MEDIA MARKING | AUTOMATED MARKING 297
P-DCH-05: CYBERSECURITY & DATA PROTECTION ATTRIBUTES 298
P-DCH-05.1: CYBERSECURITY & DATA PROTECTION ATTRIBUTES | DYNAMIC ATTRIBUTE ASSOCIATION 298
P-DCH-05.2: CYBERSECURITY & DATA PROTECTION ATTRIBUTES | ATTRIBUTE VALUE CHANGES BY AUTHORIZED INDIVIDUALS 299
P-DCH-05.3: CYBERSECURITY & DATA PROTECTION ATTRIBUTES | MAINTENANCE OF ATTRIBUTE ASSOCIATIONS By SYSTEM 299
P-DCH-05.4: CYBERSECURITY & DATA PROTECTION ATTRIBUTES | ASSOCIATION OF ATTRIBUTES BY AUTHORIZED INDIVIDUALS 299
P-DCH-05.5: CYBERSECURITY & DATA PRIVACY PROTECTION | ATTRIBUTE DISPLAYS FOR OUTPUT DEVICES 300
P-DCH-05.6: CYBERSECURITY & DATA PROTECTION ATTRIBUTES | DATA SUBJECT ATTRIBUTE ASSOCIATIONS 300
P-DCH-05.7: CYBERSECURITY & DATA PROTECTION ATTRIBUTES | CONSISTENT ATTRIBUTE INTERPRETATION 301
P-DCH-05.8: CYBERSECURITY & DATA PROTECTION ATTRIBUTES | IDENTITY ASSOCIATION TECHNIQUES & TECHNOLOGIES 301
P-DCH-05.9: CYBERSECURITY & DATA PROTECTION ATTRIBUTES | ATTRIBUTE REASSIGNMENT 301
P-DCH-05.10: CYBERSECURITY & DATA PROTECTION ATTRIBUTES | ATTRIBUTE CONFIGURATION BY AUTHORIZED INDIVIDUALS 302
P-DCH-05.11: CYBERSECURITY & DATA PROTECTION ATTRIBUTES | AUDIT CHANGES 302
P-DCH-06: MEDIA STORAGE 303
P-DCH-06.1: MEDIA STORAGE | PHYSICALLY SECURE ALL MEDIA 303
P-DCH-06.2: MEDIA STORAGE | SENSITIVE DATA INVENTORIES 304
P-DCH-06.3: MEDIA STORAGE | PERIODIC SCANS FOR SENSITIVE / REGULATED DATA 304
P-DCH-06.4: MEDIA STORAGE | MAKING SENSITIVE DATA UNREADABLE IN STORAGE 304
P-DCH-06.5: MEDIA STORAGE | STORING AUTHENTICATION DATA 305
P-DCH-07: MEDIA TRANSPORTATION 306
P-DCH-07.1: MEDIA TRANSPORTATION | CUSTODIANS 306
P-DCH-07.2: MEDIA TRANSPORTATION | ENCRYPTING DATA IN STORAGE MEDIA 307
P-DCH-08: PHYSICAL MEDIAL DISPOSAL 307
P-DCH-09: SYSTEM MEDIA SANITIZATION 308
P-DCH-09.1: SYSTEM MEDIA SANITIZATION | SYSTEM MEDIA SANITIZATION DOCUMENTATION 309
P-DCH-09.2: SYSTEM MEDIA SANITIZATION | EQUIPMENT TESTING 309
P-DCH-09.3: SYSTEM MEDIA SANITIZATION | SANITIZATION OF PERSONAL DATA (PD) 309
P-DCH-09.4: SYSTEM MEDIA SANITIZATION | FIRST TIME USE SANITIZATION 310
P-DCH-09.5: SYSTEM MEDIA SANITIZATION | DUAL AUTHORIZATION FOR SENSITIVE DATA DESTRUCTION 310
P-DCH-10: MeDIA USE 310
P-DCH-10.1: MEDIA USE | LIMITATIONS ON USE 311
P-DCH-10.2: MEDIA USE | PROHIBIT USE WITHOUT OWNER 312
P-DCH-11: DATA RECLASSIFICATION 312
P-DCH-12: REMOVABLE MEDIA SECURITY 312
P-DCH-13: USE OF EXTERNAL TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS) 313
P-DCH-13.1: USE OF EXTERNAL TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS) | LIMITS OF AUTHORIZED USE 313

P-DCH-13.2: USE OF EXTERNAL TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS) | PORTABLE STORAGE DEVICES314

P-DCH-13.3: USE OF EXTERNAL TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS) | PROTECTING SENSITIVE /
REGULATED DATA ON EXTERNAL TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS)

315
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P-DCH-13.4: USE OF EXTERNAL TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS) | NON-ORGANIZATIONALLY

OWNED TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS) 315
P-DCH-14: INFORMATION SHARING 316
P-DCH-14.1: INFORMATION SHARING | INFORMATION SEARCH & RETRIEVAL 317
P-DCH-14.2: INFORMATION SHARING | TRANSFER AUTHORIZATIONS 317
P-DCH-14.3: INFORMATION SHARING | DATA ACCESS MAPPING 317
P-DCH-15: PuBLICLY ACCESSIBLE CONTENT 318
P-DCH-16: DATA MINING PROTECTION 318
P-DCH-17: AD-HoC TRANSFERS 319
P-DCH-18: MEDIA & DATA RETENTION 319
P-DCH-18.1: MEDIA & DATA RETENTION | MINIMIZE SENSITIVE / REGULATED DATA 320
P-DCH-18.2: MEDIA & DATA RETENTION | LIMIT SENSITIVE / REGULATED DATA IN TESTING, TRAINING & RESEARCH) 321
P-DCH-18.3: MEDIA & DATA RETENTION | TEMPORARY FILES CONTAINING PERSONAL DATA 321
P-DCH-19: GEOGRAPHIC LOCATION OF DATA 322
P-DCH-20: ARCHIVED DATA SETS 322
P-DCH-21: INFORMATION DISPOSAL 323
P-DCH-22: DATA QUALITY OPERATIONS 323
P-DCH-22.1: DATA QUALITY OPERATIONS | UPDATING & CORRECTING PERSONAL DATA (PD) 324
P-DCH-22.2: DATA QUALITY OPERATIONS | DATA TAGS 324
P-DCH-22.3: DATA QUALITY OPERATIONS | PRIMARY SOURCE PERSONAL DATA (PD) COLLECTION 324
P-DCH-23: DE-IDENTIFICATION (ANONYMIZATION) 325
P-DCH-23.1: DE-IDENTIFICATION (ANONYMIZATION) | DE-IDENTIFY DATASET UPON COLLECTION 325
P-DCH-23.2: DE-IDENTIFICATION (ANONYMIZATION) | ARCHIVING 325
P-DCH-23.3: DE-IDENTIFICATION (ANONYMIZATION) | RELEASE 326
P-DCH-23.4: DE-IDENTIFICATION (ANONYMIZATION) | REMOVAL, MASKING, ENCRYPTION, HASHING OR REPLACEMENT OF DIRECT
IDENTIFIERS 326
P-DCH-23.5: DE-IDENTIFICATION (ANONYMIZATION) | STATISTICAL DISCLOSURE CONTROL 327
P-DCH-23.6: DE-IDENTIFICATION (ANONYMIZATION) | DIFFERENTIAL DATA PRIVACY 327
P-DCH-23.7: DE-IDENTIFICATION (ANONYMIZATION) | AUTOMATED DE-IDENTIFICATION OF SENSITIVE DATA 327
P-DCH-23.8: DE-IDENTIFICATION (ANONYMIZATION) | MOTIVATED INTRUDER 328
P-DCH-23.9: DE-IDENTIFICATION (ANONYMIZATION) | CODE NAMES 328
P-DCH-24: INFORMATION LOCATION 329
P-DCH-24.1: INFORMATION LOCATION | AUTOMATED TOOLS TO SUPPORT INFORMATION LOCATION 329
P-DCH-25: TRANSFER OF SENSITIVE AND/OR REGULATED DATA 330
P-DCH-25.1: TRANSFER OF SENSITIVE AND/OR REGULATED DATA | TRANSFER ACTIVITY LIMITS 330
P-DCH-26: DATA LOCALIZATION 330
P-DCH-27: DATA RIGHTS MANAGEMENT (DRM) 331
EMBEDDED TECHNOLOGY (EMB) PROCEDURES 332
P-EMB-01: EMBEDDED TECHNOLOGY SECURITY PROGRAM 332
P-EMB-02: INTERNET OF THINGS (10T) 332
P-EMB-03: OPERATIONAL TECHNOLOGY (OT) 333
P-EMB-04: INTERFACE SECURITY 333
P-EMB-05: EMBEDDED TECHNOLOGY CONFIGURATION MONITORING 334
P-EMB-06: PREVENT ALTERATIONS 335
P-EMB-07: EMBEDDED TECHNOLOGY MAINTENANCE 335
P-EMB-08: RESILIENCE TO OUTAGES 335
P-EMB-09: POWER LEVEL MONITORING 336
P-EMB-10: EMBEDDED TECHNOLOGY REVIEWS 336
P-EMB-11: MESSAGE QUEUING TELEMETRY TRANSPORT (MQTT) SECURITY 337
P-EMB-12: RESTRICT COMMUNICATIONS 337
P-EMB-13: AUTHORIZED COMMUNICATIONS 337
P-EMB-14: OPERATING ENVIRONMENT CERTIFICATION 338
P-EMB-15: SAFETY ASSESSMENT 338
P-EMB-16: CERTIFICATE-BASED AUTHENTICATION 338
P-EMB-17: CHIP-TO-CLOUD SECURITY 339
P-EMB-18: REAL-TIME OPERATING SYSTEM (RTOS) SECURITY 339
P-EMB-19: SAFE OPERATIONS 339
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ENDPOINT SECURITY (END) PROCEDURES 341

P-END-01: ENDPOINT DEVICE MANAGEMENT (EDM) 341
P-END-01.1: ENDPOINT DEVICE MANAGEMENT (EDM) | UNIFIED ENDPOINT DEVICE MANAGEMENT (UEDM) 341
P-END-02: UNIFIED ENDPOINT DEVICE MANAGEMENT (UEDM) 342
P-END-03: PROHIBIT INSTALLATION WITHOUT PRIVILEGED STATUS 343
P-END-03.1: PROHIBIT INSTALLATION WITHOUT PRIVILEGED STATUS | SOFTWARE INSTALLATION ALERTS 343
P-END-03.2: PROHIBIT INSTALLATION WITHOUT PRIVILEGED STATUS | GOVERNING ACCESS RESTRICTION FOR CHANGE 343
P-END-04: MALIclous CODE PROTECTION (ANTI-MALWARE) 344
P-END-04.1: MALICIOUS CODE PROTECTION (ANTI-MALWARE) | AUTOMATIC ANTIMALWARE SIGNATURE UPDATES 345
P-END-04.2: MALICIOUS CODE PROTECTION (ANTI-MALWARE) | DOCUMENTED PROTECTION MEASURES 345
P-END-04.3: MALICIOUS CODE PROTECTION (ANTI-MALWARE) | CENTRALIZED MANAGEMENT OF ANTIMALWARE TECHNOLOGIES 346
P-END-04.4: MALICIOUS CODE PROTECTION (ANTI-MALWARE) | NONSIGNATURE-BASED DETECTION 346
P-END-04.5: MALICIOUS CODE PROTECTION (ANTI-MALWARE) | MALWARE PROTECTION MECHANISM TESTING 346
P-END-04.6: MALICIOUS CODE PROTECTION (ANTI-MALWARE) | EVOLVING MALWARE THREATS 347
P-END-04.7: MALICIOUS CODE PROTECTION (ANTI-MALWARE) | ALWAYS ON PROTECTION 347
P-END-05: SOFTWARE FIREWALL 348
P-END-06: ENDPOINT FILE INTEGRITY MONITORING (FIM) 348
P-END-06.1: ENDPOINT FILE INTEGRITY MONITORING (FIM) | INTEGRITY CHECKS 349
P-END-06.2: ENDPOINT FILE INTEGRITY MONITORING (FIM) | ENDPOINT DETECTION & RESPONSE (EDR) 349
P-END-06.3: ENDPOINT FILE INTEGRITY MONITORING (FIM) | AUTOMATED NOTIFICATIONS OF INTEGRITY VIOLATIONS 349
P-END-06.4: ENDPOINT FILE INTEGRITY MONITORING (FIM) | AUTOMATED RESPONSE TO INTEGRITY VIOLATIONS 350
P-END-06.5: ENDPOINT FILE INTEGRITY MONITORING (FIM) | VERIFY BOOT PROCESS 350
P-END-06.6: ENDPOINT FILE INTEGRITY MONITORING (FIM) | PROTECTION OF BOOT FIRMWARE 351
P-END-06.7: ENDPOINT FILE INTEGRITY MONITORING (FIM) | BINARY OR MACHINE-EXECUTABLE CODE 351
P-END-06.8: ENDPOINT FILE INTEGRITY MONITORING (FIM) | EXTENDED DETECTION & RESPONSE (XDR) 351
P-END-07: HOST INTRUSION DETECTION AND PREVENTION SYSTEMS (HIDS/HIPS) 352
P-END-08: PHISHING & SPAM PROTECTION 352
P-END-08.1: PHISHING & SPAM PROTECTION | CENTRAL MANAGEMENT 353
P-END-08.2: PHISHING & SPAM PROTECTION | AUTOMATIC SPAM AND PHISHING PROTECTION UPDATES 353
P-END-09: TRUSTED PATH 353
P-END-10: MoBILE CODE 354
P-END-11: THIN NODES 355
P-END-12: PORT & INPUT/OUTPUT (I/0) DEVICE ACCESS 355
P-END-13: SENSOR CAPABILITY 355
P-END-13.1: SENSOR CAPABILITY | AUTHORIZED USE 356
P-END-13.2: SENSOR CAPABILITY | NOTICE OF COLLECTION 356
P-END-13.3: SENSOR CAPABILITY | COLLECTION MINIMIZATION 357
P-END-13.4: SENSOR CAPABILITY | SENSOR DELIVERY VERIFICATION 357
P-END-14: COLLABORATIVE COMPUTING DEVICES 357
P-END-14.1: COLLABORATIVE COMPUTING DEVICES | DISABLING/REMOVAL IN SECURE WORK AREAS 358
P-END-14.2: COLLABORATIVE COMPUTING DEVICES | EXPLICITLY INDICATE CURRENT PARTICIPANTS 358
P-END-14.3: COLLABORATIVE COMPUTING DEVICES | PARTICIPANT IDENTITY VERIFICATION 359
P-END-14.4: COLLABORATIVE COMPUTING DEVICES | PARTICIPANT CONNECTION MANAGEMENT 360
P-END-14.5: COLLABORATIVE COMPUTING DEVICES | MALICIOUS LINK & FILE PROTECTIONS 360
P-END-14.6: COLLABORATIVE COMPUTING DEVICES | EXPLICIT INDICATION OF USE 361
P-END-15: HYPERVISOR ACCESS 361
P-END-16: RESTRICT ACCESS TO SECURITY FUNCTIONS 362
P-END-16.1: RESTRICT ACCESS TO SECURITY FUNCTIONS| HOST-BASED SECURITY FUNCTION ISOLATION 362
HUMAN RESOURCES SECURITY (HRS) PROCEDURES 364
P-HRS-01: HUMAN RESOURCES SECURITY MANAGEMENT 364
P-HRS-01.1: HUMAN RESOURCES SECURITY MANAGEMENT | ONBOARDING, TRANSFERRING & OFFBOARDING PERSONNEL 365
P-HRS-02: POSITION CATEGORIZATION 366
P-HRS-02.1: POSITION CATEGORIZATION | USERS WITH ELEVATED PRIVILEGES 367
P-HRS-02.2: POSITION CATEGORIZATION | PROBATIONARY PERIODS 367
P-HRS-03: DEFINED ROLES & RESPONSIBILITIES 368
P-HRS-03.1: DEFINED ROLES & RESPONSIBILITIES | USER AWARENESS 368
P-HRS-03.2: DEFINED ROLES & RESPONSIBILITIES | COMPETENCY REQUIREMENTS FOR SECURITY-RELATED POSITIONS 369
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P-HRS-04: PERSONNEL SCREENING 369

P-HRS-04.1: PERSONNEL SCREENING | ROLES WITH SPECIAL PROTECTION MEASURES 370
P-HRS-04.2: PERSONNEL SCREENING | FORMAL INDOCTRINATION 370
P-HRS-04.3: PERSONNEL SCREENING | CITIZENSHIP REQUIREMENTS 371
P-HRS-04.4: PERSONNEL SCREENING | CITIZENSHIP IDENTIFICATION 371
P-HRS-05: TERMS OF EMPLOYMENT 371
P-HRS-05.1: TERMS OF EMPLOYMENT | RULES OF BEHAVIOR 372
P-HRS-05.2: TERMS OF EMPLOYMENT | SOCIAL MEDIA & SOCIAL NETWORKING RESTRICTIONS 373
P-HRS-05.3: TERMS OF EMPLOYMENT | TECHNOLOGY USE RESTRICTIONS 373
P-HRS-05.4: TERMS OF EMPLOYMENT | USE OF CRITICAL TECHNOLOGIES 374
P-HRS-05.5: TERMS OF EMPLOYMENT | USE OF MOBILE DEVICES 374
P-HRS-05.6: TERMS OF EMPLOYMENT | SECURITY-MINDED DRESS CODE 375
P-HRS-05.7: TERMS OF EMPLOYMENT | POLICY FAMILIARIZATION & ACKNOWLEDGEMENT 375
P-HRS-06: ACCESS AGREEMENTS 375
P-HRS-06.1: ACCESS AGREEMENTS | CONFIDENTIALITY AGREEMENTS 376
P-HRS-06.2: ACCESS AGREEMENTS | POST-EMPLOYMENT REQUIREMENTS AWARENESS 376
P-HRS-07: PERSONNEL SANCTIONS 377
P-HRS-07.1: PERSONNEL SANCTIONS | WORKPLACE INVESTIGATIONS 377
P-HRS-07.2: PERSONNEL SANCTIONS | UPDATING DISCIPLINARY PROCESSES 378
P-HRS-07.3: PERSONNEL SANCTIONS | PREVENTATIVE ACCESS RESTRICTION 378
P-HRS-08: PERSONNEL TRANSFER 379
P-HRS-09: PERSONNEL TERMINATION 379
P-HRS-09.1: PERSONNEL TERMINATION | ASSET COLLECTION 380
P-HRS-09.2: PERSONNEL TERMINATION | HIGH-RISK TERMINATIONS 381
P-HRS-09.3: PERSONNEL TERMINATION | POST-EMPLOYMENT REQUIREMENTS NOTIFICATION 381
P-HRS-09.4: PERSONNEL TERMINATION | AUTOMATED EMPLOYMENT STATUS NOTIFICATION 382
P-HRS-10: THIRD-PARTY PERSONNEL SECURITY 382
P-HRS-11: SEPARATION OF DUTIES (SoD) 383
P-HRS-12: INCOMPATIBLE ROLES 383
P-HRS-12.1: INCOMPATIBLE ROLES | TWO-PERSON RULE 384
P-HRS-13: IDENTIFY CRITICAL SKILLS & GAPS 384
P-HRS-13.1: IDENTIFY CRITICAL SKILLS & GAPS | REMEDIATE IDENTIFIED SKILLS DEFICIENCIES 385
P-HRS-13.2: IDENTIFY CRITICAL SKILLS & GAPS | IDENTIFY VITAL CYBERSECURITY & DATA PRIVACY STAFF 385
P-HRS-13.3: IDENTIFY CRITICAL SKILLS & GAPS | ESTABLISH REDUNDANCY FOR VITAL CYBERSECURITY & DATA PRIVACY STAFF 385
P-HRS-13.4: IDENTIFY CRITICAL SKILLS & GAPS | PERFORM SUCCESSION PLANNING 386
P-HRS-14: IDENTIFYING AUTHORIZED WORK LOCATIONS 386
P-HRS-14.1: IDENTIFYING AUTHORIZED WORK LOCATIONS | COMMUNICATING AUTHORIZED WORK LOCATIONS 387
P-HRS-15: REPORTING SUSPICIOUS ACTIVITIES 387
IDENTIFICATION & AUTHENTICATION (IAC) PROCEDURES 388
P-IAC-01: IDENTITY & ACCESS MANAGEMENT (IAM) 388
P-IAC-01.1: IDENTITY & ACCESS MANAGEMENT (IAM) | RETAIN ACCESS RECORDS 388
P-IAC-01.2: IDENTITY & ACCESS MANAGEMENT (IAM) | AUTHENTICATE, AUTHORIZE AND AUDIT (AAA) 389
P-IAC-01.3: IDENTITY & ACCESS MANAGEMENT (IAM) | USER & SERVICE ACCOUNT INVENTORIES 389
P-IAC-02: IDENTIFICATION & AUTHENTICATION FOR ORGANIZATIONAL USERS 390
P-IAC-02.1: IDENTIFICATION & AUTHENTICATION FOR ORGANIZATIONAL USERS | GROUP AUTHENTICATION 390
P-IAC-02.2: IDENTIFICATION & AUTHENTICATION FOR ORGANIZATIONAL USERS | REPLAY-RESISTANT AUTHENTICATION 391
P-IAC-02.3: IDENTIFICATION & AUTHENTICATION FOR ORGANIZATIONAL USERS | ACCEPTANCE OF PIV CREDENTIALS 391
P-IAC-02.4: IDENTIFICATION & AUTHENTICATION FOR ORGANIZATIONAL USERS | OUT-OF-BAND AUTHENTICATION (OOBA) 391
P-IAC-03: IDENTIFICATION & AUTHENTICATION FOR NON-ORGANIZATIONAL USERS 392
P-IAC-03.1: IDENTIFICATION & AUTHENTICATION FOR NON-ORGANIZATIONAL USERS | ACCEPTANCE OF PIV CREDENTIALS FROM
OTHER ORGANIZATIONS 392
P-IAC-03.2: IDENTIFICATION & AUTHENTICATION FOR NON-ORGANIZATIONAL USERS | ACCEPTANCE OF THIRD-PARTY CREDENTIALS
393
P-IAC-03.3: IDENTIFICATION & AUTHENTICATION FOR NON-ORGANIZATIONAL USERS | USE OF FICAM-ISSUED PROFILES 393
P-IAC-03.4: IDENTIFICATION & AUTHENTICATION FOR NON-ORGANIZATIONAL USERS | DISASSOCIABILITY 393
P-IAC-03.5: IDENTIFICATION & AUTHENTICATION FOR NON-ORGANIZATIONAL USERS | ACCEPTANCE OF EXTERNAL AUTHENTICATORS
394
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P-IAC-04: IDENTIFICATION & AUTHENTICATION FOR DEVICES 394

P-IAC-04.1: IDENTIFICATION & AUTHENTICATION FOR DEVICES | DEVICE ATTESTATION 395
P-IAC-04.2: IDENTIFICATION & AUTHENTICATION FOR DEVICES | DEVICE AUTHORIZATION ENFORCEMENT 395
P-IAC-05: IDENTIFICATION & AUTHENTICATION FOR THIRD-PARTY TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS)
396
P-IAC-05.1: IDENTIFICATION & AUTHENTICATION FOR THIRD-PARTY TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS)
| INFORMATION EXCHANGE 396
P-IAC-05.2: IDENTIFICATION & AUTHENTICATION FOR THIRD-PARTY TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS)
| PRIVILEGED ACCESS BY NON-ORGANIZATIONAL USERS 396
P-IAC-06: MULTI-FACTOR AUTHENTICATION (MFA) 397
P-IAC-06.17: MULTI-FACTOR AUTHENTICATION (MFA) | NETWORK ACCESS TO PRIVILEGED ACCOUNTS 397
P-IAC-06.2: MULTI-FACTOR AUTHENTICATION (MFA) | NETWORK ACCESS TO NON-PRIVILEGED ACCOUNTS 398
P-IAC-06.3: MULTI-FACTOR AUTHENTICATION (MFA) | LOCAL ACCESS TO PRIVILEGED ACCOUNTS 398
P-IAC-06.4: MULTI-FACTOR AUTHENTICATION (MFA) | OUT OF BAND (OOB) FACTOR 399
P-IAC-06.5: MULTI-FACTOR AUTHENTICATION (MFA) | ALTERNATIVE MULTI-FACTOR AUTHENTICATION 399
P-IAC-07: USER PROVISIONING & DE-PROVISIONING 399
P-IAC-07.1: USER PROVISIONING & DE-PROVISIONING | CHANGE OF ROLES & DUTIES 400
P-IAC-07.2: USER PROVISIONING & DE-PROVISIONING | TERMINATION OF EMPLOYMENT 401
P-IAC-08: ROLE-BASED ACCESS CONTROL (RBAC) 401
P-IAC-09: IDENTIFIER MANAGEMENT (USER NAMES) 402
P-IAC-09.1: IDENTIFIER MANAGEMENT | USER IDENTITY (ID) MANAGEMENT 404
P-IAC-09.2: IDENTIFIER MANAGEMENT | IDENTITY USER STATUS 404
P-IAC-09.3: IDENTIFIER MANAGEMENT | DYNAMIC MANAGEMENT 405
P-IAC-09.4: IDENTIFIER MANAGEMENT | CROSS-ORGANIZATION MANAGEMENT 405
P-IAC-09.5: IDENTIFIER MANAGEMENT | PRIVILEGED ACCOUNT IDENTIFIERS 405
P-IAC-09.6: IDENTIFIER MANAGEMENT | PAIRWISE PSEUDONYMOUS IDENTIFIERS (PPID) 407
P-IAC-10: AUTHENTICATOR MANAGEMENT 407
P-IAC-10.1: AUTHENTICATOR MANAGEMENT | PASSWORD-BASED AUTHENTICATION 408
P-IAC-10.2: AUTHENTICATOR MANAGEMENT | PKI-BASED AUTHENTICATION 410
P-IAC-10.3: AUTHENTICATOR MANAGEMENT | IN-PERSON OR TRUSTED THIRD-PARTY REGISTRATION 410
P-IAC-10.4: AUTHENTICATOR MANAGEMENT | AUTOMATED SUPPORT FOR PASSWORD STRENGTH 411
P-IAC-10.5: AUTHENTICATOR MANAGEMENT | PROTECTION OF AUTHENTICATORS 411
P-IAC-10.6: AUTHENTICATOR MANAGEMENT | NO EMBEDDED UNENCRYPTED STATIC AUTHENTICATORS 412
P-IAC-10.7: AUTHENTICATOR MANAGEMENT | HARDWARE TOKEN-BASED AUTHENTICATION 412
P-IAC-10.8: AUTHENTICATOR MANAGEMENT | VENDOR-SUPPLIED DEFAULTS 412
P-IAC-10.9: AUTHENTICATOR MANAGEMENT | MULTIPLE SYSTEM ACCOUNTS 413
P-IAC-10.10: AUTHENTICATOR MANAGEMENT | EXPIRATION OF CACHED AUTHENTICATORS 413
P-IAC-10.11: AUTHENTICATOR MANAGEMENT | PASSWORD MANAGERS 413
P-IAC-10.12: AUTHENTICATOR MANAGEMENT | BIOMETRIC AUTHENTICATION 414
P-IAC-10.13: AUTHENTICATOR MANAGEMENT | EVENTS REQUIRING AUTHENTICATOR CHANGE 414
P-IAC-10.14: AUTHENTICATOR MANAGEMENT | PASSKEYS 415
P-IAC-11: AUTHENTICATOR FEEDBACK 415
P-IAC-12: CRYPTOGRAPHIC MODULE AUTHENTICATION 416
P-IAC-12.1: CRYPTOGRAPHIC MODULE AUTHENTICATION | HARDWARE SECURITY MODULES (HSM) 416
P-IAC-13: ADAPTIVE IDENTIFICATION & AUTHENTICATION 416
P-IAC-13.1: ADAPTIVE IDENTIFICATION & AUTHENTICATION | SINGLE SIGN-ON (SSO) TRANSPARENT AUTHENTICATION 417
P-IAC-13.2: ADAPTIVE IDENTIFICATION & AUTHENTICATION | FEDERATED CREDENTIAL MANAGEMENT 417
P-IAC-13.3: ADAPTIVE IDENTIFICATION & AUTHENTICATION | CONTINUOUS AUTHENTICATION 417
P-IAC-14: RE-AUTHENTICATION 418
P-IAC-15: ACCOUNT MANAGEMENT 418
P-IAC-15.1: ACCOUNT MANAGEMENT | AUTOMATED SYSTEM ACCOUNT MANAGEMENT (DIRECTORY SERVICES) 420
P-IAC-15.2: ACCOUNT MANAGEMENT | REMOVAL OF TEMPORARY/EMERGENCY ACCOUNTS 421
P-IAC-15.3: ACCOUNT MANAGEMENT | DISABLE INACTIVE ACCOUNTS 421
P-IAC-15.4: ACCOUNT MANAGEMENT | AUTOMATED AUDIT ACTIONS 422
P-IAC-15.5: ACCOUNT MANAGEMENT | RESTRICTIONS ON SHARED GROUPS/ACCOUNTS 422
P-IAC-15.6: ACCOUNT MANAGEMENT | ACCOUNT DISABLING FOR HIGH RISK INDIVIDUALS 422
P-IAC-15.7: ACCOUNT MANAGEMENT | SYSTEM ACCOUNT REVIEWS 423
P-IAC-15.8: ACCOUNT MANAGEMENT | USAGE CONDITIONS 423
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P-IAC-15.9: ACCOUNT MANAGEMENT | EMERGENCY ACCOUNTS 424

P-IAC-16: PRIVILEGED ACCOUNT MANAGEMENT (PAM) 424
P-IAC-16.1: PRIVILEGED ACCOUNT MANAGEMENT (PAM) | PRIVILEGED ACCOUNT INVENTORIES 425
P-IAC-16.2: PRIVILEGED ACCOUNT MANAGEMENT (PAM) | PRIVILEGED ACCOUNT SEPARATION 425
P-IAC-16.3: PRIVILEGED ACCOUNT MANAGEMENT (PAM) | PRIVILEGED COMMAND EXECUTION 426
P-IAC-16.4: PRIVILEGED ACCOUNT MANAGEMENT (PAM) | DEDICATED PRIVILEGED ACCOUNT 426

P-IAC-17: PERIODIC REVIEW OF ACCOUNT PRIVILEGES 427

P-IAC-18: USER RESPONSIBILITIES FOR ACCOUNT MANAGEMENT 427

P-IAC-19: CREDENTIAL SHARING 428

P-IAC-20: AcCESS ENFORCEMENT 428
P-IAC-20.7: ACCESS ENFORCEMENT | ACCESS TO SENSITIVE DATA 430
P-IAC-20.2: ACCESS ENFORCEMENT | DATABASE ACCESS 431
P-IAC-20.3: ACCESS ENFORCEMENT | USE OF PRIVILEGED UTILITY PROGRAMS 431
P-IAC-20.4: ACCESS ENFORCEMENT | DEDICATED ADMINISTRATIVE MACHINES 431
P-IAC-20.5: ACCESS ENFORCEMENT | DUAL AUTHORIZATION FOR PRIVILEGED COMMANDS 432
P-IAC-20.6: ACCESS ENFORCEMENT | REVOCATION OF ACCESS AUTHORIZATIONS 432
P-IAC-20.7: ACCESS ENFORCEMENT | AUTHORIZED SYSTEM ACCOUNTS 433

P-IAC-21: LEAST PRIVILEGE 433
P-IAC-21.1: LEAST PRIVILEGE | AUTHORIZE ACCESS TO SECURITY FUNCTIONS 434
P-IAC-21.2: LEAST PRIVILEGE | NON-PRIVILEGED ACCESS FOR NON-SECURITY FUNCTIONS 434
P-IAC-21.3: LEAST PRIVILEGE | MANAGEMENT APPROVAL FOR PRIVILEGED ACCOUNTS 435
P-IAC-21.4: LEAST PRIVILEGE | AUDITING USE OF PRIVILEGED FUNCTIONS 435
P-IAC-21.5: LEAST PRIVILEGE | PROHIBIT NON-PRIVILEGED USERS FROM EXECUTING PRIVILEGED FUNCTIONS 436
P-IAC-21.6: LEAST PRIVILEGE | NETWORK ACCESS TO PRIVILEGED COMMANDS 436
P-IAC-21.7: LEAST PRIVILEGE | PRIVILEGE LEVELS FOR CODE EXECUTION 437

P-IAC-22: ACCOUNT LockouTt 437

P-IAC-23: CONCURRENT SESSION CONTROL 438

P-IAC-24: SEssSION Lock 438
P-IAC-24.1: SESSION LOCK | PATTERN-HIDING DISPLAYS 439

P-IAC-25: SESSION TERMINATION 439
P-IAC-25.1: SESSION TERMINATION | USER-INITIATED LOGOUTS/MESSAGE DISPLAYS 440

P-1AC-26: PERMITTED ACTIONS WITHOUT IDENTIFICATION OR AUTHORIZATION 440

P-IAC-27: REFERENCE MONITOR 440

P-IAC-28: IDENTITY PROOFING (IDENTITY VERIFICATION) 441
P-IAC-28.1: IDENTITY PROOFING (IDENTITY VERIFICATION) | MANAGEMENT APPROVAL FOR NEW OR CHANGED ACCOUNTS 441
P-IAC-28.2: IDENTITY PROOFING (IDENTITY VERIFICATION) | IDENTITY EVIDENCE 442
P-IAC-28.3: IDENTITY PROOFING (IDENTITY VERIFICATION) | IDENTITY EVIDENCE VALIDATION & VERIFICATION 442
P-IAC-28.4: IDENTITY PROOFING (IDENTITY VERIFICATION) | IN-PERSON VALIDATION & VERIFICATION 442
P-IAC-28.5: IDENTITY PROOFING (IDENTITY VERIFICATION) | ADDRESS CONFIRMATION 443

P-IAC-29: ATTRIBUTE-BASED ACCESS CONTROL (ABAC) 443
P-IAC-29.1: ATTRIBUTE-BASED ACCESS CONTROL (ABAC) | REAL-TIME ACCESS DECISIONS 444
P-IAC-29.2: ATTRIBUTE-BASED ACCESS CONTROL (ABAC) | ACCESS PROFILE RULES 444

INCIDENT RESPONSE (IRO) PROCEDURES 445

P-IRO-01: INCIDENTS RESPONSE OPERATIONS 445

P-IRO-02: INCIDENT HANDLING 445
P-IRO-02.1: INCIDENT HANDLING | AUTOMATED INCIDENT HANDLING PROCESSES 446
P-IRO-02.2: INCIDENT HANDLING | INSIDER THREAT RESPONSE CAPABILITY 446
P-IRO-02.3: INCIDENT HANDLING | DYNAMIC RECONFIGURATION 447
P-IRO-02.4: INCIDENT HANDLING | INCIDENT CLASSIFICATION & PRIORITIZATION 447
P-IRO-02.5: INCIDENT HANDLING | CORRELATION WITH EXTERNAL ORGANIZATIONS 449
P-IRO-02.6: INCIDENT HANDLING | AUTOMATIC DISABLING OF TECHNOLOGY ASSETS, APPLICATIONS AND/OR SERVICES (TAAS) 450

P-IRO-03: INDICATORS OF COMPROMISE (IOC) 450

P-IRO-04: INCIDENT RESPONSE PLAN (IRP) 450
P-IRO-04.1: INCIDENT RESPONSE PLAN (IRP) | DATA BREACH 451
P-IRO-04.2: INCIDENT RESPONSE PLAN (IRP) | IRP UPDATE 452
P-IRO-04.3: INCIDENT RESPONSE PLAN (IRP) | CONTINUOUS INCIDENT RESPONSE IMPROVEMENTS 452

P-IRO-05: INCIDENT RESPONSE TRAINING 452
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P-IRO-05.1: INCIDENT RESPONSE TRAINING | SIMULATED INCIDENTS 453

P-IRO-05.2: INCIDENT RESPONSE TRAINING | AUTOMATED INCIDENT RESPONSE TRAINING ENVIRONMENTS 453
P-IRO-06: INCIDENT RESPONSE TESTING 454
P-IRO-06.1: INCIDENT RESPONSE TESTING | COORDINATION WITH RELATED PLANS 454
P-IRO-07: INTEGRATED SECURITY INCIDENT RESPONSE TEAM (ISIRT) 455
P-IRO-08: CHAIN OF CusTODY & FORENSICS 455
P-IRO-09: SITUATIONAL AWARENESS FOR INCIDENTS 456
P-IRO-09.1: SITUATIONAL AWARENESS FOR INCIDENTS | AUTOMATED TRACKING, DATA COLLECTION & ANALYSIS 456
P-IRO-09.2: SITUATIONAL AWARENESS FOR INCIDENTS | RECURRING INCIDENT ANALYSIS 456
P-IRO-10: INCIDENT STAKEHOLDER REPORTING 457
P-IRO-10.1: INCIDENT STAKEHOLDER REPORTING | AUTOMATED REPORTING 458
P-IRO-10.2: INCIDENT STAKEHOLDER REPORTING | CYBER INCIDENT REPORTING FOR SENSITIVE / REGULATED DATA 458
P-IRO-10.3: INCIDENT STAKEHOLDER REPORTING | VULNERABILITIES RELATED TO INCIDENTS 459
P-IRO-10.4: INCIDENT STAKEHOLDER REPORTING | SUPPLY CHAIN COORDINATION 459
P-IRO-10.5: INCIDENT STAKEHOLDER REPORTING | SERIOUS INCIDENT REPORTING 460
P-IRO-11: INCIDENT REPORTING ASSISTANCE 461
P-IRO-11.1: INCIDENT REPORTING ASSISTANCE | AUTOMATION SUPPORT OF AVAILABILITY OF INFORMATION/SUPPORT 461
P-IRO-11.2: INCIDENT REPORTING ASSISTANCE | COORDINATION WITH EXTERNAL PROVIDERS 462
P-IRO-12: SENSITIVE / REGULATED DATA SPILL RESPONSE 462
P-IRO-12.1: SENSITIVE / REGULATED DATA SPILL RESPONSE | SENSITIVE / REGULATED DATA SPILL RESPONSIBLE PERSONNEL 463
P-IRO-12.2: SENSITIVE / REGULATED DATA SPILL RESPONSE | SENSITIVE / REGULATED DATA SPILL TRAINING 463
P-IRO-12.3: SENSITIVE / REGULATED DATA SPILL RESPONSE | POST-SENSITIVE / REGULATED DATA SPILL OPERATIONS 463
P-IRO-12.4: SENSITIVE / REGULATED DATA SPILL RESPONSE | SENSITIVE / REGULATED DATA EXPOSURE TO UNAUTHORIZED
PERSONNEL 464
P-IRO-13: ROOT CAUSE ANALYSIS (RCA) & LESSONS LEARNED 464
P-IRO-14: REGULATORY & LAW ENFORCEMENT CONTACTS 464
P-IRO-15: DETONATION CHAMBERS (SANDBOXES) 465
P-IRO-16: PuBLIC RELATIONS & REPUTATION REPAIR 465
INFORMATION ASSURANCE (IAO) PROCEDURES 467
P-IAO-01: INFORMATION ASSURANCE (IA) OPERATIONS 467
P-IAO-01.1: INFORMATION ASSURANCE (IA) OPERATIONS | ASSESSMENT BOUNDARIES 467
P-IAO-02: ASSESSMENTS 468
P-IAO-02.1: ASSESSMENTS | INDEPENDENT ASSESSORS 469
P-IAO-02.2: ASSESSMENTS | SPECIALIZED ASSESSMENTS 469
P-IAO-02.3: ASSESSMENTS | THIRD-PARTY ASSESSMENTS 470
P-IAO-02.4: ASSESSMENTS | SECURITY ASSESSMENT REPORT (SAR) 470
P-IAO-03: SYSTEM SECURITY & PRIVACY PLAN (SSPP) 471
P-IAO-03.1: SYSTEM SECURITY & PRIVACY PLAN (SSPP) | PLAN/COORDINATE WITH OTHER ORGANIZATIONAL ENTITIES 473
P-IAO-03.2: SYSTEM SECURITY & PRIVACY PLAN (SSPP)| ADEQUATE SECURITY FOR SENSITIVE / REGULATED DATA IN SUPPORT OF
CONTRACTS 473
P-IAO-04: THREAT ANALYSIS & FLAW REMEDIATION DURING DEVELOPMENT 474
P-IAO-05: PLAN OF ACTION & MILESTONES (POA&M) 475
P-IAO-05.1: PLAN OF ACTION & MILESTONES (POA&M) | POA&M AUTOMATION 476
P-1AO-06: TECHNICAL VERIFICATION 476
P-IAO-07: SECURITY AUTHORIZATION 477
MAINTENANCE (MNT) PROCEDURES 478
P-MNT-01: MAINTENANCE OPERATIONS 478
P-MNT-02: CONTROLLED MAINTENANCE 478
P-MNT-02.1: CONTROLLED MAINTENANCE | AUTOMATED MAINTENANCE ACTIVITIES 479
P-MNT-03: TIMELY MAINTENANCE 479
P-MNT-03.1: TIMELY MAINTENANCE | PREVENTATIVE MAINTENANCE 479
P-MNT-03.2: TIMELY MAINTENANCE | PREDICTIVE MAINTENANCE 480
P-MNT-03.3: TIMELY MAINTENANCE | AUTOMATED SUPPORT FOR PREDICTIVE MAINTENANCE 480
P-MNT-04: MAINTENANCE TOOLS 481
P-MNT-04.1: MAINTENANCE TOOLS | INSPECT TOOLS 481
P-MNT-04.2: MAINTENANCE TOOLS | INSPECT MEDIA 482
P-MNT-04.3: MAINTENANCE TOOLS | PREVENT UNAUTHORIZED REMOVAL 482
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P-MNT-04.4: MAINTENANCE TOOLS | RESTRICT TOOL USE 482
P-MNT-05: REMOTE MAINTENANCE 483
P-MNT-05.1: REMOTE MAINTENANCE | AUDITING REMOTE MAINTENANCE 483
P-MNT-05.2: REMOTE MAINTENANCE | REMOTE MAINTENANCE NOTIFICATIONS 484
P-MNT-05.3: REMOTE MAINTENANCE | REMOTE MAINTENANCE CRYPTOGRAPHIC PROTECTION 484
P-MNT-05.4: REMOTE MAINTENANCE | REMOTE MAINTENANCE DISCONNECT VERIFICATION 484
P-MNT-05.5: REMOTE MAINTENANCE | REMOTE MAINTENANCE PRE-APPROVAL 485
P-MNT-05.6: REMOTE MAINTENANCE | REMOTE MAINTENANCE COMPARABLE SECURITY & SANITIZATION 485
P-MNT-05.7: REMOTE MAINTENANCE | SEPARATION OF MAINTENANCE SESSIONS 486
P-MNT-06: MAINTENANCE PERSONNEL 486
P-MNT-06.1: MAINTENANCE PERSONNEL | MAINTENANCE PERSONNEL WITHOUT APPROPRIATE ACCESS 486
P-MNT-06.2: MAINTENANCE PERSONNEL | NON-SYSTEM RELATED MAINTENANCE 487
P-MNT-07: MAINTAIN CONFIGURATION CONTROL DURING MAINTENANCE 487
P-MNT-08: FIELD MAINTENANCE 488
P-MNT-09: OFF-SITE MAINTENANCE 488
P-MNT-10: MAINTENANCE VALIDATION 488
P-MNT-11: MAINTENANCE MONITORING 489
MoBILE DEVICE MANAGEMENT (MDM) PROCEDURES 490
P-MDM-01: CENTRALIZED MANAGEMENT OF MOBILE DEVICES 490
P-MDM-02: AcCcEss CONTROL FOR MOBILE DEVICES 490
P-MDM-03: FuLL DEVICE & CONTAINER-BASED ENCRYPTION 491
P-MDM-04: TAMPER PROTECTION & DETECTION 492
P-MDM-05: REMOTE PURGING 492
P-MDM-06: PERSONALLY-OWNED MOBILE DEVICES 492
P-MDM-07: ORGANIZATION-OWNED MOBILE DEVICES 493
P-MDM-08: MoBILE DEVICE DATA RETENTION LIMITATIONS 494
P-MDM-09: MoBILE DEVICE GEOFENCING 494
P-MDM-10: SEPARATE MOBILE DEVICE PROFILES 495
P-MDM-11: RESTRICTING ACCESS TO AUTHORIZED ASSETS, APPLICATIONS & SERVICES 495
NETWORK SECURITY (NET) PROCEDURES 496
P-NET-01: NETWORK SECURITY CONTROLS (NSC) 496
P-NET-01.1: NETWORK SECURITY CONTROLS (NSC) | ZERO TRUST ARCHITECTURE (ZTA) 496
P-NET-02: LAYERED DEFENSES 497
P-NET-02.1: LAYERED DEFENSES | DENIAL OF SERVICE (DOS) PROTECTION 497
P-NET-02.2: LAYERED DEFENSES | GUEST NETWORKS 498
P-NET-02.3: LAYERED DEFENSES | CROSS DOMAIN SOLUTIONS (CDS) 498
P-NET-03: BOUNDARY PROTECTION 499
P-NET-03.1: BOUNDARY PROTECTION | LIMIT NETWORK CONNECTIONS 500
P-NET-03.2: BOUNDARY PROTECTION | EXTERNAL TELECOMMUNICATIONS SERVICES 500
P-NET-03.3: BOUNDARY PROTECTION | PREVENT DISCOVERY OF INTERNAL INFORMATION 501
P-NET-03.4: BOUNDARY PROTECTION | PERSONAL DATA (PD) 501
P-NET-03.5: BOUNDARY PROTECTION | PREVENT UNAUTHORIZED EXFILTRATION 502
P-NET-03.6: BOUNDARY PROTECTION | DYNAMIC ISOLATION & SEGREGATION (SANDBOXING) 502
P-NET-083.7: BOUNDARY PROTECTION | ISOLATION OF SYSTEM COMPONENTS 503
P-NET-03.8: BOUNDARY PROTECTION | SEPARATE SUBNETS FOR CONNECTING TO DIFFERENT SECURITY DOMAINS 503
P-NET-04: DATA FLOW ENFORCEMENT — ACCESS CONTROL LISTS (ACLS) 503
P-NET-04.1: DATA FLOW ENFORCEMENT | DENY TRAFFIC BY DEFAULT & ALLOW TRAFFIC BY EXCEPTION 504
P-NET-04.2: DATA FLOW ENFORCEMENT | OBJECT SECURITY ATTRIBUTES 505
P-NET-04.3: DATA FLOW ENFORCEMENT | CONTENT CHECK FOR ENCRYPTED DATA 505
P-NET-04.4: DATA FLOW ENFORCEMENT | EMBEDDED DATA TYPES 505
P-NET-04.5: DATA FLOW ENFORCEMENT | METADATA 506
P-NET-04.6: DATA FLOW ENFORCEMENT | HUMAN REVIEWS 506
P-NET-04.7: DATA FLOW ENFORCEMENT | PoLiCcY DECISION POINT (PDP) 507
P-NET-04.8: DATA FLOW ENFORCEMENT | DATA TYPE IDENTIFIERS 507
P-NET-04.9: DATA FLOW ENFORCEMENT | DECOMPOSITION INTO POLICY-RELEVANT SUBCOMPONENTS 508
P-NET-04.10: DATA FLOW ENFORCEMENT | DETECTION OF UNSANCTIONED INFORMATION 508
P-NET-04.11: DATA FLOW ENFORCEMENT | APPROVED SOLUTIONS 509
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P-NET-04.12: DATA FLOW ENFORCEMENT | CROSS DOMAIN AUTHENTICATION 509

P-NET-04.13: DATA FLOW ENFORCEMENT | METADATA VALIDATION 509
P-NET-04.14: DATA FLOW ENFORCEMENT | APPLICATION PROXY 510
P-NET-05: INTERCONNECTION SECURITY AGREEMENTS (ISAS) 510
P-NET-05.1: INTERCONNECTION SECURITY AGREEMENTS (ISAS) | EXTERNAL SYSTEM CONNECTIONS 511
P-NET-05.2: INTERCONNECTION SECURITY AGREEMENTS (ISAS) | INTERNAL SYSTEM CONNECTIONS 512
P-NET-06: NETWORK SEGMENTATION (MACROSEGMENTATION) 512
P-NET-06.1: NETWORK SEGMENTATION | SECURITY MANAGEMENT SUBNETS 513
P-NET-06.2: NETWORK SEGMENTATION | VIRTUAL LOCAL AREA NETWORK (VLAN) SEPARATION 514
P-NET-06.3: NETWORK SEGMENTATION | SENSITIVE / REGULATED DATA ENCLAVE (SECURE ZONE) 514
P-NET-06.4: NETWORK SEGMENTATION | SEGREGATION FROM ENTERPRISE SERVICES 515
P-NET-06.5: NETWORK SEGMENTATION | DIRECT INTERNET ACCESS RESTRICTIONS 515
P-NET-06.6: NETWORK SEGMENTATION | MICROSEGMENTATION 516
P-NET-06.7: NETWORK SEGMENTATION | SOFTWARE DEFINED NETWORKING (SDN) 516
P-NET-07: NETWORK CONNECTION TERMINATION 517
P-NET-08: NETWORK INTRUSION DETECTION & PREVENTION SYSTEMS (NIDS/NIPS) 517
P-NET-08.1: NETWORK INTRUSION DETECTION & PREVENTION SYSTEMS (NIDS/NIPS) | DMZ NETWORKS 518
P-NET-08.2: NETWORK INTRUSION DETECTION & PREVENTION SYSTEMS (NIDS/NIPS) | WIRELESS INTRUSION
DETECTION/PREVENTION SYSTEMS (WIDS/WIPS) 518
P-NET-08.3: NETWORK INTRUSION DETECTION & PREVENTION SYSTEMS (NIDS/NIPS) | HOST CONTAINMENT 519
P-NET-08.4: NETWORK INTRUSION DETECTION & PREVENTION SYSTEMS (NIDS/NIPS) | RESOURCE CONTAINMENT 519
P-NET-09: SESSION INTEGRITY 519
P-NET-09.1: SESSION INTEGRITY | INVALIDATE SESSION IDENTIFIERS AT LOGOUT 520
P-NET-09.2: SESSION INTEGRITY | UNIQUE SYSTEM-GENERATED SESSION IDENTIFIERS 520
P-NET-10: DOMAIN NAME SERVICE (DNS) RESOLUTION 520
P-NET-10.1: DOMAIN NAME SERVICE (DNS) RESOLUTION | ARCHITECTURE & PROVISIONING FOR NAME/ADDRESS RESOLUTION
SERVICE 521
P-NET-10.2: DOMAIN NAME SERVICE (DNS) RESOLUTION | SECURE NAME/ADDRESS RESOLUTION SERVICE (RECURSIVE OR
CACHING RESOLVER) 522
P-NET-10.3: DOMAIN NAME SERVICE (DNS) RESOLUTION | SENDER PoLICY FRAMEWORK (SPF) 522
P-NET-10.4: DOMAIN NAME SERVICE (DNS) RESOLUTION | DOMAIN REGISTRAR SECURITY 522
P-NET-11: OuT-OF-BAND CHANNELS 523
P-NET-12: SAFEGUARDING DATA OVER OPEN NETWORKS 523
P-NET-12.1: SAFEGUARDING DATE OVER OPEN NETWORKS | WIRELESS LINK PROTECTION 524
P-NET-12.2: SAFEGUARDING DATE OVER OPEN NETWORKS | END-USER MESSAGING TECHNOLOGIES 524
P-NET-13: ELECTRONIC MESSAGING 525
P-NET-14: REMOTE ACCESS 525
P-NET-14.1: REMOTE ACCESS | AUTOMATED MONITORING & CONTROL 526
P-NET-14.2: REMOTE ACCESS | PROTECTION OF CONFIDENTIALITY/INTEGRITY USING ENCRYPTION 526
P-NET-14.3: REMOTE ACCESS | MANAGED ACCESS CONTROL POINTS 527
P-NET-14.4: REMOTE ACCESS | PRIVILEGED COMMANDS & ACCESS 527
P-NET-14.5: REMOTE ACCESS | WORK FROM ANYWHERE (WFA) — TELECOMMUTING SECURITY 528
P-NET-14.6: REMOTE ACCESS | THIRD-PARTY REMOTE ACCESS GOVERNANCE 528
P-NET-14.7: REMOTE ACCESS | ENDPOINT SECURITY VALIDATION 529
P-NET-14.8: REMOTE ACCESS | EXPEDITIOUS DISCONNECT/DISABLE CAPABILITY 529
P-NET-15: WIRELESS NETWORKING 530
P-NET-15.1: WIRELESS ACCESS | AUTHENTICATION & ENCRYPTION 530
P-NET-15.2: WIRELESS ACCESS | DISABLE WIRELESS NETWORKING 531
P-NET-15.3: WIRELESS ACCESS | RESTRICT CONFIGURATION BY USERS 531
P-NET-15.4: WIRELESS ACCESS | WIRELESS BOUNDARIES 531
P-NET-15.5: WIRELESS ACCESS | ROGUE WIRELESS DETECTION 532
P-NET-16: INTRANETS 532
P-NET-17: DATA Loss PREVENTION (DLP) 533
P-NET-18: DNS & CONTENT FILTERING 533
P-NET-18.1: DNS & CONTENT FILTERING | ROUTE INTERNAL TRAFFIC TO PROXY SERVERS 534
P-NET-18.2: DNS & CONTENT FILTERING | VISIBILITY OF ENCRYPTED COMMUNICATIONS 534
P-NET-18.3: DNS & CONTENT FILTERING | ROUTE PRIVILEGED NETWORK ACCESS 535
P-NET-18.4: DNS & CONTENT FILTERING | PROTOCOL COMPLIANCE ENFORCEMENT 535
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P-NET-18.5: DNS & CONTENT FILTERING | DOMAIN NAME VERIFICATION 535

P-NET-18.6: DNS & CONTENT FILTERING | INTERNET ADDRESS DENYLISTING 536
P-NET-18.7: DNS & CONTENT FILTERING | BANDWIDTH CONTROL 536
P-NET-18.8: DNS & CONTENT FILTERING | AUTHENTICATED PROXY 537
P-NET-18.9: DNS & CONTENT FILTERING | CERTIFICATE DENYLISTING 537
P-NET-19: CONTENT DISARM AND RECONSTRUCTION (CDR) 537
P-NET-20: EMAIL CONTENT PROTECTIONS 538
P-NET-20.1: EMAIL CONTENT PROTECTIONS | EMAIL DOMAIN REPUTATION PROTECTIONS 538
P-NET-20.2: EMAIL CONTENT PROTECTIONS | EMAIL DOMAIN REPUTATION PROTECTIONS 539
P-NET-20.3: EMAIL CONTENT PROTECTIONS | AUTHENTICATED RECEIVED CHAIN 539
P-NET-20.4: EMAIL CONTENT PROTECTIONS | DOMAIN-BASED MESSAGE AUTHENTICATION REPORTING AND CONFORMANCE
(DMARC) 539
P-NET-20.5: EMAIL CONTENT PROTECTIONS | USER DIGITAL SIGNATURES FOR OUTGOING EMAIL 540
P-NET-20.6: EMAIL CONTENT PROTECTIONS | ENCRYPTION FOR OUTGOING EMAIL 540
P-NET-20.7: EMAIL CONTENT PROTECTIONS | ADAPTIVE EMAIL PROTECTIONS 540
P-NET-20.8: EMAIL CONTENT PROTECTIONS | EMAIL LABELING 541
P-NET-20.9: EMAIL CONTENT PROTECTIONS | USER THREAT REPORTING 541
PHYSICAL & ENVIRONMENTAL SECURITY (PES) PROCEDURE 543
P-PES-01: PHYSICAL & ENVIRONMENTAL PROTECTIONS 543
P-PES-01.1: PHYSICAL & ENVIRONMENTAL PROTECTIONS | PHYSICAL SECURITY PLAN (PSP) 543
P-PES-01.2: PHYSICAL & ENVIRONMENTAL PROTECTIONS | ZONE-BASED PHYSICAL SECURITY 544
P-PES-02: PHYSICAL ACCESS AUTHORIZATIONS 545
P-PES-02.1: PHYSICAL ACCESS AUTHORIZATIONS | ROLE-BASED PHYSICAL ACCESS 545
P-PES-02.2: PHYSICAL ACCESS AUTHORIZATIONS | DUAL AUTHORIZATION FOR PHYSICAL ACCESS 546
P-PES-03: PHYSICAL ACCESS CONTROL 546
P-PES-03.1: PHYSICAL ACCESS CONTROL | CONTROLLED INGRESS & EGRESS POINTS 548
P-PES-03.2: PHYSICAL ACCESS CONTROL | LOCKABLE PHYSICAL CASINGS 548
P-PES-03.3: PHYSICAL ACCESS CONTROL | PHYSICAL ACCESS LOGS 549
P-PES-03.4: PHYSICAL ACCESS CONTROL | ACCESS To CRITICAL SYSTEMS 549
P-PES-04: PHYSICAL SECURITY OF OFFICES, ROOMS & FACILITIES 550
P-PES-04.1: PHYSICAL SECURITY OF OFFICES, ROOMS & FACILITIES | WORKING IN SECURE AREAS 550
P-PES-04.2: PHYSICAL SECURITY OF OFFICES, ROOMS & FACILITIES | SEARCHES 551
P-PES-04.3: PHYSICAL SECURITY OF OFFICES, ROOMS & FACILITIES | TEMPORARY STORAGE 551
P-PES-05: MONITORING PHYSICAL ACCESS 552
P-PES-05.1: MONITORING PHYSICAL ACCESS | INTRUSION ALARMS/SURVEILLANCE EQUIPMENT 552
P-PES-05.2: MONITORING PHYSICAL ACCESS | MONITORING PHYSICAL ACCESS TO CRITICAL SYSTEMS 553
P-PES-06: VISITOR CONTROL 553
P-PES-06.1: ViSITOR CONTROL | DISTINGUISH VISITORS FROM ON-SITE PERSONNEL 554
P-PES-06.2: VISITOR CONTROL | IDENTIFICATION REQUIREMENT 554
P-PES-06.3: ViSITOR CONTROL | RESTRICT UNESCORTED ACCESS 555
P-PES-06.4: VisITOR CONTROL | AUTOMATED RECORDS MANAGEMENT & REVIEW 555
P-PES-06.5: VisITOR CONTROL | MINIMIZE VISITOR PERSONAL DATA (PD) 556
P-PES-06.6: VisITOR CONTROL | VISITOR ACCESS REVOCATION 556
P-PES-07: SUPPORTING UTILITIES 556
P-PES-07.1: SUPPORTING UTILITIES | AUTOMATIC VOLTAGE CONTROLS 557
P-PES-07.2: SUPPORTING UTILITIES | EMERGENCY SHUTOFF 557
P-PES-07.3: SUPPORTING UTILITIES | EMERGENCY POWER 558
P-PES-07.4: SUPPORTING UTILITIES | EMERGENCY LIGHTING 558
P-PES-07.5: SUPPORTING UTILITIES | WATER DAMAGE PROTECTION 558
P-PES-07.6: SUPPORTING UTILITIES | AUTOMATION SUPPORT FOR WATER DAMAGE PROTECTION 559
P-PES-07.7: SUPPORTING UTILITIES | REDUNDANT CABLING 559
P-PES-08: FIRE PROTECTION 559
P-PES-08.1: FIRE PROTECTION | FIRE DETECTION DEVICES 560
P-PES-08.2: FIRE PROTECTION | FIRE SUPPRESSION DEVICES 560
P-PES-08.3: FIRE PROTECTION | AUTOMATIC FIRE SUPPRESSION 561
P-PES-09: TEMPERATURE & HUMIDITY CONTROLS 561
P-PES-09.1: TEMPERATURE & HUMIDITY CONTROLS | MONITORING WITH ALARMS/NOTIFICATIONS 561
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P-PES-10: DELIVERY & REMOVAL 562
P-PES-11: ALTERNATE WORK SITE 562
P-PES-12: EQUIPMENT SITING & PROTECTION 563
P-PES-12.1: EQUIPMENT SITING & PROTECTION | TRANSMISSION MEDIUM SECURITY 563
P-PES-12.2: EQUIPMENT SITING & PROTECTION | ACCESS CONTROL FOR OUTPUT DEVICES 564
P-PES-13: INFORMATION LEAKAGE DUE TO ELECTROMAGNETIC SIGNALS EMANATIONS 564
P-PES-14: ASSET MONITORING AND TRACKING 565
P-PES-15: ELECTROMAGNETIC PULSE (EMP) PROTECTION 565
P-PES-16: COMPONENT MARKING 566
P-PES-17: PROXIMITY SENSOR 566
P-PES-18: ON-SITE CLIENT SEGREGATION 567
P-PES-19: PHYSICAL ACCESS DEVICE INVENTORIES 567
DATA PRIVACY (PRI) PROCEDURES 569
P-PRI-01: DATA PRIVACY PROGRAM 569
P-PRI-01.1: DATA PRIVACY PROGRAM | CHIEF PRIVACY OFFICER (CPO) 569
P-PRI-01.2: DATA PRIVACY PROGRAM | PRIVACY ACT STATEMENTS 570
P-PRI-01.3: DATA PRIVACY PROGRAM | DISSEMINATION OF PRIVACY PROGRAM INFORMATION 570
P-PRI-01.4: DATA PRIVACY PROGRAM | DATA PROTECTION OFFICER (DPQ) 571
P-PRI-01.5: DATA PRIVACY PROGRAM | BINDING CORPORATE RULES (BCR) 571
P-PRI-01.6: DATA PRIVACY PROGRAM | SECURITY OF PERSONAL DATA 571
P-PRI-01.7: DATA PRIVACY PROGRAM | LIMITING PERSONAL DATA (PD) DISCLOSURES 572
P-PRI-01.8: DATA PRIVACY PROGRAM | DATA FIDUCIARY 572
P-PRI-01.9: DATA PRIVACY PROGRAM | PERSONAL DATA (PD) PROCESS MANAGER 573
P-PRI-01.10: DATA PRIVACY PROGRAM | FINANCIAL INCENTIVES FOR PERSONAL DATA (PD) 573
P-PRI-01.11: DATA PRIVACY PROGRAM | REASONABLE DATA PRIVACY PRACTICES 573
P-PRI-02: DATA PRIVACY NOTICE 574
P-PRI-02.1: DATA PRIVACY NOTICE | PURPOSE SPECIFICATION 575
P-PRI-02.2: DATA PRIVACY NOTICE | AUTOMATED DATA MANAGEMENT PROCESSES 575
P-PRI-02.3: DATA PRIVACY NOTICE | COMPUTER MATCHING AGREEMENTS (CMA) 576
P-PRI-02.4: DATA PRIVACY NOTICE | SYSTEM OF RECORDS NOTICE (SORN) 576
P-PRI-02.5: DATA PRIVACY NOTICE | SYSTEM OF RECORDS NOTICE (SORN) REVIEW PROCESS 576
P-PRI-02.6: DATA PRIVACY NOTICE | PRIVACY ACT EXEMPTIONS 577
P-PRI-02.7: DATA PRIVACY NOTICE | REAL-TIME OR LAYERED NOTICE 577
P-PRI-02.8: DATA PRIVACY NOTICE | PURPOSE COMPATIBILITY 578
P-PRI-02.9: DATA PRIVACY NOTICE | PRIVACY NOTICE FORMATTING 578
P-PRI-02.10: DATA PRIVACY NOTICE | SYMMETRY IN CHOICE 579
P-PRI-02.11: DATA PRIVACY NOTICE | CHOICE ARCHITECTURE 579
P-PRI-02.12: DATA PRIVACY NOTICE | CHOICE ARCHITECTURE TESTING 579
P-PRI-02.13: DATA PRIVACY NOTICE | NOTICE OF RIGHT TO LIMIT 580
P-PRI-02.14: DATA PRIVACY NOTICE | ALTERNATIVE MEANS TO DELIVER PRIVACY NOTICE 580
P-PRI-03: CHOICE & CONSENT 580
P-PRI-03.1: CHOICE & CONSENT | TAILORED CONSENT 581
P-PRI-03.2: CHOICE & CONSENT | JUST-IN-TIME NOTICE & UPDATED CONSENT 581
P-PRI-03.3: CHOICE & CONSENT | PROHIBITION OF SELLING, PROCESSING AND/OR SHARING PERSONAL DATA (PD) 582
P-PRI-03.4: CHOICE & CONSENT | REVOKE CONSENT 582
P-PRI-03.5: CHOICE & CONSENT | PRODUCT OR SERVICE DELIVERY RESTRICTIONS 583
P-PRI-03.6: CHOICE & CONSENT | AUTHORIZED AGENT 583
P-PRI-03.7: CHOICE & CONSENT | ACTIVE PARTICIPATION BY DATA SUBJECTS 583
P-PRI-03.8: CHOICE & CONSENT | GLOBAL PRIVACY CONTROL (GPC) 584
P-PRI-03.9: CHOICE & CONSENT | CONTINUED USE OF PERSONAL DATA (PD) 584
P-PRI-03.10: CHOICE & CONSENT | CEASE PROCESSING, STORING AND/OR SHARING PERSONAL DATA (PD) 585
P-PRI-03.11: CHOICE & CONSENT | COMMUNICATING PROCESSING CHANGES 585
P-PRI-03.12: CHOICE & CONSENT | DATA SUBJECT OPT-IN CONSENT 585
P-PRI-083.13: CHOICE & CONSENT | DATA SUBJECT OPT-IN CONSENT 586
P-PRI-04: RESTRICT COLLECTION TO IDENTIFIED PURPOSE 586

P-PRI-04.1: RESTRICT COLLECTION TO IDENTIFIED PURPOSE | AUTHORITY TO COLLECT, PROCESS, STORE & SHARE PERSONAL DATA

(PD)
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P-PRI-04.2: RESTRICT COLLECTION TO IDENTIFIED PURPOSE | PRIMARY SOURCES 587

P-PRI-04.3: RESTRICT COLLECTION TO IDENTIFIED PURPOSE | IDENTIFIABLE IMAGE COLLECTION 588
P-PRI-04.4: RESTRICT COLLECTION TO IDENTIFIED PURPOSE | ACQUIRED PERSONAL DATA (PD) 588
P-PRI-04.5: RESTRICT COLLECTION TO IDENTIFIED PURPOSE | VALIDATE COLLECTED PERSONAL DATA (PD) 588
P-PRI-04.6: RESTRICT COLLECTION TO IDENTIFIED PURPOSE | RE-VALIDATE COLLECTED PERSONAL DATA (PD) 589
P-PRI-04.7: RESTRICT COLLECTION TO IDENTIFIED PURPOSE | PERSONAL DATA (PD) COLLECTION METHODS 589
P-PRI-05: PERSONAL DATA (PD) RETENTION & DISPOSAL 589
P-PRI-05.1: PERSONAL DATA (PD) RETENTION & DISPOSAL | INTERNAL USE OF PERSONAL DATA FOR TESTING, TRAINING AND
RESEARCH 590
P-PRI-05.2: PERSONAL DATA (PD) RETENTION & DISPOSAL | PERSONAL DATA ACCURACY & INTEGRITY 590
P-PRI-05.3: PERSONAL DATA (PD) RETENTION & DISPOSAL | DATA MASKING 591
P-PRI-05.4: PERSONAL DATA (PD) RETENTION & DISPOSAL | USAGE RESTRICTIONS OF SENSITIVE PERSONAL DATA (PD) 591
P-PRI-05.5: PERSONAL DATA (PD) RETENTION & DISPOSAL | INVENTORY OF PERSONAL DATA (PD) 592
P-PRI-05.6: PERSONAL DATA (PD) RETENTION & DISPOSAL | PERSONAL DATA (PD) INVENTORY AUTOMATION SUPPORT 592
P-PRI-05.7: PERSONAL DATA (PD) RETENTION & DISPOSAL | PERSONAL DATA (PD) CATEGORIES 593
P-PRI-05.8: PERSONAL DATA (PD) RETENTION & DISPOSAL | PERSONAL DATA (PD) FORMATS 593
P-PRI-06: DATA SUBJECT EMPOWERMENT 593
P-PRI-06.1: DATA SUBJECT EMPOWERMENT | CORRECTING INACCURATE PERSONAL DATA 594
P-PRI-06.2: DATA SUBJECT EMPOWERMENT | NOTICE OF CORRECTION OR PROCESSING CHANGE 595
P-PRI-06.3: DATA SUBJECT EMPOWERMENT | APPEAL ADVERSE DECISION 595
P-PRI-06.4: DATA SUBJECT EMPOWERMENT | USER FEEDBACK MANAGEMENT 595
P-PRI-06.5: DATA SUBJECT EMPOWERMENT | RIGHT TO ERASURE 596
P-PRI-06.6: DATA SUBJECT EMPOWERMENT | DATA PORTABILITY 596
P-PRI-06.7: DATA SUBJECT EMPOWERMENT | PERSONAL DATA (PD) EXPORTABILITY 597
P-PRI-06.8: DATA SUBJECT EMPOWERMENT | DATA SUBJECT AUTHENTICATION 597
P-PRI-07: INFORMATION SHARING WITH THIRD PARTIES 597
P-PRI-07.1: INFORMATION SHARING WITH THIRD PARTIES | PRIVACY REQUIREMENTS FOR CONTRACTORS & SERVICE PROVIDERS 598
P-PRI-07.2: INFORMATION SHARING WITH THIRD PARTIES | JOINT PROCESSING OF PERSONAL DATA (PD) 599
P-PRI-07.3: INFORMATION SHARING WITH THIRD PARTIES | OBLIGATION TO INFORM THIRD PARTIES 599
P-PRI-07.4: INFORMATION SHARING WITH THIRD PARTIES | REJECT UNAUTHENTICATED OR UNTRUSTWORTHY DISCLOSURE REQUESTS
599
P-PRI-07.5: INFORMATION SHARING WITH THIRD PARTIES | JUSTIFICATION TO REJECT DISCLOSURE REQUESTS 600
P-PRI-08: TESTING, TRAINING & MONITORING 600
P-PRI-09: PERSONAL DATA LINEAGE 601
P-PRI-10: DATA QUALITY MANAGEMENT 601
P-PRI-10.1: DATA QUALITY MANAGEMENT | DATA QUALITY AUTOMATION 602
P-PRI-10.2: DATA QUALITY MANAGEMENT | DATA ANALYTICS BIAS 602
P-PRI-11: DATATAGGING 602
P-PRI-12: UPDATING PERSONAL DATA (PD) PROCESS 603
P-PRI-12.1: UPDATING PERSONAL DATA (PD) PROCESS | ENABLING DATA SUBJECTS TO UPDATE PERSONAL DATA (PD) 603
P-PRI-13: DATA MANAGEMENT BOARD 604
P-PRI-14: DOCUMENTING DATA PROCESSING ACTIVITIES 604
P-PRI-14.1: DOCUMENTING DATA PROCESSING ACTIVITIES | ACCOUNTING OF DISCLOSURES 605
P-PRI-14.2: DOCUMENTING DATA PROCESSING ACTIVITIES | NOTIFICATION OF DISCLOSURE REQUEST TO DATA SUBJECT 605
P-PRI-15: REGISTER AS A DATA CONTROLLER AND/OR DATA PROCESSOR 606
P-PRI-16: POTENTIAL HUMAN RIGHTS ABUSES 606
P-PRI-17: DATA SUBJECT COMMUNICATIONS 607
P-PRI-17.1: DATA SUBJECT COMMUNICATIONS | CONSPICUOUS LINK TO PRIVACY NOTICE 607
P-PRI-17.2: DATA SUBJECT COMMUNICATIONS | NOTICE OF FINANCIAL INCENTIVE 607
P-PRI-17.3: DATA SUBJECT COMMUNICATIONS | DATA SUBJECT COMMUNICATIONS DOCUMENTATION 608
P-PRI-17.4: DATA SUBJECT COMMUNICATIONS | DATA SUBJECT COMMUNICATIONS METRICS 608
P-PRI-17.5: DATA SUBJECT COMMUNICATIONS | DATA SUBJECT COMMUNICATIONS DISCLOSURE 609
P-PRI-18: DATA CONTROLLER COMMUNICATIONS 609
P-PRI-19: AUTOMATED DECISION-MAKING TECHNOLOGY (ADMT) FOR DATA SUBJECT ACTIONS 609
P-PRI-19.1: AUTOMATED DECISION-MAKING TECHNOLOGY (ADMT) FOR DATA SUBJECT ACTIONS | AUTOMATED DECISION-MAKING
TECHNOLOGY (ADMT) USE NOTIFICATION 670
P-PRI-19.2: AUTOMATED DECISION-MAKING TECHNOLOGY (ADMT) FOR DATA SUBJECT ACTIONS | AUTOMATED DECISION-MAKING
TECHNOLOGY (ADMT) OPT-OUT CONSENT 670
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P-PRI-19.3: AUTOMATED DECISION-MAKING TECHNOLOGY (ADMT) FOR DATA SUBJECT ACTIONS | AUTOMATED DECISION-MAKING

TECHNOLOGY (ADMT) TRANSPARENCY 611
P-PRI-20: DATA BROKERS 611
P-PRI-21: NoTIiCE OF RIGHT To OPT-OUT 611

P-PRI-21.1: NOTICE OF RIGHT To OPT-OUT | OPT-OUT LINKS 612

P-PRI-21.2: NOTICE OF RIGHT TO OPT-OUT | ALTERNATIVE OUT-OUT LINK 612

PROJECT & RESOURCE MANAGEMENT (PRM) PROCEDURES 614
P-PRM-01: CYBERSECURITY & DATA PROTECTION PORTFOLIO MANAGEMENT 614

P-PRM-01.1: CYBERSECURITY & DATA PROTECTION PORTFOLIO MANAGEMENT | STRATEGIC PLAN & OBJECTIVES 674

P-PRM-01.2: CYBERSECURITY & DATA PROTECTION PORTFOLIO MANAGEMENT | TARGETED CAPABILITY MATURITY LEVELS 615
P-PRM-02: CYBERSECURITY & DATA PROTECTION RESOURCE MANAGEMENT 615

P-PRM-02.1: CYBERSECURITY & DATA PROTECTION RESOURCE MANAGEMENT | PRIORITIZATION TO ADDRESS EVOLVING RISKS &

THREATS 616
P-PRM-03: ALLOCATION OF RESOURCES 616
P-PRM-04: CYBERSECURITY & DATA PROTECTION IN PROJECT MANAGEMENT 617
P-PRM-05: CYBERSECURITY & DATA PROTECTION REQUIREMENTS DEFINITION 617
P-PRM-06: BUSINESS PROCESS DEFINITION 617
P-PRM-07: SYSTEM DEVELOPMENT LIFE CYCLE (SDLC) MANAGEMENT 618
P-PRM-08: MANAGE ORGANIZATIONAL KNOWLEDGE 618

RISk MANAGEMENT (RSK) PROCEDURES y N N 620
P-RSK-01: RiIsKk MANAGEMENT PROGRAM (RMP) 620

P-RSK-01.1: RISk MANAGEMENT PROGRAM (RMP) | RISK FRAMING 620

P-RSK-01.2: RISk MANAGEMENT PROGRAM (RMP) | RISK MANAGEMENT RESOURCING 621

P-RSK-01.3: RiIsk MANAGEMENT PROGRAM (RMP) | RISK TOLERANCE 621

P-RSK-01.4: RiIsk MANAGEMENT PROGRAM (RMP) | RISk THRESHOLD 622

P-RSK-01.5: Risk MANAGEMENT PROGRAM (RMP) | RISK APPETITE 622
P-RSK-02: RiSK-BASED SECURITY CATEGORIZATION 623

P-RSK-02.1: RiSK-BASED SECURITY CATEGORIZATION | IMPACT-LEVEL PRIORITIZATION 623
P-RSK-03: RISK IDENTIFICATION 624

P-RSK-03.1: RISK IDENTIFICATION | RISk CATALOG 624
P-RSK-04: RISK ASSESSMENT 624

P-RSK-04.1: RISk ASSESSMENT | RISK REGISTER 626

P-RSK-04.2: RISK ASSESSMENT | RISK ASSESSMENT METHODOLOGY 626

P-RSK-04.3: RISK ASSESSMENT | INSTANCES REQUIRING A RISK ASSESSMENT 626

P-RSK-04.4: RiSK ASSESSMENT | RISK ASSESSMENT STAKEHOLDER INVOLVEMENT 627
P-RSK-05: RISk RANKING 627
P-RSK-06: RISk REMEDIATION 628

P-RSK-06.1: RISk REMEDIATION | RISK RESPONSE 628

P-RSK-06.2: Risk REMEDIATION | COMPENSATING COUNTERMEASURES 629

P-RSK-06.3: Risk REMEDIATION | RISK TREATMENT OPTIONS 629

P-RSK-06.4: Risk REMEDIATION | RISK TREATMENT PLAN 630
P-RSK-07: RISk ASSESSMENT UPDATE 630
P-RSK-08: BUSINESS IMPACT ANALYSIS (BIA) 631
P-RSK-09: SuPPLY CHAIN RISk MANAGEMENT (SCRM) PROGRAM 631

P-RSK-09.1: SUPPLY CHAIN RISK MANAGEMENT (SCRM) PROGRAM | SUPPLY CHAIN RISK ASSESSMENT 633

P-RSK-09.2: SUPPLY CHAIN RISk MANAGEMENT (SCRM) PROGRAM | Al & AUTONOMOUS TECHNOLOGIES SUPPLY CHAIN IMPACTS

633
P-RSK-10: DATA PROTECTION IMPACT ASSESSMENT (DPIA) 634
P-RSK-11: RISK MONITORING 635
P-RSK-12: RiIsk CULTURE 635
P-RSK-13: EXECUTIVE LEADERSHIP APPROVAL FOR MANAGING MATERIAL RISK 636
P-RSK-13.1: EXECUTIVE LEADERSHIP APPROVAL FOR MANAGING MATERIAL RISK | DOCUMENTED ALTERNATIVES 636
P-RSK-13.2: EXECUTIVE LEADERSHIP APPROVAL FOR MANAGING MATERIAL RISK | DOCUMENTED ALTERNATIVES 637
SECURE ENGINEERING & ARCHITECTURE (SEA) PROCEDURE 639
P-SEA-01: SECURE ENGINEERING PRINCIPLES 639
P-SEA-01.1: SECURE ENGINEERING PRINCIPLES | CENTRALIZED MANAGEMENT OF CYBERSECURITY & DATA PROTECTION CONTROLS
640
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P-SEA-01.2: SECURE ENGINEERING PRINCIPLES | ACHIEVING RESILIENCE REQUIREMENTS 640

P-SEA-01.3: SECURE ENGINEERING PRINCIPLES | RESILIENCE CAPABILITIES 641
P-SEA-02: ALIGNMENT WITH ENTERPRISE ARCHITECTURE 642
P-SEA-02.1: ALIGNMENT WITH ENTERPRISE ARCHITECTURE | STANDARDIZED TERMINOLOGY 642
P-SEA-02.2: ALIGNMENT WITH ENTERPRISE ARCHITECTURE | OUTSOURCING NON-ESSENTIAL FUNCTIONS OR SERVICES 643
P-SEA-02.3: ALIGNMENT WITH ENTERPRISE ARCHITECTURE | TECHNICAL DEBT REVIEWS 643
P-SEA-03: DEFENSE-IN-DEPTH (DID) ARCHITECTURE 643
P-SEA-03.1: DEFENSE-IN-DEPTH (DID) ARCHITECTURE | SYSTEM PARTITIONING 644
P-SEA-03.2: DEFENSE-IN-DEPTH (DID) ARCHITECTURE | APPLICATION PARTITIONING 644
P-SEA-04: PROCESS ISOLATION 645
P-SEA-04.1: PROCESS ISOLATION | SECURITY FUNCTION ISOLATION 645
P-SEA-04.2: PROCESS ISOLATION | HARDWARE SEPARATION 646
P-SEA-04.3: PROCESS ISOLATION | THREAD SEPARATION 646
P-SEA-04.4: PROCESS ISOLATION | SYSTEM PRIVILEGES ISOLATION 646
P-SEA-05: INFORMATION IN SHARED RESOURCES 647
P-SEA-06: PREVENT PROGRAM EXECUTION 647
P-SEA-07: PREDICTABLE FAILURE ANALYSIS 648
P-SEA-07.1: PREDICTABLE FAILURE ANALYSIS | TECHNOLOGY LIFECYCLE MANAGEMENT 648
P-SEA-07.2: PREDICTABLE FAILURE ANALYSIS | FAIL SECURE 649
P-SEA-07.3: PREDICTABLE FAILURE ANALYSIS | FAIL SAFE 649
P-SEA-08: NON-PERSISTENCE 649
P-SEA-08.1: NON-PERSISTENCE | REFRESH FROM TRUSTED SOURCES 650
P-SEA-09: INFORMATION OUTPUT FILTERING 650
P-SEA-09.1: INFORMATION QUTPUT FILTERING | LIMIT PERSONAL DATA (PD) DISSEMINATION 651
P-SEA-10: MEMORY PROTECTION 651
P-SEA-11: HONEYPOTS 651
P-SEA-12: HONEYCLIENTS 652
P-SEA-13: HETEROGENEITY 652
P-SEA-13.1: HETEROGENEITY | VIRTUALIZATION TECHNIQUES 653
P-SEA-14: CONCEALMENT & MISDIRECTION 653
P-SEA-14.1: CONCEALMENT & MISDIRECTION | RANDOMNESS 653
P-SEA-14.2: CONCEALMENT & MISDIRECTION | CHANGE PROCESSING & STORAGE LOCATIONS 654
P-SEA-15: DISTRIBUTED PROCESSING & STORAGE 654
P-SEA-16: NON-MODIFIABLE EXECUTABLE PROGRAMS 655
P-SEA-17: SECURE LOG-ON PROCEDURES 655
P-SEA-18: SYSTEM USE NOTIFICATION (LOGON BANNER) 655
P-SEA-18.1: SYSTEM USE NOTIFICATION | STANDARDIZED MICROSOFT WINDOWS BANNER 656
P-SEA-18.2: SYSTEM USE NOTIFICATION | TRUNCATED BANNER 656
P-SEA-19: PREVIOUS LOGON NOTIFICATION 657
P-SEA-20: CLOCK SYNCHRONIZATION 657
P-SEA-21: APPLICATION CONTAINER 658
P-SEA-22: PRIVILEGED ENVIRONMENTS 658
SECURITY OPERATIONS (OPS) PROCEDURES 660
P-OPS-01: OPERATIONS SECURITY 660
P-OPS-01.1: OPERATIONS SECURITY | STANDARDIZED OPERATING PROCEDURES (SOP) 660
P-OPS-02: SECURITY CONCEPT OF OPERATIONS (CONOPS) 661
P-OPS-03: SERVICE DELIVERY (BUSINESS PROCESS SUPPORT) 662
P-OPS-04: SECURITY OPERATIONS CENTER (SOC) 662
P-OPS-05: SECURE PRACTICES GUIDELINES 663
P-OPS-06: SECURITY ORCHESTRATION, AUTOMATION, AND RESPONSE (SOAR) 663
P-OPS-07: SHADOW INFORMATION TECHNOLOGY DETECTION 664
SECURITY AWARENESS & TRAINING (SAT) PROCEDURES 665
P-SAT-01: CYBERSECURITY & DATA PROTECTION-MINDED WORKFORCE 665
P-SAT-01.1: CYBERSECURITY & DATA PROTECTION-MINDED WORKFORCE | MAINTAINING WORKFORCE DEVELOPMENT RELEVANCY
665
P-SAT-02: CYBERSECURITY & DATA PROTECTION AWARENESS TRAINING 666

P-SAT-02.1: CYBERSECURITY & DATA PROTECTION AWARENESS TRAINING | SIMULATED CYBER ATTACK SCENARIO TRAINING 667
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P-SAT-02.2: CYBERSECURITY & DATA PROTECTION AWARENESS TRAINING | SOCIAL ENGINEERING & MINING
P-SAT-03: CYBERSECURITY & DATA PROTECTION ROLE-BASED TRAINING
P-SAT-03.1: CYBERSECURITY & DATA PROTECTION TRAINING | PRACTICAL EXERCISES

668
668
669

P-SAT-03.2: CYBERSECURITY & DATA PROTECTION TRAINING | SUSPICIOUS COMMUNICATIONS & ANOMALOUS SYSTEM BEHAVIOR

670

P-SAT-03.3: CYBERSECURITY & DATA PROTECTION TRAINING | SENSITIVE / REGULATED DATA STORAGE, HANDLING & PROCESSING

P-SAT-03.4: CYBERSECURITY & DATA PROTECTION TRAINING | VENDOR SECURITY TRAINING
P-SAT-03.5: CYBERSECURITY & DATA PROTECTION TRAINING | PRIVILEGED USERS
P-SAT-03.6: CYBERSECURITY & DATA PROTECTION TRAINING | CYBER THREAT ENVIRONMENT

670
671
671
671

P-SAT-03.7: CYBERSECURITY & DATA PROTECTION TRAINING | CONTINUING PROFESSIONAL EDUCATION (CPE) - CYBERSECURITY &

DATA PRIVACY PERSONNEL 672
P-SAT-03.8: CYBERSECURITY & DATA PROTECTION TRAINING | CONTINUING PROFESSIONAL EDUCATION (CPE) - DEVOPS
PERSONNEL 672
P-SAT-03.9: CYBERSECURITY & DATA PROTECTION TRAINING | COUNTERINTELLIGENCE TRAINING 673
P-SAT-04: CYBERSECURITY & DATA PROTECTION TRAINING RECORDS 673
P-SAT-05: CYBERSECURITY KNOWLEDGE SHARING 673
TECHNOLOGY DEVELOPMENT & ACQUISITION (TDA) PROCEDURES 675
P-TDA-01: TECHNOLOGY DEVELOPMENT & ACQUISITION 675
P-TDA-01.1: TECHNOLOGY DEVELOPMENT & ACQUISITION | PRODUCT MANAGEMENT 675
P-TDA-01.2: TECHNOLOGY DEVELOPMENT & ACQUISITION | INTEGRITY MECHANISMS FOR SOFTWARE/FIRMWARE UPDATES 676
P-TDA-01.3: TECHNOLOGY DEVELOPMENT & ACQUISITION | MALWARE TESTING PRIOR TO RELEASE 677
P-TDA-01.4: TECHNOLOGY DEVELOPMENT & ACQUISITION | DEVSECOPS 677
P-TDA-02: MINIMUM VIABLE PRODUCT (MVP) SECURITY REQUIREMENTS 677
P-TDA-02.1: MINIMUM VIABLE PRODUCT (MVP) SECURITY REQUIREMENTS | PORTS, PROTOCOLS & SERVICES IN USE 678

P-TDA-02.2: MINIMUM VIABLE PRODUCT (MVP) SECURITY REQUIREMENTS | INFORMATION ASSURANCE ENABLED PRODUCTS 678
P-TDA-02.3: MiNIMUM VIABLE PRODUCT (MVP) SECURITY REQUIREMENTS | DEVELOPMENT METHODS, TECHNIQUES & PROCESSES

678

P-TDA-02.4: MiNiIMUM VIABLE PRODUCT (MVP) SECURITY REQUIREMENTS | PRE-ESTABLISHED SECURITY CONFIGURATIONS 679
P-TDA-02.5: MINIMUM VIABLE PRODUCT (MVP) SECURITY REQUIREMENTS | IDENTIFICATION & JUSTIFICATION OF PORTS,

PROTOCOLS & SERVICES
P-TDA-02.6: MINIMUM VIABLE PRODUCT (MVP) SECURITY REQUIREMENTS | USE OF INSECURE PORTS, PROTOCOLS &

679
SERVICES 680

P-TDA-02.7: MiNIMUM VIABLE PRODUCT (MVP) SECURITY REQUIREMENTS | CYBERSECURITY & DATA PRIVACY REPRESENTATIVES

For PRODUCT CHANGES 680
P-TDA-02.8: MiNIMUM VIABLE PRODUCT (MVP) SECURITY REQUIREMENTS | MINIMIZING ATTACK SURFACES 680
P-TDA-02.9: MiNIMUM VIABLE PRODUCT (MVP) SECURITY REQUIREMENTS | ONGOING PRODUCT SECURITY SUPPORT 681
P-TDA-02.10: MINIMUM VIABLE PRODUCT (MVP) SECURITY REQUIREMENTS | PRODUCT TESTING & REVIEWS 681
P-TDA-02.11: MINIMUM VIABLE PRODUCT (MVP) SECURITY REQUIREMENTS | DISCLOSURE OF VULNERABILITIES 682
P-TDA-02.12: MINIMUM VIABLE PRODUCT (MVP) SECURITY REQUIREMENTS | PRODUCTS WITH DIGITAL ELEMENTS 682
P-TDA-02.13: MINIMUM VIABLE PRODUCT (MV/P) SECURITY REQUIREMENTS | REPORTING EXPLOITABLE VVULNERABILITIES 683
P-TDA-02.14: MINIMUM VIABLE PRODUCT (MV/P) SECURITY REQUIREMENTS | LOGGING SYNTAX 683
P-TDA-03: COMMERCIAL OFF-THE-SHELF (COTS) SECURITY SOLUTIONS 683
P-TDA-03.1: COMMERCIAL OFF-THE-SHELF (COTS) SECURITY SOLUTIONS | SUPPLIER DIVERSITY 684
P-TDA-04: DOCUMENTATION REQUIREMENTS 684
P-TDA-04.1: DOCUMENTATION REQUIREMENTS | FUNCTIONAL PROPERTIES 685
P-TDA-04.2: DOCUMENTATION REQUIREMENTS | SOFTWARE BILL OF MATERIALS (SBOM) 685
P-TDA-05: DEVELOPER ARCHITECTURE & DESIGN 686
P-TDA-05.1: DEVELOPER ARCHITECTURE & DESIGN | PHYSICAL DIAGNOSTIC & TEST INTERFACES 687
P-TDA-05.2: DEVELOPER ARCHITECTURE & DESIGN | DIAGNOSTIC & TEST INTERFACE MONITORING 687
P-TDA-06: SECURE SOFTWARE DEVELOPMENT PRACTICES (SSDP) 688
P-TDA-06.1: SECURE CODING | CRITICALITY ANALYSIS 689
P-TDA-06.2: SECURE CODING | THREAT MODELING 690
P-TDA-06.3: SECURE CODING | SOFTWARE ASSURANCE MATURITY MODEL (SAMM) 690
P-TDA-06.4: SECURE CODING | SUPPORTING TOOLCHAIN 691
P-TDA-06.5: SECURE CODING | SOFTWARE DESIGN REVIEW 691
P-TDA-06.6: SECURE CODING | SOFTWARE DESIGN ROOT CAUSE ANALYSIS 691
P-TDA-07: SECURE DEVELOPMENT ENVIRONMENTS 692
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P-TDA-08: SEPARATION OF DEVELOPMENT, TESTING & OPERATIONAL ENVIRONMENTS 692

P-TDA-08.1: SEPARATION OF DEVELOPMENT, TESTING & OPERATIONAL ENVIRONMENTS | SECURE MIGRATION PRACTICES 693
P-TDA-09: CYBERSECURITY & DATA PROTECTION TESTING THROUGHOUT DEVELOPMENT 693
P-TDA-09.1: CYBERSECURITY & DATA PROTECTION TESTING THROUGHOUT DEVELOPMENT | CONTINUOUS MONITORING PLAN 694
P-TDA-09.2: CYBERSECURITY & DATA PROTECTION TESTING THROUGHOUT DEVELOPMENT | STATIC CODE ANALYSIS 694
P-TDA-09.3: CYBERSECURITY & DATA PRIVACY TESTING THROUGHOUT DEVELOPMENT | DYNAMIC CODE ANALYSIS 695
P-TDA-09.4: CYBERSECURITY & DATA PRIVACY TESTING THROUGHOUT DEVELOPMENT | MALFORMED INPUT TESTING 695
P-TDA-09.5: CYBERSECURITY & DATA PRIVACY TESTING THROUGHOUT DEVELOPMENT | APPLICATION PENETRATION TESTING 696
P-TDA-09.6: CYBERSECURITY & DATA PRIVACY TESTING THROUGHOUT DEVELOPMENT | SECURE SETTINGS BY DEFAULT 696
P-TDA-09.7: CYBERSECURITY & DATA PRIVACY TESTING THROUGHOUT DEVELOPMENT | MANUAL CODE REVIEW 697
P-TDA-10: UsEe oF LIVE DATA 697
P-TDA-10.1: USE OF LIVE DATA | TEST DATA INTEGRITY 697
P-TDA-11: PRODUCT TAMPERING AND COUNTERFEITING (PTC) 698
P-TDA-11.1: PRODUCT TAMPERING AND COUNTERFEITING (PTC) | ANTI 698
P-TDA-112:- PRODUCT TAMPERING AND-COUNTER NP Ot 699
P-TDA-12: CusTOMIZED DEVELOPMENT OF CRITICAL COMPONENTS 699
P-TDA-13: DEVELOPER SCREENING 700
P-TDA-14: DEVELOPER CONFIGURATION MANAGEMENT 700
P-TDA-14.1: DEVELOPER CONFIGURATION MANAGEMENT | SOFTWARE/FIRMWARE INTEGRITY VERIFICATION 700
P-TDA-14.2: DEVELOPER CONFIGURATION MANAGEMENT | HARDWARE INTEGRITY VERIFICATION 701
P-TDA-15: DEVELOPER THREAT ANALYSIS & FLAW REMEDIATION 701
P-TDA-16: DEVELOPER-PROVIDED TRAINING 702
P-TDA-17: UNSUPPORTED SYSTEMS 702
P-TDA-17.1: UNSUPPORTED SYSTEMS | ALTERNATE SOURCES FOR CONTINUED SUPPORT 703
P-TDA-18: INPUT DATA VALIDATION 703
P-TDA-19: ERROR HANDLING 704
P-TDA-20: Access To PROGRAM SOURCE CODE 704
P-TDA-20.1: ACCESS TO PROGRAM SOURCE CODE | SOFTWARE RELEASE INTEGRITY VERIFICATION 705
P-TDA-20.2: ACCESS TO PROGRAM SOURCE CODE | ARCHIVING SOFTWARE RELEASES 705
P-TDA-20.3: ACCESS TO PROGRAM SOURCE CODE | SOFTWARE ESCROW 705
P-TDA-20.4: ACCESS TO PROGRAM SOURCE CODE | APPROVED CODE 706
P-TDA-21: Access To PROGRAM SOURCE CODE 706
P-TDA-22: TECHNICAL DOCUMENTATION ARTIFACTS 707
P-TDA-22.1: TECHNICAL DOCUMENTATION ARTIFACTS | PRODUCT-SPECIFIC RISK ASSESSMENT ARTIFACTS 707
THIRD-PARTY MANAGEMENT (TPM) PROCEDURES 708
P-TPM-01: THIRD-PARTY MANAGEMENT 708
P-TPM-01.1: THIRD-PARTY MANAGEMENT | THIRD-PARTY INVENTORIES 708
P-TPM-02: THIRD-PARTY CRITICALITY ASSESSMENTS 709
P-TPM-03: SuPPLY CHAIN RISK MANAGEMENT (SCRM) 709
P-TPM-03.1: SuPPLY CHAIN PROTECTION | ACQUISITION STRATEGIES, TOOLS & METHODS 710
P-TPM-03.2: SuPPLY CHAIN PROTECTION | LIMIT POTENTIAL HARM 710
P-TPM-03.3: SuPPLY CHAIN PROTECTION | PROCESSES TO ADDRESS WEAKNESSES OR DEFICIENCIES 711
P-TPM-03.4: SuPPLY CHAIN PROTECTION | ADEQUATE SUPPLY 711
P-TPM-04: THIRD-PARTY SERVICES 711
P-TPM-04.1: THIRD-PARTY SERVICES | THIRD-PARTY RISK ASSESSMENTS & APPROVALS 712
P-TPM-04.2: THIRD-PARTY SERVICES | EXTERNAL CONNECTIVITY REQUIREMENTS - IDENTIFICATION OF PORTS, PROTOCOLS &
SERVICES 713
P-TPM-04.3: THIRD-PARTY SERVICES | CONFLICT OF INTERESTS 713
P-TPM-04.4: THIRD-PARTY SERVICES | THIRD-PARTY PROCESSING, STORAGE AND SERVICE LOCATIONS 713
P-TPM-05: THIRD-PARTY CONTRACT REQUIREMENTS 714
P-TPM-05.1: THIRD-PARTY CONTRACT REQUIREMENTS | SECURITY COMPROMISE NOTIFICATION AGREEMENTS 715
P-TPM-05.2: THIRD-PARTY CONTRACT REQUIREMENTS | CONTRACT FLOW-DOWN REQUIREMENTS 715
P-TPM-05.3: THIRD-PARTY CONTRACT REQUIREMENTS | THIRD-PARTY AUTHENTICATION PRACTICES 716
P-TPM-05.4: THIRD-PARTY CONTRACT REQUIREMENTS | RESPONSIBLE, ACCOUNTABLE, SUPPORTIVE, CONSULTED & INFORMED
(RASCI) MATRIX 716
P-TPM-05.5: THIRD-PARTY CONTRACT REQUIREMENTS | THIRD-PARTY SCOPE REVIEW 717
P-TPM-05.6: THIRD-PARTY CONTRACT REQUIREMENTS | FIRST-PARTY DECLARATION (1PD) 717
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P-TPM-05.7: THIRD-PARTY CONTRACT REQUIREMENTS | BREAK CLAUSES 718

P-TPM-05.8: THIRD-PARTY CONTRACT REQUIREMENTS | THIRD-PARTY ATTESTATION (3PA) 718
P-TPM-06: THIRD-PARTY PERSONNEL SECURITY 718
P-TPM-07: MONITORING FOR THIRD-PARTY INFORMATION DISCLOSURE 719
P-TPM-08: REVIEW OF THIRD-PARTY SERVICES 719
P-TPM-09: THIRD-PARTY DEFICIENCY REMEDIATION 720
P-TPM-10: MANAGING CHANGES TO THIRD-PARTY SERVICES 720
P-TPM-11: THIRD-PARTY INCIDENT RESPONSE & RECOVERY CAPABILITIES 721

THREAT MANAGEMENT (THR) PROCEDURES 722
P-THR-01: THREAT AWARENESS PROGRAM 722
P-THR-02: INDICATORS OF EXPOSURE (IOE) 722
P-THR-03: THREAT INTELLIGENCE FEEDS 723

P-THR-03.1: THREAT INTELLIGENCE FEEDS | THREAT INTELLIGENCE REPORTING 723
P-THR-04: INSIDER THREAT PROGRAM 724
P-THR-05: INSIDER THREAT AWARENESS 724
P-THR-06: VULNERABILITY DISCLOSURE PROGRAM (VDP) 725

P-THR-06.1: VULNERABILITY DISCLOSURE PROGRAM (VDP) | SECURITY DISCLOSURE CONTACT INFORMATION 725
P-THR-07: THREAT HUNTING 726
P-THR-08: TAINTING 726
P-THR-09: THREAT CATALOG 727
P-THR-10: THREAT ANALYSIS 727
P-THR-11: BEHAVIORAL BASELINING 728

VULNERABILITY & PATCH MANAGEMENT (VPM) PROCEDURES 729
P-VPM-01: VULNERABILITY & PATCH MANAGEMENT PROGRAM 729

P-VPM-01.1: VULNERABILITY & PATCH MANAGEMENT PROGRAM | ATTACK SURFACE SCOPE 729
P-VPM-02: VULNERABILITY REMEDIATION PROCESS 730
P-VPM-03: VULNERABILITY RANKING 730

P-VPM-03.1: VULNERABILITY RANKING | VULNERABILITY EXPLOITATION ANALYSIS 731
P-VPM-04: CONTINUOUS VULNERABILITY REMEDIATION ACTIVITIES 731

P-VPM-04.1: CONTINUOUS VULNERABILITY REMEDIATION ACTIVITIES | STABLE VERSIONS 732

P-VPM-04.2: CONTINUOUS VULNERABILITY REMEDIATION ACTIVITIES | FLAW REMEDIATION WITH PERSONAL DATA (PD) 732

P-VPM-04.3: CONTINUOUS VULNERABILITY REMEDIATION ACTIVITIES | DEFERRED PATCHING DECISIONS 733
P-VPM-05: SOFTWARE & FIRMWARE PATCHING 733

P-VPM-05.1: SOFTWARE & FIRMWARE PATCHING | CENTRALIZED MANAGEMENT OF FLAW REMEDIATION PROCESSES 735

P-VPM-05.2: SOFTWARE & FIRMWARE PATCHING | AUTOMATED REMEDIATION STATUS 736

P-VPM-05.3: SOFTWARE & FIRMWARE PATCHING | TIME TO REMEDIATE/BENCHMARKS FOR CORRECTIVE ACTION 736

P-VPM-05.4: SOFTWARE & FIRMWARE PATCHING | AUTOMATED SOFTWARE & FIRMWARE UPDATES 736

P-VPM-05.5: SOFTWARE & FIRMWARE PATCHING | REMOVAL OF PREVIOUS VERSIONS 737

P-VPM-05.6: SOFTWARE & FIRMWARE PATCHING | PRE-DEPLOYMENT PATCH TESTING 737

P-VPM-05.7: SOFTWARE & FIRMWARE PATCHING | OUT-OF-CYCLE PATCHING 738

P-VPM-05.8: SOFTWARE & FIRMWARE PATCHING | SOFTWARE PATCH INTEGRITY 738
P-VPM-06: VULNERABILITY SCANNING 739

P-VPM-06.1: VULNERABILITY SCANNING | UPDATE TOOL CAPABILITY 740

P-VPM-06.2: VULNERABILITY SCANNING | BREADTH/DEPTH OF COVERAGE 740

P-VPM-06.3: VULNERABILITY SCANNING | PRIVILEGED ACCESS 740

P-VPM-06.4: VULNERABILITY SCANNING | TREND ANALYSIS 741

P-VPM-06.5: VULNERABILITY SCANNING | REVIEW HISTORICAL EVENT LOGS 741

P-VPM-06.6: VULNERABILITY SCANNING | EXTERNAL VULNERABILITY ASSESSMENT SCANS 742

P-VPM-06.7: VULNERABILITY SCANNING | INTERNAL VULNERABILITY ASSESSMENT SCANS 742

P-VPM-06.8: VULNERABILITY SCANNING | ACCEPTABLE DISCOVERABLE INFORMATION 742

P-VPM-06.9: VULNERABILITY SCANNING | CORRELATE SCANNING INFORMATION 743
P-VPM-07: PENETRATION TESTING 743

P-VPM-07.1: PENETRATION TESTING | INDEPENDENT PENETRATION AGENT OR TEAM 744
P-VPM-08: TECHNICAL SURVEILLANCE COUNTERMEASURES SECURITY 744
P-VPM-09: REVIEWING VULNERABILITY SCANNER USAGE 745
P-VPM-10: RED TEAM EXERCISES 745

WEB SECURITY (WEB) PROCEDURES 746
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P-WEB-01: WEB SECURITY 746

P-WEB-01.1: WEB SECURITY | UNAUTHORIZED CODE 746
P-WEB-02: USe OF DEMILITARIZED ZONES (DMZs) 746
P-WEB-03: WEB APPLICATION FIREWALL (WAF) 747
P-WEB-04: CLIENT-FACING WEB SERVICES 747
P-WEB-05: COOKIE MANAGEMENT 748
P-WEB-06: STRONG CUSTOMER AUTHENTICATION (SCA) 748
P-WEB-07: WEB SECURITY STANDARD 749
P-WEB-08: WEB APPLICATION FRAMEWORK 749
P-WEB-09: VALIDATION & SANITIZATION 749
P-WEB-10: SECURE WEB TRAFFIC 750
P-WEB-11: OUTPUT ENCODING 750
P-WEB-12: WEB BROWSER SECURITY 750
P-WEB-13: WEBSITE CHANGE DETECTION 751
P-WEB-14: PuBLICLY ACCESSIBLE CONTENT REVIEWS 751

GLOSSARY: ACRONYMS & DEFINITIONS - _ 752
ACRONYMS 752
DEFINITIONS 753

RECORD OF CHANGES 754
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(1) Researches, establishes and maintains formal contact with select groups and/or associations within the

cybersecurity and data protection communities. Security groups and associations include, but are not limited to:
a. SpecialInterest Groups (SIGs);
b. Professional associations; and
c. Peergroups of cybersecurity and data protection professionals in similar organizations.

(2) On atleast an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:

a. Distributes copies of the change to key personnel; and
b. Communicates the changes and updates to key personnel.

(3) If necessary, requests corrective action to address identified deficiencies.

(4) If necessary, validates corrective action occurred to appropriately remediate deficiencies.
(5) If necessary, documents the results of corrective action and notes findings.

(6) If necessary, requests additional corrective action to address unremediated deficiencies.

P-GOV-08: DEFINED BUSINESS CONTEXT & MISSION
Control: Mechanisms exist to define the context of its business model and document the organization's mission.

Procedure / Control Activity: Executive Cybersecurity Leadership [OG-WRL-007], in conjunction with Systems Security
Management [OG-WRL-014]:
(1) Researches, establishes and documents:
a. ACME’s business model;
b. ACME’s corporate mission statement so that cybersecurity-related objectives can be tied back to strategic
concerns; and
c. Strength, Weakness, Opportunities & Threats (SWOT) analysis to define external and internalissues that are
relevant and that affect the organization’s ability to achieve ACME’s mission (e.g., industry drivers, relevant
regulations, basis for competition, etc.).
(2) Prioritizes the objectives and activities necessary to support ACME’s corporate mission in a cybersecurity and data
protection-specific business plan that takes a multi-year approach to documenting:
a. Current maturity capability levels associated with cybersecurity and data protection-related People,
Processes, Technologies, Data & Facilities (PPTDF);
b. Target maturity capability levels associated with cybersecurity and data protection-related PPTDF;
Resource requirements;
d. Cybersecurity and data privacy specific:
i. Vision;
ii. Mission; and
iii. Strategy; and
e. Prioritized objectives to accomplish the business plan.

(3) On at least an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:

a. Distributes copies of the change to key personnel; and
b. Communicates the changes and updates to key personnel.

e

(4) If necessary, requests corrective action to address identified deficiencies.

(5) If necessary, validates corrective action occurred to appropriately remediate deficiencies.
(6) If necessary, documents the results of corrective action and notes findings.

(7) If necessary, requests additional corrective action to address unremediated deficiencies.

P-GOV-09: DEFINED CONTROL OBJECTIVES
Control: Mechanisms exist to establish control objectives as the basis for the selection, implementation and management of
the organization’s internal control system.

Procedure / Control Activity: Executive Cybersecurity Leadership [OG-WRL-007], in conjunction with Systems Security
Management [OG-WRL-014]:
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P-MON-07: TIME STAMPS
Control: Mechanisms exist to configure Technology Assets, Applications and/or Services (TAAS) to use an authoritative time
source to generate time stamps for event logs.

Procedure / Control Activity: Systems Administration [IO-WRL-005], in conjunction with Systems Security Analysis [IO-WRL-

006]:
(1)

(3)

N

—_— —~ —~
o O
—_— =

~N

Uses vendor-recommended settings and industry-recognized secure practices to configure systems and
applications to use authoritative Network Time Protocol (NTP) sources for its time-synchronization, to synchronize
all critical system clocks and times and ensure that the following is implemented for acquiring, distributing and
storing time. 42
a. Time stamps for audit records:
i. Use Coordinated Universal Time (UTC);
ii. Have a fixed local time offset from UTC, or
iii. Include the local time offset as part of the time stamp are recorded;
b. Technology assets have the correct and consistent time with one (1) second granularity of time
measurement; "*4and
c. Time datais protected from unauthorized modification.

Enables NTP for client computers to maintain system time synchronization to with NIST Internet Time Servers (ITS);
145

143

a. Utilizes the official ITS for primary and alternate time sources.
On at least an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:
a. Distributes copies of the change to key personnel; and
b. Communicates the changes and updates to key personnel.
If necessary, requests corrective action to address identified deficiencies.
If necessary, validates corrective action occurred to appropriately remediate deficiencies.
If necessary, documents the results of corrective action and notes findings.
If necessary, requests additional corrective action to address unremediated deficiencies.

P-MON-07.1: TIME STAMPS | SYNCHRONIZATION WITH AUTHORITATIVE TIME SOURCE
Control: Mechanisms exist to synchronize internal system clocks with an authoritative time source.

Procedure / Control Activity: Systems Administration [IO-WRL-005], in conjunction with Systems Security Analysis [IO-WRL-

006]:
(1)

Uses vendor-recommended settings and industry-recognized secure practices to configure systems and
applications to use authoritative Network Time Protocol (NTP) sources for its time-synchronization, to synchronize
all critical system clocks and times and ensure that the following is implemented for acquiring, distributing and
storing time. "4
Enables NTP for client computers to maintain system time synchronization with NIST Internet Time Servers (ITS)
147that:148

a. Use Coordinated Universal Time (UTC);

b. Have a fixed local time offset from UTC; or

c. Include the local time offset as part of the time stamp.
Synchronizes the internal system clocks to the authoritative time source with a granularity of one (1) second or
smaller.
Utilizes the official ITS for primary and alternate time sources.
On at least an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:

142 NIST SP 800-171A/ CMMC 2.0: 3.3.7[a] & 3.3.7[c] / AU.L2-3.3.7[a] & AU.L2-3.3.7[c]
43 NIST SP 800-171A R3: A.03.03.07.a

44 NIST SP 800-171A R3: A.03.03.07.b[01], A.03.03.07.0DP[01]

5 NIST ITS - https://tf.nist.gov/tf-cgi/servers.cgi

146 NIST SP 800-171A/ CMMC 2.0: 3.3.7[a] & 3.3.7[c] / AU.L2-3.3.7[a] & AU.L2-3.3.7[c]
47 NIST ITS - https://tf.nist.gov/tf-cgi/servers.cgi

148 NIST SP 800-171A R3: A.03.03.07.b[02]
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a. Distributes copies of the change to key personnel; and
b. Communicates the changes and updates to key personnel.

(6) If necessary, requests corrective action to address identified deficiencies.

(7) If necessary, validates corrective action occurred to appropriately remediate deficiencies.
(8) If necessary, documents the results of corrective action and notes findings.

(9) If necessary, requests additional corrective action to address unremediated deficiencies.

P-MON-08: PROTECTION OF EVENT LOGS
Control: Mechanisms exist to protect event logs and audit tools from unauthorized access, modification and deletion.

Procedure / Control Activity: Defensive Cybersecurity [PD-WRL-001], in conjunction with Systems Security Management [OG-
WRL-014] and Cybersecurity Architecture [DD-WRL-001]:
(1) Uses vendor-recommended settings and industry-recognized secure practices to protect the confidentiality and
integrity of audit information by: '#°
a. Securing audit trails so they cannot be altered; '*°
b. Limiting viewing of audit trails to those with a job-related need;'’
c. Protection event logging tools from unauthorized access and/or modification to protect event logs from
unauthorized modification and/destruction; %2
d. Promptly backing up audit trail files to a centralized log server or media that is difficult to alter;
e. Writing logs for external-facing technologies onto a log server on the internal LAN;
f.  Using File Integrity Monitoring (FIM) or change detection software on logs to ensure that existing log data
cannot be changed without generating alerts, although new data being added should not cause an alert;
g. Identifying all approved users with the ability to alter or destroy data; and
h. Ensuring approved users are properly trained to handle sensitive/regulated data.
(2) Retain event logs for the time period consistent with ACME’s records retention schedule.
(3) On at least an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:
a. Distributes copies of the change to key personnel; and
b. Communicates the changes and updates to key personnel.

153

(4) If necessary, requests corrective action to address identified deficiencies.

(5) If necessary, validates corrective action occurred to appropriately remediate deficiencies.
(6) If necessary, documents the results of corrective action and notes findings.

(7) If necessary, requests additional corrective action to address unremediated deficiencies.

P-MON-08.1: PROTECTION OF EVENT LOGS | EVENT LOG BACKUP ON SEPARATE PHYSICAL SYSTEMS / COMPONENTS
Control: Mechanisms exist to back up event logs onto a physically different system or system component than the Security
Incident Event Manager (SIEM) or similar automated tool.

Procedure / Control Activity: Secure Systems Development [DD-WRL-004], in conjunction with Systems Administration [|O-
WRL-005], Cybersecurity Architecture [DD-WRL-001] and Asset Owner [OG-ORG-007]:

(1) Uses vendor-recommended settings and industry-recognized secure practices to enable the implementation of
appropriate physical, administrative and technical mechanisms to ensure event logs are backed up onto a physically
different system or system component than the system or component being monitored:

a. Security Incident Event Manager (SIEM); or
b. Logcollector.

(2) On atleast an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:

149 NIST SP 800-171A/ CMMC 2.0: 3.3.8[a], 3.3.8[b], 3.3.8[c], 3.3.8[d], 3.3.8[e] & 3.3.8[f] / AU.L2-3.3.8[a], AU.L2-3.3.8[b], AU.L2-3.3.8[c], AU.L2-3.3.8[d],
AU.L2-3.3.8[e] & AU.L2-3.3.8]f]

150 NIST SP 800-171A R3: A.03.03.06.b[01], A.03.03.06.5[02]

151 NIST SP 800-171A R3: A.03.03.08.b

152 \IST SP 800-171A R3: A.03.03.08.a[01]

153 NIST SP 800-171A R3: A.03.03.03.b
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On at least an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:
a. Distributes copies of the change to key personnel; and
b. Communicates the changes and updates to key personnel.
If necessary, requests corrective action to address identified deficiencies.
If necessary, validates corrective action occurred to appropriately remediate deficiencies.
If necessary, documents the results of corrective action and notes findings.
If necessary, requests additional corrective action to address unremediated deficiencies.

P-HRS-12.1: INCOMPATIBLE ROLES | TWO-PERSON RULE
Control: Mechanisms exist to enforce a two-person rule for implementing changes to sensitive Technology Assets,
Applications and/or Services (TAAS).

Procedure / Control Activity: The Human Resources (HR) department, in conjunction with Systems Security Management

[OG-WRL-014], Cybersecurity Workforce Management [OG-WRL-003] and Cybersecurity Legal Advice [OG-WRL-006]:

(1)

_— o~~~

asre

Uses vendor-recommended settings and industry-recognized secure practices to enable the implementation of
appropriate physical, administrative and technical mechanisms to develop and implement a two-person rule for
implementing changes to sensitive system components and system-level information to ensure that any changes to
selected system components and information cannot occur unless two qualified individuals implement such
changes.

a. The two individuals possess sufficient skills / expertise to determine if the proposed changes are correct

implementations of approved changes.

On at least an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:

a. Distributes copies of the change to key personnel; and

b. Communicates the changes and updates to key personnel.
If necessary, requests corrective action to address identified deficiencies.
If necessary, validates corrective action occurred to appropriately remediate deficiencies.
If necessary, documents the results of corrective action and notes findings.
If necessary, requests additional corrective action to address unremediated deficiencies.

P-HRS-13: IDENTIFY CRITICAL SKILLS & GAPS

Control: Mechanisms exist to evaluate the critical cybersecurity and data protection skills needed to support the
organization's mission and identify gaps that exist.

Procedure / Control Activity: The Human Resources (HR) department, in conjunction with Systems Security Management

[OG-WRL-014], Cybersecurity Workforce Management [OG-WRL-003] and Cybersecurity Legal Advice [OG-WRL-006]:
(1) Conducts a critical skills inventory that:

PR

eagse

a. Analyzes the appropriate skills that are required to support the organization’s mission and business
functions;
b. Documents competencies necessary to define critical skills;
c. Inventories the current technology staff for the identified critical skills;
d. Documents the gap that exists in current versus needed critical skills;
e. Proposes a solution to address the critical skills shortfall.
On at least an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:
a. Distributes copies of the change to key personnel; and
b. Communicates the changes and updates to key personnel.
If necessary, requests corrective action to address identified deficiencies.
If necessary, validates corrective action occurred to appropriately remediate deficiencies.
If necessary, documents the results of corrective action and notes findings.
If necessary, requests additional corrective action to address unremediated deficiencies.
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P-HRS-13.1: IDENTIFY CRITICAL SKILLS & GAPS | REMEDIATE IDENTIFIED SKILLS DEFICIENCIES
Control: Mechanisms exist to remediate critical skills deficiencies necessary to support the organization's mission and
business functions.

Procedure / Control Activity: The Human Resources (HR) department, in conjunction with Systems Security Management
[OG-WRL-014], Cybersecurity Workforce Management [OG-WRL-003] and Cybersecurity Legal Advice [OG-WRL-006]:
(1) Remediate critical skills deficiencies by:
a. Resourcing new hires;
b. Outsourcing the responsibilities to a competent third-party;
c. Reassigning and training existing staff; and/or
d. Creating new positions with higher level skill requirements.

(2) On atleast an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:

a. Distributes copies of the change to key personnel; and
b. Communicates the changes and updates to key personnel.

(3) If necessary, requests corrective action to address identified deficiencies.

(4) If necessary, validates corrective action occurred to appropriately remediate deficiencies.
(5) If necessary, documents the results of corrective action and notes findings.

(6) If necessary, requests additional corrective action to address unremediated deficiencies.

P-HRS-13.2: IDENTIFY CRITICAL SKILLS & GAPS | IDENTIFY VITAL CYBERSECURITY & DATA PRIVACY STAFF
Control: Mechanisms exist to identify vital cybersecurity and data privacy staff.

Procedure / Control Activity: The Human Resources (HR) department, in conjunction with Systems Security Management
[OG-WRL-014], Cybersecurity Workforce Management [OG-WRL-003] and Cybersecurity Legal Advice [OG-WRL-006]:
(1) Identifies the objectives and activities necessary to support ACME’s corporate mission:
a. Current maturity capability levels associated with cybersecurity and data privacy-related People,
Processes, Technologies, Data & Facilities (PPTDF).
b. Target maturity capability levels associated with cybersecurity and data privacy-related PPTDF.

c. Resourcerequirements.
d. Cybersecurity and data privacy specific:
i. Vision.
ii. Mission.
iii. Strategy.

e. Prioritized objectives to accomplish the business plan.
(2) Identifies critical staff by:
a. ldentifying vital cybersecurity and data privacy staff;
b. Documenting the role, function, responsibility and reasons that supports their designation as vital;
c. Where possible, identifying staff that can backfill vital roles.

(3) On atleast an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:

a. Distributes copies of the change to key personnel; and
b. Communicates the changes and updates to key personnel.

(4) If necessary, requests corrective action to address identified deficiencies.

(5) If necessary, validates corrective action occurred to appropriately remediate deficiencies.
(6) If necessary, documents the results of corrective action and notes findings.

(7) If necessary, requests additional corrective action to address unremediated deficiencies.

P-HRS-13.3: IDENTIFY CRITICAL SKILLS & GAPS | ESTABLISH REDUNDANCY FOR VITAL CYBERSECURITY & DATA PRIVACY

STAFF
Control: Mechanisms exist to establish redundancy for vital cybersecurity and data privacy staff.

Procedure / Control Activity: The Human Resources (HR) department, in conjunction with Systems Security Management
[OG-WRL-014], Cybersecurity Workforce Management [OG-WRL-003] and Cybersecurity Legal Advice [OG-WRL-006]:
(1) Conducts a critical skills inventory that:

Page 385 of 754

Access Limited to Authorized Personnel



e. Notice from customers, victims of identity theft, law enforcement authorities or other persons regarding
possible identity theft in connection with covered accounts held by the financial institution or creditor.

(3) Detects Red Flags that have been incorporated into the ITPP;

(4) Responds appropriately to any Red Flags that are detected to prevent and mitigate identity theft; and

(5) Ensuresthe ITPP is updated periodically to reflect changes in risks from identity theft.

(6) Develops processes to identify Red Flags that are relevant to detecting a possible risk of identity theft to customers

through the following means:

a. Verify the identity of persons opening accounts;

b. Detect the Red Flags that the financial institution or creditor identifies as relevant in connection with the
opening of an account or any existing account;

Assess whether the Red Flags detected evidence a risk of identity theft;

Mitigate the risk of identity theft, commensurate with the degree of risk posed;

Train staff to implement the ITPP; and

Oversee service provider arrangements.

(7) On atleast an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:

a. Distributes copies of the change to key personnel; and
b. Communicates the changes and updates to key personnel.

(8) If necessary, requests corrective action to address identified deficiencies.

(9) If necessary, validates corrective action occurred to appropriately remediate deficiencies.

(10) If necessary, documents the results of corrective action and notes findings.

(11) If necessary, requests additional corrective action to address unremediated deficiencies.

P-IRO-02.3: INCIDENT HANDLING | DYNAMIC RECONFIGURATION
Control: Automated mechanisms exist to dynamically reconfigure system components as part of the incident response
capability.

Procedure / Control Activity: Systems Administration [IO-WRL-005], in conjunction with Asset Owner [OG-ORG-007], Crisis
Management Specialist [PD-ORG-002], Disaster Recovery Team Leader [IN-ORG-003] and Business Continuity Team Leader
[IN-ORG-001]:

(1) Develops specific use cases where dynamic reconfiguration is appropriate that includes:

a. Stopping an active attack;
b. Misdirecting attackers; and
c. Isolating systems, thus limiting the extent of the damage from breaches or compromises.

(2) Uses vendor-recommended settings and industry-recognized secure practices to enable the implementation of
appropriate physical, administrative and technical mechanisms to employ automated mechanisms that enable
dynamic reconfiguration of systems as part of incident response remediation actions that includes:

a. Changesto router or firewall Access Control Lists (ACLs);
b. Intrusion Detection/ Prevention System (IDS/IPS) parameters.

(3) On at least an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:

a. Distributes copies of the change to key personnel; and
b. Communicates the changes and updates to key personnel.

(4) If necessary, requests corrective action to address identified deficiencies.

(5) If necessary, validates corrective action occurred to appropriately remediate deficiencies.
(6) If necessary, documents the results of corrective action and notes findings.

(7) If necessary, requests additional corrective action to address unremediated deficiencies.

P-IRO-02.4: INCIDENT HANDLING | INCIDENT CLASSIFICATION & PRIORITIZATION
Control: Mechanisms exist to identify classes of incidents and actions to take to ensure the continuation of organizational
missions and business functions.

Procedure / Control Activity: Systems Security Management [OG-WRL-014], in conjunction with Systems Security Analysis
[IO-WRL-006], Integrated Security Incident Response Team (ISIRT) Leader [PD-ORG-004] and Incident Response [PD-WRL-
003]:
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Leverages the Integrated Incident Response Program (lIRP) to categorize cybersecurity incidents based on each
category’s potential to escalate and different handling procedures:
Uses vendor-recommended settings and industry-recognized secure practices to enable the implementation of
appropriate physical, administrative and technical mechanisms to employ the IIRP to ensure users understand the
different categories of incidents and the actions required to be taken, per ACME’s Incident Response Plan (IRP).
On at least an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:

a. Distributes copies of the change to key personnel; and

b. Communicates the changes and updates to key personnel.
If necessary, requests corrective action to address identified deficiencies.
If necessary, validates corrective action occurred to appropriately remediate deficiencies.
If necessary, documents the results of corrective action and notes findings.
If necessary, requests additional corrective action to address unremediated deficiencies.

Threat Category Category Description
Simulated This category is used during exercises and approved testing of
.. Incident internal/external network defenses or responses.
Training .
(Training &
Exercises)

This category is used for any data that is illegal to have in possession.

Illegal Content | This includes illegal content such as child pornography or classified
information on unclassified systems.

Ilogal C.:o.n.tent This category is used for any incident that would be considered criminal
or Activities conduct.
Criminal
Conduct This includes embezzlement, corporate espionage, terrorism/national

security threats, fraud, violence or other conduct that would constitute a
criminal felony or misdemeanor charge.

This category is used for any incident that has safety implications from the
compromise of the technology to be used in a manner it was not designed

Technology for.
Compromise

This includes categories of technologies that includes Operational
Technology (OT) and Internet of Things (loT).

This category is used for any incident that has involves the unauthorized
disclosure or compromise of sensitive/regulated data.

Breach of

v This includes sensitive Personal Data (PD) and Intellectual Property (IP).
Sensitive Data

Confidentiality

This category is used for malware-related incidents.

Nefarious Malware Any software code intentionally created or introduced into multiple
Activity systems for the distinct purpose of causing hard or loss to the computer
system, its data or other resources (e.g., spyware, adware, viruses,

Trojans, worms, etc.).
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P-PES-03.3: PHYSICAL ACCESS CONTROL | PHYSICAL ACCESS LOGS
Control: Physical access control mechanisms generate a log entry for each access attempt through controlled ingress and
egress points.

Procedure / Control Activity: Physical Security Specialist [IO-ORG-004]:
(1) Usesvendor-recommended settings and industry-recognized secure practices to configure access control systems
to log the following information:
a. Physical location of the access;
b. Direction of access, if possible (e.g., ingress or egress);
c. ldentity of the person accessing the location; and
d. Indication of success or failure.

(2) Uses avisitor log to maintain a physical audit trail of visitor activity: 5%

a. Ataminimum, documentthe visitor’s name, the company represented and the onsite personnel authorizing
physical access;

b. Retain this log for a minimum of one (1) year, unless otherwise restricted by law;

c. Review visitor access records at least monthly; and

d. Reportanomalies in visitor access records to in accordance with ACME’s Incident Response Plan (IRP).

(3) On atleast an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:

a. Distributes copies of the change to key personnel; and
b. Communicates the changes and updates to key personnel.

(4) If necessary, requests corrective action to address identified deficiencies.

(5) If necessary, validates corrective action occurred to appropriately remediate deficiencies.
(6) If necessary, documents the results of corrective action and notes findings.

(7) If necessary, requests additional corrective action to address unremediated deficiencies.

P-PES-03.4: PHYSICAL ACCESS CONTROL | ACCESS TO CRITICAL SYSTEMS
Control: Physical access control mechanisms exist to enforce physical access to critical systems or sensitive/regulated data,
in addition to the physical access controls for the facility.

Procedure / Control Activity: Asset Owner [OG-ORG-007], in conjunction with Physical Security Specialist [[O-ORG-004] and
Physical Security Manager [IO-ORG-003]:

(1) Restricts physical access to sensitive/regulated data or mission-critical (SC1) and business-critical (SC2)
Technology Assets, Applications and/or Services (TAAS).

(2) Develops unique physical security zones to determine specific areas that are more vulnerable to unauthorized use,
theft or viewing of data where enhanced physical safeguards should be implemented:

a. Facilities managementimplements physical access authorization mechanisms to secure workspaces, such
as:
i. Proximity badges; or
ii. Personalized PIN pad
b. Line supervisors and manage facilitate “clean desk” requirements for all work areas to ensure media
containing sensitive/regulated data is properly secured when the workspace is not occupied, including:
i. Filing cabinets, lockable drawers / overhead cabinets, storage rooms and any other storage unit
containing sensitive/regulated data will be locked when not in use; and
ii. Whiteboards, dry-erase boards, cork boards, writing tablets and similar common shared work areas
will be sanitized (e.g., erased, removed or shredded) when not in use.
(3) Issues visitors a physical token (e.g., a badge or access device) that:
a. ldentifies the visitors as not onsite personnel;
b. Issurrendered before leaving the facility or at the date of expiration; and
c. Expiresthrough automated or visual means (e.g., different color for each day).

(4) On atleast an annual basis, during the [1st, 2nd, 3rd, 4th] quarter of the calendar year, reviews the process for non-
conforming instances. As needed, revises processes to address necessary changes and evolving conditions.
Whenever the process is updated:

a. Distributes copies of the change to key personnel; and

27 NIST SP 800-171A/ CMMC 2.0: 3.10.3[b] / PE.L1-3.10.3[b] | NIST SP 800-171A R3: A.03.10.07.b
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