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Mapping & Assessment Criteria Methods To Comply Compliance Tracker
CMMC Group me NISTBO0-17LR2 Contrel g 55 204.21 Control # CMMC Assessment # Assessment Objective Reference Focus of Practice / Control | Group P i Pocumented T L Lo
Practice # # Practices Considerations status Stakeholder
Limi i thorized acting on Reference: NIST 800) - Active Directory (AD) or LDAP authentication.
benaw of authorized users or umces {including other information [ Determine i 171A - Architectural review of planned network topology changes.
311 - Change Control Board (CCB) approval for changes.
e u YR authorized users are identified. 31101 - Data flow diagrams
ACL1-3.1.11b] ting on behalf of authorized users are identitied. 3.111b] - Documented service tickets d to justify any 8
ACL13.1.11 devices (and other to connect to the svste identified. 3.011c] - Disable session after fifteen (15) minutes of inactivity.
ACL13.110d] is limited to authorized users. 31101 - For standard users, access i revoked within twenty-four (24 hours) of notification to service desk.
is limited o g on behalf of authorized users 3110l - Information Assurance (1A) testing for new technologies.
is imited to authoriz Systems). 30411 - Initial passwords are issued to the user's manager.
- Network diagrams
allocations lock the after six failed attempts.
- Password reset i forced upon entering a temporary password. ':“WE Dk":c‘wfvs )
- Network Policy Server
e Techicl Confrations RoleBasd AcesConrl ROAC)foruser prmisoncategores. e s amgement o, (R
" e » EE (POIEE) - Security Incident (SIEM) or terit - Security Incident Event Manager (SIEM)
(e ot ot actes e - SOPs for vendor management. - VPN Concentrator
Examine 5 N S nccess - SOP exist for how accounts are added, deleted or modified.
records; lst of - SOP exist for how user identities are verified to reset answer q
b 5 - SOP exist for remote access management.
-sop deskto not been used within ninety (90) days.
- SOP for remote access management.
- Thirty (30) minutes.
-For high-risk terminations, access is revoked within one (1 tification to service desk.
network P
Interview
Access Control (AC) Test ts: mechanisms f
Provide privacy and security notices consistent with applicable Controlled Reference: NIST 800 indows based workstations and servers. .
Determine if il n Uni/L ' wellas such as firewalls and
Unclassified Information [CUI] rules. Tas
. i d one for i 2
ACL2:3.1.90a] privacy and security notices required by CUl-specified rules are identified, consistent, and associated with the specific CUI category. 3,190 e to procecd with ogon
ACL2:3.1.91b] privacy and security notices are displayed. 3.1.91b1
ACL2319 319 d documented app messages Yes - Active Directory Non-Compliant
Examine or banners; notification message or banner;
system security plan; system use notification messages; d
documents or records.
o— System or network admini [2 i i iltes; p responsibilty for providing legal
selopers.
Test i
- A e Use policies
Limit use of portable storage devices on external systerms. Determine i ity awareness training.
ACL2:3.1.21al the use of portable Ulon external svstems i identified and d
AC12:3.1.21b1 limits on the use of portable storage devices containing CUl on defined 3.1.21(b]
ACL23121 3121 ACL231.210c the use of portable storage devices containing CUI on external svsterns i limited as defined. 31210l - Active Directory T
use - Mobile Device Management (MOM)
Examine
o records.
— it restricting or prohibitng use of organizati bn external systems; system or|
Test i i use of
tothe typesof ¢ omemner BAP authentication.
funcions that uthorized users are permitted to execute.
ACL13.1.21al the tvoes of d thorized users are oermitted to execute are defined.
ACL13.1.2b] is limited to the defined tvoes of transactions and functions for authorized users .. - e servce tckers d to justify any 8
- Disable session after fifteen (15) minutes of inactivity.
- For standard users, access i revoked within twenty-four (24 hours) of notification to service desk.
- Information Assurance (1A) testing for new technologies.
- Initial passwords are issued to the user's manager. ':E':VE E:’;““"Vs s
Tech urations - Network diagrams - oork Palcy Server Outsourced
Acl1312 312 (b)(a)(i) ) Yes allocations lock the aftersix faled attempts. - Privileged Account Management (PAM) P d/
G=miio B - Password reset i forced upon entering a temporary password. - Security Incident Event Manager (SIEM)
documentation; other relevant documents or records. . Role Based Access Control (RBAC)for user permission categories. - VPN Concentrator
e thorized methods of remot
- security Incident (SIEM) or & terit
- SOPs for vendor management.
- SOP exist for how accounts are added, deleted or modified.
- SOP exist for how user identities are verified to reset ds e.g., answer q
. Personnel with access enforcement responsibil
Interview - SOP exist for remote access management.
= -sop deskto not been used within ninety (90) days.
§ oo i Y means in practical terms
Employ the principle o leat priviege, including for specifc security | oy . - Based on least prm\ege roles are assigned permissions and other criteria (:.g time restrictions),
functions and privileged accounts.
- Only authorized are provided p access d information.
privileged accounts are idel - To obtain privileged access, those users must have a valid business justification
access to 3.15ib1 - Specialized security awareness Uammg is provided to privileged users.
security functions are identi 3.1.5lc] - Privileged received specialized
ACL23.15d] accessto h I 3.150d] " brilged users provide evidence of technical competence e, CISP, IS, MCITP, CCNA tc .
procedu system
et fst of acti ts and the name of the indiy i each . ve D
AC12315 315 account; st of conditions for group and ions or records of v e e I ) T e N/A - Active Directory Unknown
enployes it . i N sy (e.g., security settings) - Privileged Account Management (PAM)
Examine . o .
curit in hardware, software, i for which
; list of ivileged ts; lst of syst istrati relevant
documents or records.
network P
Interview
[ v .
= ; mechanisms for i ‘mechanisms
functions; mech: ibiting privileged access to the system.
R . Reference: NIST 80| =Y accounts to perform non-p functi
Use ts or roles when ity §
oo, Determine i
316
ACL2-3.1.60a] nonsecurity functions are identified. 3.1.6[al
ACL2:3.161b1 to use non-orivik ts of roles when accessing nonsecurity functions. 3.1.61b]
ACL23.16 316 plan; lst of system- d y dto NA N/A Unknown
Examine d associated records;
records.
Interview D]
Test i vilege functions.
Reference: NIST 80| - y Group Policy Of released by an
Limit unsuccessful logon attempts. Determine i 171A - y Group Policy O ful
318
ACL2-3.1.80a] the means of limiti attempts i defined. 3.1.80a]
Arirate 21 ACL2:3.1.8[b] the defined means of imiti attempts is implemented. 3.1.81b] Technical C - - Active Directory .
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Status

12/30/2022

Individual(s) Assigned To Role

Does the p  govern account of individual, group,
system, application, guest and temporary accounts?
Ac01 P-AC01 Account Management 312 ACLL312 Compliant
Does the organization enforce logical access permissions through the principle of "least
privilege?"
Ac02 P-AC02 Access Enforcement 311 ACLL311 Non-Compliant
Does the organization design, implement and review firewall and router configurations to
restrict connections between untrusted networks and internal systems?
Data Flow Enforcement - Access .
AC-03 P-AC03 313 ACL2:313
Control Lists (ACLS) Not Applicable
Does the organization utilize the concept of least privilege, allowing only authorized
access to processes necessary to accomplish assigned tasks in accordance with
organizational business functions?
AC-04 P-AC-04 Least Privilege 315 ACL2:3.15 Outsourced / Contracted
Does the organization prohibit privileged users from using privileged accounts, while
performing non-security functions?
Ac07 P-AC07 Non-Privileged Access for Non- 316 ACL2:3.16 Unknown
Security Functions
Does the organization audit the execution of privileged functions
Ac-08 P-AC-08 Auditing Use of Privileged Functions 317 ACL2:307
Does the organization prevent non-priv executing privileged functions t
include disabling, circumven| security safeguards /
Prohibit Non-Pri i countermeasures?
AC-09 P-AC09 rohibit Non-Privieged Users from 317 ACL2:317 Unknown
Executing Privileged Functions
Do
magmum
AC-10 P-AC-10 Account Lockout 318 ACL23.18' Unknown
Does the organization utilize s logon banners that display an
approved system use before granting access to the
i system that provide
et A system Use Notification (Logon 110 acizais | p Unknown
Banner)
D te a session lock after an organization-defined time period of
inac NgOr upon receiving a request from a user and retain the session lock until the
user roW@blish using established and methods?
Ac12 P-AC-12 Session Lock 3.1.10 Unknown
Does the organization implement pattern-hiding displays to conceal information
previously visible on the display during the session lock?
Ac13 P-AC-13 Pattern-Hiding Displays 3.110 Unknown
Are automated mechanisms used to log out users, both locally on the network and for
remote sessions, at the end of the session or after an organization-defined period of
inactivity?
Ac-14 P-AC-14 Session Termination 3111 ACL2:31.11 Unknown
Are automated mechanisms used to monitor and control remote access sessions?
AC15 P-AC-15 Automated Monitoring & Control 3112 ACL231.12 Unknown
[Are cryptographic mechanisms used to protect the confidentiality and integrity of remote
access sessions?
P idential
AC16 RACE rotection of Confidentiality / 3113 ACL2-3.1.13 Ul
Integrity Using Encryption
Does the organization route all remote accesses through managed network access
control points (e.g.?, VPN concentrator)?
Ac17 P-AC-17 Managed Access Control Points 3114 ACL2:31.14 Unknown
Does the organization restrict the execution of privileged commands and access to
security-relevant information via remote access only for compelling operational needs?
AC-18 P-AC-18 Privileged Commands & Access 3115 ACL23.1.15 Unknown
Does the organization control authorized wireless usage and monitor for unauthorized
wireless access?
AC-19 P-AC-19 Wireless Networking 3116 ACL2:3.116 Unknown
Are and Used to protect
AC-20 P-AC-20 Authentication & Encryption 3117 ACL2:31.17 Unknown
Do access control for d e for the
connection of mobile devices to organizational systems?
Ac21 P-AC-21 Access Control For Mobile Devices 3118 ACL2:3.118 Unknown
‘Are cryptographic mechanisms utilized to protect the confidentiality and integrity of
information on mobile devices through full-device or container encryption?
F iner-
Ac22 P-AC22 ullDevice & Container-Based 3.119 ACL2:3.1.19 Unknown
Encryption
Does the organization govern how external parties, systems and services are used to
securely store, process and transmit data?
Ac23 P-AC23 Use of External Information Systems 3.1.20 ACL1-3.1.20 Unknown

INTERNAL USE

Access Limited to Interal Use Only.
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