Digital Security Program Domains

DSP Domain

Domain Identifier

Cybersecurity & Data Privacy by Design (C|P) Principles

Execute a documented, risk-based program that supports business objectives while encompassing

1 |Cybersecurity & Data Privacy Governance GOV appropriate cybersecurity & data protection principles that addresses applicable statutory, regulatory
and contractual obligations.
Ensure trustworthy and resilient Artificial Intelligence (Al) and autonomous technologies to achieve a
2 |Artificial and Autonomous Technology AAT beneficial impact by informing, advising or simplifying tasks, while minimizing emergent properties or
unintended conseauences
5 || W AST Manage all technology assets from ;,Jurchas.e through disposition, both physical and virtual, to ensure
secured use, regardless of the asset’s location.
4 |Business Continuity & Disaster Recovery B8CD Malntal.n a re5|l|e.nt‘capablllty to sustain business-critical functlgns while successfully responding to and
recovering from incidents through well-documented and exercised processes.
5 |Capacity & Performance Planning CAP Govern the current and future capacities and performance of technology assets.
6 |Change Management CHG Manage change in a.sustamable and ongoing manner that |nvo|v§s active participation from both
technology and business stakeholders to ensure that only authorized changes occur.
7 | smmin cLD Govern'cloud instances as e.m e'xte’nsmn 9f on-premise techn'ologles W|th.equal or greater security
protections than the organization’s own internal cybersecurity & data privacy controls.
8 |Compliance cPL Oversee the execution of cybersecurity & data privacy controls to ensure appropriate evidence required
due care and due diligence exists to meet compliance with applicable statutory, regulatory and
o | @it e CFG Enforce secure configurations accordm]g to venfjt?r—resommjanded and !ndus'tr\l/’—recognmed secure
practices that enforce the concepts of “least privilege” and “least functionality” for all systems,
10 |continuous Monitoring MON Maintain situational awareness ?f se'curlty—relateq events through the centralized collection and analysis
of event logs from systems, applications and services.
. . Utilize appropriate cryptographic solutions and industry-recognized key management practices to
11 |Cryptographic Protections CRY pprop X \./p. grap i ) ™ ¥ s v g . P X
protect the confidentiality and integrity of sensitive/regulated data both at rest and in transit.
12 |pata Classification & Handling DCH En'ffnrc? a standardized data class’ ication methodology to ObJEC.tIVeW det'ermme the .sen5|t|V|ty and
criticality of all data and techr{ ‘ogy assets so that proper handling and disposal requirements can be
O e e = e EMB Prowd('e additional scrutiny to re. che risks associated with embedded technology, based on the
potential damages pos~d from man_ ~us 1 - of the technology.
- e o -
14 |Endpoint Security END Harf:Ien endpoint dew_ce protect ag " .st reasonable threats to those devices and the data those
devices store, tra=” "tana_ ocess
15 | e b s Sam HRS Ex?cute s?und aring p ctices = ongoing personnel management to cultivate a cybersecurity & data
privacy-minded . ~rkf _ce.
Enforce t' « ~oncep f “least privilege” consistently across all systems, applications and services for
16 [ldentification & Authentication IAC individual, rc 2 and s wice accounts through a documented and standardized Identity and Access
Manageme. ‘(1A \ capability
~. ninav. bleinudent response capability that trains personnel on how to recognize and report
17 |Incident Response IRO su._‘cious . ° ities so that trained incident responders can take the appropriate steps to handle
_lincide. =._in accordance with a documented Incident Response Plan (IRP).
18 |information Assurance 1AO vecute . '|mpart|al ass'essment process'to validate the e><|st'enc'e and func.t|onal|'ty of app.ropnate '
__ I« 0e. peurity & data privacy controls, prior to a system, application or service being used in a production
19 |Maintenance MOT lProactlver m'alntalr'l technology assets, according to current ve.ndor recommendations for configurations
\ and updates, including those supported or hosted by third-parties.
20 |Mobile Device Management MD. 1 Implfefnent measures to restrl(':t rTloblle device connectivity with 'cr|t|cal infrastructure and ' '
sensitive/regulated data that limit the attack surface and potential data exposure from mobile device
210 | Network security NET Arc]hltect and |'mple'msnt a secure an.d rjesment defense-in-depth methodol'ogy'that enforce§ the concept
of “least functionality” through restricting network access to systems, applications and services.
22 |Physical & Environmental Security PES Protect physical enwronments' through .Ia.yers of physical security and environmental controls that work
together to protect both physical and digital assets from theft and damage.
Align data privacy practices with industry-recognized data privacy principles to implement appropriate
23 |Data Privacy PRI administrative, technical and physical controls to protect regulated personal data throughout the
lifecvcle of svstems. applications and services
. Operationalize a viable strategy to achieve cybersecurity & data privacy objectives that establishes
24 |Project & Resource Management PRM P R 3 o y- Y P K ¥ O0) R
cybersecurity as a key stakeholder within project management practices to ensure the delivery of
5 | |iel e RSK Proactively |den-t|fy-, assess, pr|or|t|%e and .re‘medlate risk through allg.nm.enf w‘|th industry-recognized risk
management principles to ensure risk decisions adhere to the organization's risk threshold.
- ‘ ‘ lize i - iz - - - — - —
26 |Secure Engineering & Architecture SEA Utilize |ndustr.y re.cogm ed sec‘ure engineering and architecture principles to deliver secure and resilient
systems, applications and services.
| R e oPs Execute the d.ellvt.ery of cybers?cunty & data privacy op.era1.:|orlls to Rrowde quality services and secure
systems, applications and services that meet the organization's business needs.
28 |Security Awareness & Training SAT Foster a cybers-ecurlty & da-ta privacy-minded workforce thr-c>ugh ongoing user education about evolving
threats, compliance obligations and secure workplace practices.
. Develop and/or acquire systems, applications and services according to a Secure Software Development
29 |Technology Development & Acquisition TDA P / q ¥ pp o 3 . P
Framework (SSDF) to reduce the potential impact of undetected or unaddressed vulnerabilities and
. Execute Supply Chain Risk Management (SCRM) practices so that only trustworthy third-parties are used
30 |[Third-Party Management TPM PRy . . g ( Ip Y Y P
for products and/or service delivery.
31 |Threat Management THR Proactl\./ely |dent|fy‘and as?ess technology-related threats,.to both assets and business processes, to
determine the applicable risk and necessary corrective action.
- L i - iz i i
32 |Vulnerability & Patch Management VPM everag‘e. industry-recogni e.d AFtack Surface‘l\/lanag?ment (AS.M) pract|ces‘to‘ strengthen the security
and resilience systems, applications and services against evolving and sophisticated attack vectors.
33 |Web Security WEB Ensure the security and resilience of Internet-facing technologies through secure configuration

management practices and monitoring for anomalous activity.
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Mapping Column Header

BSI
Standard 200-1

IEC 62443-4-2

I1SO/SAE

Content Security Program
vs.1

NIAC
Insurance Data Security Model Law

NIST Privacy Framework
vio

NIST
800-53
reva

NIST
800-53 reva
[low]

NIST
800-53 reva
[moderate]

Authoritative Sources

Source Authoritative Source - Statutory / Regulatory / Contractual / Industry Framework Version URL - Authoritative Source
AlcPA Service Organization Control - Trust Services Criteria (TSC) - SOC2 2017 aicpa.orgfi eas/frc/assur v Jreporthtml
Bs Standard 200-1 2022 cert ETU"T'G:MV standard-200-1 fuer.
node bl
ais Critical Security Controls (CSC) 80 ps: cisecurit
ISACA Control Objectives for Information and Related Technologies (COBIT) 2019 g‘;_‘zcmem; ’x" 0rg/COBIT/Pages/COBIT-2019-Framework-Governance-and
cos0 Committee of Sponsoring Organizations (COSO) 2017 Framework 2017 :::::rmance;';;mivﬁumm"ﬁ" o 2017:C050-ERM ith-Strategy-and-
csA Cloud Controls Matrix (CCM) va https; ityalliance. loud-controls-matrix/# overview
csA CSAloT Security Controls Framework v2 v
TR R ————
AICPA Generally Accepted Privacy Principles (GAPP) a‘vc:':'ci:ar::ivac wf:;:i?“:”:azleclpé D . Mm'
e [ oo o s S F—
IEC 1SO/SAE 21434:2021 - Road vehicles — Cybersecurity engineering 2021 https; iso.org/standard/70918.html
150 22301 - Security and resilience — Business continuity management systems — Rec 2019 https; iso.org/standard/75106.html
150 27001 - Information Security Management Systems (ISMS) - Req 2013 https; iso.org/standard/54534.html
150 27001 - Information Security Management System 2022 www.iso.org/standard/27001
150 27002 - Code of Practice for Information 2013 https; iso.org/standard/54533.html
150 27002 - Information secur ion - Information security controls 2022 https; iso.org/standard/75652.html
s i:gelg;rlnfsor;;‘:cﬁz7 iques — Code of practice for information security controls S0t o, P
150 27018 - Code of Practice for Pl louds Acting as PI Processors 2014 https; iso.org/standard/61498.html
s f“?noalg erS"eec:tnt_y ;i?.:zh::ns::;::?d: r||ser:/uzc 27001 and ISO/IEC 27002 for privacy information 201 o, o oraetandard/ 71670 him]
150 28100 - Privacy Framework 2011 https; iso.org/standard/45123.html
150 31000 - Risk Management 2009 https; iso.org/iso-31000-risk htmi
150 31010 - Risk Assessment Techniques 2009 https; iso.org/standard/51073.html
MITRE MITRE ATT&CK - NIST 800-53 mappings N/A https://mitre- ity.org/blog/2022/01/13/nist-800-53-control-mappings,
MPA MPA Content Security Best Practices Common Guidelines 5.1 org/what-we ding:
'#icontent-| -best-practices
NAIC Insurance Data Security Model Law (MDL-668) N/A rg/store/free/MDL-668.pdf
NIST NIST Privacy Framework 10 nist.gov/privac «
NIsT :/le:;:ti:f::l: Ej(eﬁvfe;z;m::: U:I:‘:':si:;i(esssl?; kdopting a Secure Software Development Framework (SSDF) N/A oist istpubs/CSWP/NIST.CSWP.04232020.pdf
NIST SP 800-37 - Guide for Applying the RMF to Federal Information Systems rev2 2 https://csrc.nist detail/sp/800-37/rev-2/final
NIST SP 800-39 - Managing Information Security Risk N/A https://csrc.nist detail/sp/800-39/final
NIST SP 800-53 - Security and Privacy Controls for Information Systems and Organizations 4 http: nist NIST.SP.800-53r4.pdlf
NIST SP 800-53 - Security and Privacy Controls for Information Systems and Organizations (low baseline) 4 http: nist NIST.SP.800-53r4.pdlf
NIST SP 800-53 - Security and Privacy Controls for Information Systems and Organizations (moderate baseline) 4 http: nist NIST.SP.800-53r4.pdlf
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Authoritative Sources

Geography Mapping Column Header Source Authoritative Source - Statutory / Regulatory / Contractual / Industry Framework Version URL - Authoritative Source
nisT
Universal 80053 reva NIST SP 800-53 - Security and Privacy Controls for Information Systems and Organizations (high baseline) 4 ; nist.gov/ni ialPubli T.5P.800-53r4.pdf
highl
Universal NIST SP 800-53 - Security and Privacy Controls for Information Systems and Organizations 5 https://csrc.nist detail/sp/800-53/rev-5/final
Uhver st SP 800-53 - Security and Privacy Controls fo Information Systems and Organizations s [ —— ot o0/500.53 /.5 fina!
Privacy Baseline
Uhver st 5P 800-53 - Security and Privacy Controls fo Information Systems and Organizations s [ —— et o0/500.53 /w5 final
Low Baseline
Uhver st SP 800-53 - Security and Privacy Controls fo Information Systems and Organizations s [ —— et o0/500.53 /w5 final
Moderate Baseline
[moerate]
nisT
Unhers! 80053 NisT 5P 800-53 - Security and Privacy Controls for Information Systems and Organizations s [ —— et o0/500.53 /w5 final
revs High Baseline
high]
nisT
Unhers! 80053 NisT 5P 800-53 - Security and Privacy Controls for Information Systems and Organizations s [ —— et o0/500.53/ew.5 fina!
revs Select Not Otherwise Categorized (NOC) controls
Noc]
nisT
Universal 800638 NIST SP 800-638 - Digital Identity Guidelines (partial mapping) June 2017 https: nist.gov/800-63-3/5p800-63b.html
[partial mapping]
nisT
Universal "";z’“’f‘” NIST NIST SP 800-82 - Guide to Industrial Control Systems (ICS) Security rev3 y nist i ialPubli T.5P.800-82r3.pdf
OT Overlay
nisT
. 800-52 rev3 ) ) ) ’ ’ -
Universal obtare NIST NIST SP 800-82 - Guide to Industrial Control Systems (ICS) Security rev ; nist, ialPp T.5P.800-82r3.pdf
OT Overlay
Universal NIST NIST SP 800-82 - Guide to Industrial Control Systems (ICS) Security s ; nist.gov/ni ialPubli T.5P.800-82r3.pdf
OT Overlay
Universal m'f"“ NIST NIST SP 800-160 - Systems Security Engineering N/A https: nist detail/sp/800-160/final
nisT
Universal 800-161 NIST NIST SP 800-161 - Cybersecurity Supply Chain Risk Management Practices for Syst. s and < nizations revi https://csrc.nist detail/sp/800-161/rev-1/final
rev1
NIST .
Universal "‘::‘:‘ NIST NIST SP 800-161 - Cybersecurity Supply Chain Risk Management Pra. s for Sy- 1 Organizations revi https: nist detail/sp/800-161/rev-1/final
C-SCRM Baseline
nisT
Universal "‘::‘:‘ NIST NIST SP 800-161 - Cybersecurity Supply Chain Risk N ‘agemec. natices for S, .tems and Organizations revi https: nist detail/sp/800-161/rev-1/final
Flow Down
nisT
Universal "‘::‘:‘ NIST NIST SP 800-161 - Cybersecurity Supply C_ n Risk Manag__ent Practices for Systems and Organizations revi https: nist detail/sp/800-161/rev-1/final
Level 1
nisT
Universal "‘::‘:‘ NIST NIST SP 800-161 - Cyh ~curity Supply Cha  Risk Matiugment Practices for Systems and Organizations revi https: nist detail/sp/800-161/rev-1/final
Level 2
nisT
Universal "‘::‘:‘ NIST NIST SP 800-161 - Cyb. .ty Supply Chain nisk Management Practices for Systems and Organizations revi https: nist detail/sp/800-161/rev-1/final
Level 3
nisT
Universal 800-171 NIST SP 800-171 - Protecting CUI in No. .ederal Systems and Organizations 2 https://csrc.nist detail/sp/800-171/rev-2/final
rev2
nisT
Universal 800-171 NIST NIST SP 800-171 R3 Final Public Draft (FPD) Rev3 FPD https://csrc.nist.gov/pubs/sp/800/171/¢3/fod
rev3FPD
Universal m:':,'u NIST SP 800-171A - Assessing Security Requi for Controlled L ifi i N/A https:, nist detail/sp/800-171a/final
nisT
Universal 800-171 NIST NIST 800-171A R3 Initial Public Draft (IPD) Rev31PD ; nist.gov/n ialPubli T.5P.800-171Ar3.ipd.df
rev31PD
. SP 800-172 - Protecting Controlled L ified Information in Systems and O v v .
u I NIST N/A : t T.5P.800-172.pdf
ANEEE Enhanced Security Requirements for Critical Programs and High Value Assets /i = alf B
nisT
Universal 800-218 NIST SP 800-218 - Secure Software Development Framework (SSDF) Version 1.1: Vi1 ; nist.gov/ni ialPubli 1.5P.800-218.pdf
1
nisT
Universal ok NIST Cybersecurity Framework (CSF) 1.1 (Apr 19) https://www.nist.gov/cyberframework
w1
nisT
Universal ok NIST Cybersecurity Framework (CSF) 2.0 Initial Public Draft (IPD) 201PD https: nist.gov/nistpubs/CSWP/NIST.CSWP.29.ipd.pdf
201D
owase
Universal Top 10 OwASP Top 10 Most Critical Web Application Security Risks 2021 https://www.owasp.org/index.php/Category:OWASP Top Ten Project
V2021
Universal "‘v's":’ PCI SSC Payment Card Industry Data Security Standard (PCI DSS) 32 https: isecuri ‘document library
Universal "f'.":s PCI SSC Payment Card Industry Data Security Standard (PCI DSS) 4.0 https: isecuri ‘document library
paiss
Universal v PCISSC Payment Card Industry Data Security Standard (PCI DSS) - SAQ A 40 https; isecuri document library
SAQA
paiss
Universal a0 PCISSC Payment Card Industry Data Security Standard (PCI DSS) - SAQ A-EP 40 https; isecuri document library
SAQA-EP
paiss
Universal Y PCISSC Payment Card Industry Data Security Standard (PCI DSS) - SAQ B 40 https; isecuri document library
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Authoritative Sources

Mapping Column Header Source Authoritative Source - Statutory / Regulatory / Contractual / Industry Framework Version URL - Authoritative Source
peiss
Y PCISSC Payment Card Industry Data Security Standard (PCI DSS) - SAQ B-IP 40 https; isecuri document library
SAQB-IP
paiss
w0 PCISSC Payment Card Industry Data Security Standard (PCI DSS) - SAQ C 40 https; isecuri document library
sAQcC
peiss
a0 PCISSC Payment Card Industry Data Security Standard (PCI DSS) - SAQ C-VT 40 https; isecuri document library
SAQ C-VT
paiss
PCISSC Payment Card Industry Data Security Standard (PCI DSS) - SAQ D Merchant 40 https; isecuri document library
SAQ D Merchant
peiss
PCISSC Payment Card Industry Data Security Standard (PCI DSS) - SAQ D Service Provider 40 https; isecuri document library
SAQ D Service Provider
peiss
Y PCISSC Payment Card Industry Data Security Standard (PCI DSS) - SAQ P2PE 40 https; isecuri document library
SAQ P2PE
i | shared Assessments | Shared Assessments Standard Information Gathering Questionnaire (SIG) 2023 sharedassessments.or,
SWIFT SWIFT Customer Security Controls Framework 2021 D ift.c urity-prog; -csp/security-controls
Tisax
hein TISAX TISAX ISA 510 enxc m
uL 2900-1 - Software Cybersecurity for Network-Connectable Products A ulcom ity/ul-2900-standards-process
httpay/ b 2021/03 gulation-no-155-cyber-security-
United Nations | UN Regulation No. 155 - Cyber security and cyber security management system N/A hitigggfunece.org/transpor ulation-no-155-cyber-security
af Cyber-security
e United Nations  |UNECE WP.29 N/A e.org/fileadmin/DAM /trans/doc/2020/wp29/ECE-TRANS-WP29-2020-079e.pdf
us
am Federal Cybersecurity Capability Maturity Model v2.1 21 c2m2.doe gov,
21
us cert
rm Federal CERT Resilience Management Model 12 elemu.eduflibrary few.cf id=508084
w2
Federal CISA Cross-Sector Cybersecurity Performance Goals (CPG) 2022 https://www.cisa.gov/c
e Federal US DOJ / FBI - Criminal Justice Information Services (CJi. e Palicy 59 www.fbi.gov/file-repository/cils security policy v5-9 2020060L.pdf/view
IS Security Poli
us
cmmc20 Federal Cybersecurity Maturity Model Certification (¢ MC) 102 https; acq.osd.mil indexhtml
Level 1
us
emmc20 Federal Cybersecurity Maturity Mode™ Sertification (Civ. <, 102 https; acq.osd.mil indexhtml
Level 2
us
emmc20 Federal Cybersecurity Maturity el Ce<'_.cation (CMM 102 https; acq.osd.mil indexhtml
Level 3
us
e 2.1 (araft) Federal Cybersecurity Maturity Model Cert: 1 (CMMC) 2.1 draft https://www.reginfo.gov/public/do/PRAICList?ref_nbr=202211-0704-001
Level 1
us
ammC 2.1 (araft) Federal Cybersecurity Maturity Model Certification (CMMC) 2.1 draft https://www.reginfo.gov/public/do/PRAICList?ref_nbr=202211-0704-001
Level 2
us
ammC 2.1 (araft) Federal Cybersecurity Maturity Model Certification (CMMC) 2.1 draft https://www.reginfo.gov/public/do/PRAICList?ref_nbr=202211-0704-001
Level 3
us )
https; cciio, d-Guid - MARS-E-v2-0-
s Federal US Centers for Medicare & Medicaid Services MARS-E Document Suite, Version 2.0 20 Bs: Cms.ov/CCIK né-Guidance v
ARs 20 Catalog-of-Security-and-Privacy-Controls-11102015.pdf
o ents Onfine pri ) https house gov/view.xhtml?req=granuleid%3AUSC-prelim.title15-
Federal Children's Online Privacy Protection Act (COPPA) N/A e ———
us
m::':i’iw Federal Defense Federal Acquisition Regulation Supplement (DFARS) 252.204-7008 - 7012 252.204-7008 ps: acq.osd.mil, urrent/252204.htm
252208700
- Federal Fair & Accurate Credit Transactions Act (FACTA) / Fair Credit Reporting Act (FCRA) N/A http: consumer.ft files/articles/pdf/pdf-0111-fair-credit-reporting-act.odf
us
eaR Federal Federal Acquisition Regulation (FAR) 52.204-21 https; ition.gov/far/52.204-21
5220021
us
eaR Federal 52.204-27 Prohibition on a ByteDance Covered Application 52.204-27 https; ition.gov/far/52.204-27
5220027
us ) )
alregister. 2020/07/14/2020-15293/federal- -
FAR Federal Federal Acquisition Regulation (FAR) - Section 889 889 S — - . edera
Section 889 -with-entities-using-certain
us
foA Federal Food & Drug Administration (FDA) 21 CFRPart 11
21crRPart 11
e Federal Federal Risk and Authorization Management Program (FedRAMP) Ra https://www.fedramp.gov,
Federal Federal Risk and Authorization Management Program (FedRAMP) (low baseline) Ra https://www.fedramp.gov,
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Geography Mapping Column Header

us
FedRAMP
[moderate]

us
FedRAMP
Thigh]

us

FedRAMP
RS
(low)

FedRAMP
RS
(moderate)

FedRAMP
RS
(high)

FedRAMP
RS
(u-saas)

us

us
GLBA
CFR314

HIPAA - HICP
small Practice

HIPAA - HICP
Medium Practice

HIPAA - HICP
Large Practice

us
IRS 1075

NISPOM

us
NNPI
(unclass)

us

us
Privacy Shield

us

Cybersecurity Rule

ssA
EIESR.
V8.0

StateRAMP
Low
Category 1

StateRAMP
Low+
Category 2

StateRAMP
Moderate
Category 3

Authoritative Sources

Source Authoritative Source - Statutory / Regulatory / Contractual / Industry Framework Version URL - Authoritative Source
Federal Federal Risk and Authorization Program ( ) baseline) R4 https://www.fedramp.gov,
Federal Federal Risk and Authorization Management Program (FedRAMP) (high baseline) R4 https://www.fedramp.gov,
Federal Federal Risk and Authorization Management Program (FedRAMP) (Li-SAAS) baseline) Ra https://www.fedramp.gov,
Federal Federal Risk and Authorization Management Program (FedRAMP) RS RS https://www.fedramp.gov,
Federal Federal Risk and Authorization Management Program (FedRAMP RS) (low baseline) RS https://www.fedramp.gov,
Federal Federal Risk and Authorization Program ( RS) baseline) RS https://www.fedramp.gov,
Federal Federal Risk and Authorization Management Program (FedRAMP RS) (high baseline) RS https://www.fedramp.gov,
Federal Federal Risk and Authorization Management Program (FedRAM RSP) (Li-5AAS) baseline) RS https://www.fedramp.gov,
rederal amily Educational Rights and Privacy Act (FERPA) WA h;t;:::r g fdsys/pkg/USCODE-2010-title20/pdf/USCODE-2010-title20-chap31-subchapllt
Federal Federal Financial Institutions Examination Council (FFIEC) N/A ;“’5: ffiec.gov/pdf/cybersecurity/FFIEC CAT App B Map to NIST CSF June 2015 POF4.p
Federal Financial Industry Regulatory Authority (FINRA) A p://www.finra.org/industr it
Federal Federal Trade Commission (FTC) Act N/A— https; frc trad i ¢
Federal Gramm Leach Bliley Act (GLBA) 7 CFR314 m:c'merrmmmt‘i’:n“i HELES 2021/12/09/2021-2573 f
Federal Health Insurance Portability and Accountability Act (HIPAA) N/A https; hhs.gov/hipaa/for i ity/index.htm
Federal Health Industry Cybersecurity Practices (HICP) - Small Pract’ \ N/A ps; phe gov/Prepar d/Pages/hic-practices.asp
Federal Health Industry Cybersecurity Practices (HICP) -7 dium Practice N N/A phe.gov/Prepar d/Pages/hic-practices.asp
Federal Health Industry Cybersecurity Practic (HICP)—Lar:aU’ N/A ps; phe gov/Prepar d/Pages/hic-practices.asp
Federal Internal Revenue Service (i N/A https://www.irs.gov/publirs-pdf/p1075.pdf
Federal International 7' fic in Arms Pegulation (I ;mitedeartlzo] N/A Wzﬂ:;f; 01:17«3272;5:4%314%&.“ 721 1208l
Federal North American Electric.ability. < poration Critical Infrastructure Protection (NERC CIP) N/A . nerc ges/CIPStandards.aspx
Federal National Industrial Security Program Operating Manual (NISPOM) N/A http: dss.mil daa/nispom2006-5220.pd
Federal Naval Nuclear Propulsion Information (NNPI) N/A h:ps;oe—zoo%;;;:o '::Isior:’ilzgt;lnain?si‘;zo.su or ;:921 %20 Un’c?a:;;;;;.ow;'“ e
Federal National Science & Technology Council (NSTC) NSPM-33 N/A gov/wp-content/uploads/2022/01/010422-NSPM-33
Federal Privacy Shield N/A ps://www.pr i article?id=Req f-Participation
¢ ity Final Rule (Cy ity Risk Strategy, and Incident Disclosure) - 17
Federal CFR Parts 229, 232, 239, 240, and 249 N/A https; ec.gov/files/rules/final/2023/33-11216.pdf
Federal Sarbanes Oxley Act (SOX) N/A http:, ec. ‘about/laws, 2002.pdf
Federal Social Security Administration (SSA) Electronic Information Exchange Security Requirements 80 ps: a ity.html
State StateRAMP Low (Category 1) N/A https://stateramp.org/documents;
State StateRAMP Low+ (Category 2) N/A https://stateramp.org/documents;
State StateRAMP Moderate (Category 3) N/A https://stateramp.org/documents;
state AK - Alaska Personal Information Protection Act (PIPA) N/A alaska il 4548 html
state cA-sB327 N/A https: legislature.ca.gov/faces/billTextClientuhtmi?bill id=201720180SB3
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Geography Mapping Column Header Source Authoritative Source - Statutory / Regulatory / Contractual / Industry Framework Version URL - Authoritative Source

usca
State California Privacy Rights Act (CPRA) - November 2022 version November 2022 |https: ca 20221102 mod text.pdf
(Nov 2022)
Us-ca _— .
e State CA-$B1386 N/A https; a.gov/faces/billTextClient.xhtmi2bill id=200120020581386
USEEO Stat €O - Colorado Privacy Act N/A https://leg.colorado. les/2021a 190 signed.pdf
Cblordo PruacyAet ate - Colorado Privacy Act s signed.p
State Ilinois Biometric Information Privacy Act (PIPA) N/A https: ilga islation/lcs/ilcs3.asp?ActiD=30048 ChapterID=57
State Ilinos Identity Protection Act (IPA) N/A https: ilga islation/lcs/ilcs3.asp?ActiD=31748 ChapterID=2
State IL - linois Personal Information Protection Act (PIPA) N/A https: ilga islation/ilcs/ilcs3.asp?ActiD=2702&ChapterlD=67
SSA Stat MA - 201 CMR 17.00 N/A http:, br/docs/idtheft/201cmr1700reg.odf
R ate - . ://www.mass.gov/ocabr/docs/idtheft/201cmr1700reg.
State NV - $B220 N/A https://www.leg.state.nv.us/App/NELIS/REL/80th2019/Bill/6365/Tex
us-ny
State NY - NY DFS 23NYCRRS00 N/A http: dfs.ny.gov/le i i Yotxt.pdf
23 NYCRRS00
us-ny
SHIELD Act State NY - SHIELD Act (SB $55758) N/A : nysenate.gov/pdf/bills/2019/s5575b
sss75m
State OR- ORS 646A N/r nttps; i gov/bills laws/ors/ors646a.html
SSSE State SC - South Carolina Insurance Data Security Act v https: gov/sess122 2017-2018/bills/4655.htm

Insurance Data Security Act

State TX-BC521 N/A www.statutes.legis.state.tx.us/Docs/BC/htm/BC.521.htm
ey bersecurity et State TX - Cybersecurity Act N/A o legis.state.t SR /billtext/pdf/HBOOOOSF. pdffinavpanes=0
TX DIR Control Standards 2.0 State TX - DIR Security Control Standards Catalog 20 https://dir.texas.gov/resource-library-item/security-controls-standards-catalog
State TX - Texas Risk & Authorization Management Prograi TX-RAi N/A http://dir.texas.gov/texas-risk-and-authori program-te-ramp
State TX-2019 - $B820 N/A https://www.legiscan.com/TX/text/SB820/id/2027614/Texas-2019-58820-Enrolled.htm|
State Virginia Consumer Dat= otection Act 2023
Us-vT . N . rermont.gov/De 2018/Docs/ACTS/ACT171/ACT171%20As%20Enacted.p
71 et 2018 State VT-Act 171 0f 2018 (L. " .ker Registration Act) N/A o
EmeA
: b d-p internal- I ict-and-
L] EU European Banking Authority (EBA) wuidelines on ICT and security risk management N/A - -£02.8Ur0pa Internagover an
£8A security-risk-management
GL/2019/04
EmeA
U EU EU Digital Operational Resilience Act (DORA) 2023
DoRA
EmiEA
£U ePrivacy £U ePrivacy Directive draft http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=41241
araft]
EmiEA
£ EU General Data Protection Regulation (GDPR) N/A http://ec.europa.eu/justice/data-protection/reform/index_en.htm
GoPR
EmiEA
£ EU ENISA NIS2 (Directive (EU) 2022/2555) N/A https://www.enisa.europa.eu/topics/cybersecurity-policy/nis-directive-new
Nis2
e - Second Payment Services Directive (PSD2) N/A D eba.europa. 10180/1761863/Final+draft+RTS+on+SCA+and+CSC+under
reo2 v +PSD2+%28EBA-RTS-2017-02%29.pdf
EmeA
e EU EU-US Data Privacy Framework N/A https: ivacyframework.gov/s,
EU-US Data Privacy Framework
:xf:ﬂ Austria Federal Act concerning the Protection of Personal Data (DSG 2000) N/A https://www.ris.bka.gv.at/D rv/ERV 1999 1 165/ERV 1999 1 165.pdf
EmiEA ) e B
S Belgium Act of 8 December 1992 N/A http://www.pr Privacy Act 1992.pdf
cm:“:f:uh"c Czech Republic Act No. 101/2000 on the Protection of Personal Data N/A https: uoou. braz_dok.asp?id ktg=11078p1=1107
EMEA N D) i dk lish/the-act-on-| -of-personal-data/read-the-act-on-
e Denmark Act on Processing of Personal Data (Act No. 429 of May 31, 2000) N/A Srocessing.ofo —— tho.act on arocessingof o e
:.T::a Finland Personal Data Act (986/2000) N/A http: finlex.fi/en/lak 1999/en19990523.pdf
EMER France 78 17 / 2004 8021 - Information Technology, Data Files & Civil Liberty N/A http:, cnil.fr/fileadmi 78-17VA pdf

France
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Geography

Mapping Column Header

EMEA
Germany

EMEA
Germany
Banking Supervisory Requirements
for IT (BAIT)

EMEA
Germany
€5:2020

EMEA
Greece

EMEA
Ireland

EMEA
Israel

oMo
V1.0

EMEA
Israel

EMEA
taly

EMEA
Kenya
DPA 2019

EMEA
Luxembourg

EMEA
Netherlands

EMEA
Nigeria
DPR2019

EMEA
Poland

EMEA
Portugal

EMEA
Russia

EMEA
Saudi Arabia
Critical Security Controls

EMEA
Saudi Arabia
SACS-002

EMEA
Saudi Arabia
SAMA CSFv1.0

EMEA
Saudi Arabia
ECC-12018

EMEA
Saudi Arabia
oTee 2022

EMEA

Serbia
87/2018

EMEA
Slovak Republic

EMEA
South Africa

EMEA
Spain

EMEA

Spain
cen-sTIC 825

EMEA
Sweden

EMEA
Switzerland

EMEA
Turkey

Authoritative Sources

Source Authoritative Source - Statutory / Regulatory / Contractual / Industry Framework Version URL - Authoritative Source
Germany Federal Data Protection Act N/A https; tze-im-internet.de/englisch_bdsg/englisch bdsg.pdf
bafin.de/SharedDocs/D rs 1710 ba BAIT en.html
G Banking Supervisory Requirements for IT (BAIT] N/A
ermany anking Supervisory Requirements for IT (BAIT) / DFE3798FF983139B1E73C57CD17B025.1 cid389?nn=0866146
bsi.bund.de/EN/Topics/CloudCe Criteria_Catalogue/C
G Cloud Computing Compliance Controls Catalogue (€S 2020
ermany loud Computing Compliance Controls Catalogue (CS5) P .
) . . ) http://www.dpa gr/pls/portal/docs/PAGE/APDPX/ENGLISH_INDEX/LEGAL%20FRAMEWORK/LAW%2
Greece Protection of Individuals with Regard to the Processing of Personal Data (2472/1997) N/A ey Mo P PoE
Hungary Informational Self-Determination and Freedom of Information (Act CXIl of 2011) N/A hu/files/Privacy Act-CXll-of-2011 EN 201310.pdf
Ireland Data Protection Act (2003) N/A http://www.iri ie/2003/en/act/pub/0006/print.html
gov.il/BlobFolder/policy/cyber securit for he/Cyber1.0
C i [o]
fsrael foran 0 english 617 Ad.pdf
Israel Protection of Privacy Law, 5741 - 1981 N/A Lun.org b UN-DPADM/UNPAN041914.pdf
Italy Personal Data Protection Code N/A http://www.privacy.it/privacycode-en.html
ffilead 2019/TheDataProtectionAct _No240f2019.
Kenya Kenya Data Protection Act 2019 e L eDataProtectionAct No24o 2
Luxembourg Protection of Personals with Regard to the Processing of Personal Data N, http:, cnpd.publi fr droit-lux/doc_10i02082002 en.pdf
Netherlands Personal Data Protection Act N/A 0s://www.akd.nl/t/D 17-03-2016 _ENG Wet-bescherming: pdf
Nigeria Nigeria Data Protection Regulation O https; gov.ng/wp-content/uploads/2020/11/NigeriaDataProtecti 11.pdf
Norway personal Data Act WA https: ilsynet.no/en;regulations-and-tools/r nd-decisions/norwegian-privacy]
law/personal-data-regulations2/
Poland Act of 29 August 1997 on the Protection of Personal Data N/A http://www.giodo.gov.pl/144/id_art/171/i/en,
Portugal Act on the Protection of Personal Data N/A https:, cnpd.pt/english/bil Law6798EN.HTM
https; acert.org/si iles/library/2020-
Qatar Personal Data Privacy Protection Law (PDPPL) N/A 11/Law%20No.%20%2813%29%200(%202016%20%200n%201 %201 0Data%20p
rivacy%20-%20English.pdf
Russia Federal Law of 27 July 2006 N 152-FZ N/A http://www.rg.ru/2006/07/29/personalinye-dannye-dok.htm
—_— ) ) Version 1.0 https://www.sama.gov.sa/en-
Saudi Arabia Saudi Arabian Monetary A< ority - Cyber Security | mework (May 2017) U5 Lo i MA20Cyber%20Security%20F rameworky%20v1.0%20final updated.odf
https; . d King:with- -002-third-party-
saudi Arabia SACS-002 - Third Party Cybersece Standard N/A D52/ /WWW.AramCo.o B-With-us/ccc/sacs ic-par
cybersecurity-standard.pdf
https://www.sama.gov.sa/en-
Saudi Arabi Saudi Arabian Monetary Authoirty (SAMA) Cyber Security Fi K (CSF, 2017v1
audi Arabia audi Arabian Monetary Authoirty (SAMA) Cyber Security Framework (CSF) v US/Laws/Fi MA%20Cyber%20Security%20Framework%20v1.0%20final_updated.pdf
Saudi Arabia Essential Cybersecurity Controls (ECC— 1 : 2018) 2018 https://nca.gov.safiles/ecc-en.pdf
Saudi Arabia Operational Technology Cybersecurity Controls (OTCC -1: 2022) 2022 https://nca.gov.sa/otcc_en.pdf
ilo.org/d lexd.detail?p | isn=1092708p count=558&p classificati
Servia Act of 9 November 2018 on Personal Data Protection (Official Gazette No. 87/18) N/A on=01#:~:tex 20the%20right%20t0%20) 2 9%20cases%2
C%20prevention%20and
; ! i iles/kefinder/files/Act 122-2013 84
Slovak Republic  |Protection of Personal Data (122/2013) N/A o oot =
South Africa Protection of Personal Information Act (POPIA) N/A http:, justice.go ts/2013-004.pdf
https:, mijusticia.gob. Tematica/D i licaci yal D
Spain Royal Decree 1720/2007 (protection of personal data) N/A ecree_approving the relating to C Act on_Personal Data Protection %
28.PDF
) — https://www.cen-cert.cni.es/series-ccn-stic/800-guia-esquema-nacional-de-seguridad/2148-ccn-stic-
5 ICT Security Guide CCN-STIC 825 N/A
pain ecurity Guide / 825 tional-security -27001-certifications/file.html
Sweden Personal Data Act N/A o i in-english/legislation/the-personal-data-act,
Switzerland Federal Act on Data Protection (FADP) N/A https:, admin.ch/opc/en/classified-c 19920153 /index.html|
Turkey Regulation on Protection of Personal Data in Electronic Communications Sector N/A https; tbmm.gov.tr/docs, jon_en.pdf
UAE Data Protection Law No. 1 of 2007 N/A files/5814/5448/9177/Data Protection Law DIFC Law No. 1 of 2007.pdf
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Authoritative Sources

Geography Mapping Column Header Source Authoritative Source - Statutory / Regulatory / Contractual / Industry Framework Version URL - Authoritative Source
emea
UK United Kingdom Cyber Assessment Framework 31 https:, ncsc.gov.uk/files/Cyber- ramework-v3-1.pdf
carvaL
emea
™ United Kingdom | Cyber Assessment Framework (CAF) for Aviation Guidance (CAP1850) N/A https; aa.co aspxPappid=11&mode=detail&id=9295
cap 1850
emen
United Kingdom | Cyber Essentials N/A https; nesc.gov.uk
Cyber Essentials
United Kingdom [ Data Protection Act N/A http://www.legislation.gov.uk/ukpga/1998/29/contents
United Kingdom | UK General Data Protection Regulation N/A https://www.legislation.gov.uk/eur/2016/679/data.pdf
copR
apAc
i https; cyber.gov.au/resources-b d-g ial-cyber-secur
s Australia Australia Essential Eight N/A o er.2 ec
Essential 8 eight/essential-eight-maturity-model
M1
apAc
i https; cyber.gov.au/resources-b d-g ial-cyber-secur
s Australia Australia Essential Eight N/A o er.2 ec
Essential 8 eight/essential-eight-maturity-model
M2
apAc
i https; cyber.gov.au/resources-b d-g ial-cyber-secur
s Australia Australia Essential Eight N/A o er.2 ec
Essential 8 eight/essential-eight-maturity-model
M3
apAc
Australia Australia Privacy Act of 1998 N/A https://www.comlaw.gov.au/Details/C2015C00089
Privacy Act
apAc
Australia Australia Australian Government Information Security Manual (1SM) i ember2022  [https://www.cyber.gov.au/acsc/view-all-content/ism
1sM 2022
apAc
Australia Australia Australia - Code of Practice - Securing the Internet of Things for Consumers 7y stps; irs.gov.au/reports-and-pubs/files/code-of-practice.pdf
loT Code of Practice
e : apra.gov.au/st iles/2023-
Australia Australia Prudential Standard CPS 230 - Operational Risk Management N/A 07/Pr 0: 20CPS%20230%20C i 1%20Risk 20-
Prudential Standard CPS230 %20clean.pdf
apAc
Australia Australia Prudential Standard CPS 234 Information Security N/A ps: .apra.gov.au/si iles/cps 234 july 2019 for public release.pdf
Prudential Standard CPS 234
apAc
Australia Australia Australia Privacy Principles N/A https; irs.gov.au/reports-and-pubs/files/code-of-practice.pdf
Privacy Principles
APAC http://translate.google.com/translate?hl=en&sl=zh-CN&u=http:,
china China Decision on Strengthening Network Information Protection N/A
& 12/28/content 2301231 htm&prev=search
apAc Hona Kom personal Data Ordinance A http://www.blis.gov.hk/blis_pdf.nsf/CurAllEngDoc/BADF8BA125C4214D48257SEFO00ECSFF/SFILE/C
Hong Kong g Kong AP 486 e bS.pdf
India Information Technology Rules (Privacy | =s) N/A http: ipo.int/edocs/lexdocs/laws/enin/i pdf
apAc ) )
s Indonesia Government Regulation No. 82 of 2u+. N/A http://uk 14-583-2387
Japan Acton the Protec. of Perse !Informatio June 2020 https: poc.go.ip/files/pdf/APPI_english.pdf
https: ismap.go.ip/csm/en?id=kb_article vi m article=KB00103018&sys kb id=4d0
Japan Japan Information System S v .nagement and Assessment Program (ISMAP N/A
P P VEN S gram (ISMAP) / 6b8701b4f011013a78665ccabcbd28sp
M:::Za Malaysia Personal Data Protection Act of 2010 N/A o Kkmm.gov.my/p 20DAata%20 OACt%202010.0df
APAC . . https:, health.govt. e Ith i urity-
New Zeat et 15¢ New Zealand NZ Health Information Security Framework N/A P
apAc
New Zealand New Zealand New Zealand Information Security Manual (NZISM) 36 https: nzism.gesb govt.nz/ism-document
Nzism 3.6
Arac New Zealand Privacy Act of 2020 2020 wwiw.legislation.govt.nz/act/public/2020/0031/latest/LMS23223.html
New Zealand Privacy Act of 2020
apac . ) https://privacy.gov.ph Ules-and- ions-of-republic-act-no-10173-known-as-the-
ohtippines Philippines Data Privacy Act of 2012 N/A R——,
APAC ! http: agc.go o odfFile.odf?Compld:2f46adee-0962-
: Singapore Personal Data Protection Act of 2012 N/A
singapore 2P / 49e4-8e8d-eacdeff42b2
apAc
Singapore Singapore Cyber Hygiene Practice N/A ps: mas.gov.sg/-/media/MAS/Notices/PDF/MAS-Notice-132.pdf
Cyber Hygiene Practice
apAc ) ) o
) ' o ) ) https: mas.gov.sg/-/media/M d-Financial-Stability/Regulatory-and-
e mas Singapore Monitory Authority of Singapore (MAS) Technology Risk Management (TRM) Guidelines 2021
021 2P v ¥ of Singapore (MAS) &Y gement (TRM) Supervisory-Framework/R TRM-Gui 18-January-2021.pdf
APAC ) ) )
South Korea Personal Information Protection Act N/A ://koreanlii.or.kr, KoreanDPACt2011.pdf
South Korea
— Taiwan Personal Data Protection Act N/A law.moj.gov.tw/Eng/LawClass/LawAlLaspx?PCode=10050021
Americas :"::;:: Argentina Protection of Personal Law No. 25,326 N/A http: infoleg.go net/anexos/60000-64999/64790/norma.htm
Americas
Americas Argentina Argentina Protection of Personal Data - MEN-2018-147-APN-PTE N/A https; argentina.gob.ar/sites/default/files/mensaje_ndeg 147-2018 datos per pdf
Reg 132/2018
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Geography

Americas

Americas

Americas

Americas

Americas

Americas

Americas

Americas

Americas

Americas

Americas

Americas

Mapping Column Header

Americas
Bahamas

Americas
Bermuda
BMA CCC

Americas
Canada
CSAG

Americas
Canada
OSFI B-13

Americas
Canada
PIPEDA

Americas
Colombia

Americas
Peru

Americas
Uruguay

Authoritative Sources

Source Authoritative Source - Statutory / Regulatory / Contractual / Industry Framework Version URL - Authoritative Source
//laws.bahamas.gov.bs/cms/i LEGISLATION/PRINCIPAL/2003/2003-
Bah Data Protection Act N/A
ahamas ata Protection Ac / 0003/DataProtectionPrivac mationAct 1.pdf
https; bma.b POF 2020-10-06-09-27-29-1 -Sector-Cyber-Risk-
Bermuda Bermuda Monetary Authority Cyber Code of Conduct N/A os: ma.om/view nsurance-Sector-Cyber-RIS
Management-Code-of-Conduct.pdf
Brazil General Data Protection Law (LGPD) N/A https://www.pnm.adv.br/wp-c ploads/2018/08/Braili I-Data-Protection-Law.pdf
Canada Office of the Superintendent of Financial Institutions Canada (OSFI) - Cyber Security Self-Assessment Guidance N/A https://www.osfi-bsif.gc.ca/Eng/Docs/cbrsk.pdf
Canada B-13 N/A https://www.osfi-bsif.gc.ca/Eng/fi-if/rg-ro/gdn-ort/gl-ld/Pages/b13-jul-let.aspx
Canada Personal Information Protection and Electronic Documents Act (PIPEDA) N/A justice ge.ca, p-8.6/FullText.htmi
Chile Act 19628 - Protection of Personal Data N/A http://www.leychile.cl/Navegar?idNorma=141599
Colombia Law 1581 of 2012 N/ o secretar gov.co/senad ley 1581 2012 html
http://web.ita.doc.gov/ITI/itiHome.nsf/9b2cb14bda00318585256¢c40068ca69/11024d15acfca221
Costa Rica Protection of the Person in the Processing of His Personal Data N/A 85257278004adfdb/SFILE/Costa%20Rica%20Data%20Protection%20Legislation%20Draft%20)
202011 EN 10n%20by%20ITA pdf
//pri ter/Mexico Federal Data Protection Act
Mexico Federal Law on Protection of Personal Data held by Private Parties N/A center/Mexico Federal Data Protection Ac
July2010.pdf
https: om/wp-
Peru Personal Data Protection Law N/A content ites/18/migrated/Peru%20Data%20Protection%20Law%20July%2028 EN%20 2
.pdf
Uruguay Law No. 18,331 - Protection of Personal Data and Acti tabeas " N/A https; oub emp3273105.htm
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Cybersecurity Metrics Reporting Model (CMRM)

. ot . ik Indi Key Performance .
F Domain Perform i f i o
SCF Domai Key Performance Index (KPX) Name Description Method of Calculation Key Risk Indicator (KRI) Indicator (KPI) ollup chti
Asset Management AST-A-01 | Unknown Devices 57% % of unknown devices on the network |AST-M-087 divided by (AST-M-001 + AST-M-087) KRI 30%
Asset Management AST-A-02 |Known Server Functions 73.0% lass systems with d by AST-M-001 KRI 20%
Asset Management AST-A-03  |Servers with Assigned Owners 75.6% % srver.classsystems with an assigned system AST-M-089 divided by AST-M-002 KRI 10%
Asset Management AST-A-04 | Workstations with Assigned Owners. 88.0% ! lass systems with d by AST-M-012 %
Asset Management AST-A-05 | Network Devices with Assigned Owners. 9L4% % network devices with an assigned system owner/custodian | AST-M-091 divided by AST-M-017 5%
Asset Management AST-A-06 | Databases with Assigned Owners 83.0% % databases with an assigned system owner/custodian AST-M-092 divided by AST-M-027 KRI 5%
Asset Management AST-A-07 | Major Applications with Assigned Owners 88.9% % major applications AST-M-093 divided by AST-M-037 KRI 5%
Asset Management 100%
Asset Management AST-A-08 | Minor Applications with Assigned Owners 64.0% 9 minor applications with an assigned system owner/custodian [ AST-M-094 divided by AST-M-047 5%
Asset Management AST-A-09 | Cloud-Based Applications with Assigned Owners 86.6% % cloud based applcations with an assigned system AST-M-095 divided by AST-M-057 KRI 5%
Asset Management AST-A10  |10T/OT with Assigned Owners 74.2% % embedded technology-class systems with an assigned system |11 006 diided by AST-M-067 5%
T it
Asset Management ASTALL 205% % facility systems |AST-M-097 divided by AST-M-072 5%
Asset Management AST-A12  |TBD- company-defined 00% 8D - company-defined 78D - company-defined
Asset Management AST-A13 | TBD - company-defined 00% 8D - company-defined 78D - company-defined
Asset Management AST-A14 | TBD- company-defined 00% 8D - company-defined 78D - company-defined
Business C“Zi:v“e“x SOsaster|  pepa01 (“‘!’I‘:)‘" Business {LOB) with 2 Business Impact Analysis 333% % lnes of business with a Business Impact Analysis (BIA) BCM-M-002 divided by BCM-M-001 KRI
Business Continulty & Disaster | gop gy |Line of Business (LOB) with 2 Business Continuity Plan 438% % lines of business with a Business Continuity Plan (BCP) BCD-M-004 divided by BCM-M-001 KRI
Recovery (BcP)
Business Continuity & Disaster| o [Incidents Related To Lack of Capacity or Denial of Service o % incidents reated 1o capacity s or Deralof Service (905) | /oo oo o s - )
very attacks Business Continuity & Disaster o
? Recovern
Business C“Zi:v“e‘x”"“‘” BCD-A04  |TBD- company-defined 00% 8D - company-defined 78D - company-defined v
Business Continuity & Disaster | pep p o5 |80 - company-defined 00% 8D - company-defined 78D - company-defined
Recovery _
Business C“”“”V“E“LB‘D"“‘” BCDA06  |TBD- company-defined 00% 8D - company-defined 78D - company-defined
Compliance CPLAOL  |Security Events Impacting Compliance Efforts 14.2% * Y applicable statutory, ¥ CPL-M-002 divided by IRO-M-003
contractual compliance implications
Compliance CPLAD2  [TBD - company-defined 00% 8D - company-defined 78D - company-defined
Compliance 100%
Compliance CPLAD3  [TBD - company-defined 00% 8D - company-defined 78D - company-defined
Compliance CPLADs [TBD- company-defined 00% 8D - company-defined 78D - company-defined
Network Security NET-A0L |Line of Business (LOB) with a Network Diagram 729% 9% lnes of business with network diagrams NET-M-008 divided by BCD-M-001 KRI
Network Security NET-A-02 | Line of Business (LOB) with a Data Flow Diagram (DFD) 563% % lnes of business with Data Flow Diagrams (DFD) NET-M-009 divided by BCD-M-001 KRI
Network Security NETA03 78D company-defined 00% 8D - company-defined 78D - company-defined Network Security 100%
Network Security NETA04  |TBD- company-defined 00% 8D - company-defined 78D - company-defined
Network Security NETA05  |TBD- company-defined 00% 8D - company-defined 78D - company-defined
Risk Management RSK-A01  [Production Migrations With Exceptions to Standards 727% o proecs wansiioninto production with exceptions to RSK-M-003 divided by PRM-M-004
Risk Management RSK-A02 |Risk Assessments Exceeding Risk Tolerance 616% % risk assessments that exceed risk tolerance thresholds RSK-M-004 divided by RSK-M-002 KPL
Risk Management RSK-A03 |[Risk Register Findings older than 90 days 919% % findings on the risk register Y d by RSK-M-001 KPL
Risk Management RSK-A04 [Risk Register Findings older than 180 days 68.1% % findings on the risk register older than 180 days RSK-M-006 divided by RSK-M-001 KPL
— Risk Management 100%
Risk Management RSK-A05 [Risk Register Findings older than 365 days 54.2% % findings on the risk register older than 365 days RSK-M-007 divided by RSK-M-001 KPL
Risk Management RSK-A06 [TBD - company-defined 00% 8D - company-defined 78D - company-defined
Risk Management RSK-A07  [TBD - company-defined 00% 8D - company-defined 78D - company-defined
Risk Management RSK-A08 [TBD - company-defined 00% 8D - company-defined 78D - company-defined
Third-Party Management |  TPM-A-01 | Third-Party Risk Assessments Performed 281% % third party risk assessments performed to address TPM-M-001 divided by RSK-M-002
-related supply chain ri|
rd-party anagement | TwLAD2 | CHaI Systems, Applications & Services Provided By o % critical systems, processes and services provided by third | (AST-M-058 + AST-M-050 + AST-M-078 + AST-M-075, e b L(-M-003+ AST-M .+ AST-M-013 + AST-M-014 + AST-M-018 + AST-V-019 + AST-M-023 + AST-M-024 + AST-M-028 + AST-M-029 + AST-M-038 + AST-M-
Y Manae Third-Parties - parties 039 + AST-M-048 + AST-M-049 + AST-M-058 + AST-M-U 1-068 + AST-M-069 + AST-M-073 + AST--074 + AST-M-078 + AST-M-079)
(CrticalSystems, Applications & Services Provided With d services with a Software Bil of | TPM-M-007 divided by (AST-M-003 + AST-M-004 + AST-M-AST-M-014+°  1-018 + AST-M-019 + AST-M-023 + AST-M-024 + AST-M-028 + AST-M-029 + AST-M-038 + AST-M-030 + AST-M-048 + AST-M-049 + AST-M-
Third-Party Management |  TPM-A-03 07%
sBom Materials (SBOM) 058 + AST-M-059 + AST-M-068 + AST-M-069 + AST-M-073 + A 1074 +A7 078 + AST-M-079) .
e Third-Party Management 100%
Third-Party TPM-A-04. ppany-defined 00% 8D - company-defined 78D - company-defined
Third-Party TPM-A05. ppany-defined 00% 8D - company-defined 78D - company-defined
Third-Party TPM-A-06. ppany-defined 00% 8D - company-defined 78D - company-defined
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