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Prioritized Cybersecurity Supply Chain Risk Management (C-SCRM) Implementation Plan

Develop & implement physical security 
capabilities to detect, respond to and 

recover from physical security incidents.

Develop & implement continuous 
monitoring capabilities through log 

collection and analysis (e.g., SIEM).

Identify applicable external requirements 
(e.g., laws, regulations & contractual 

obligations)

Categorize TSP based to identify their 
criticality to the organization's mission and 

business processes, per LOB

Create a detailed network diagram that 
includes TSPs and the geographic 

location where data is stored, transmitted 
or processed.

1

1c

Establish context for supply chain risks & implement a 
C-SCRM program.

Inventory TSP access control for both 
critical systems and sensitive data.

Perform a gap assessment from 
applicable statutory, regulatory and 

contractual obligations.

7b
Create a Plan of Action & Milestone 

(POA&M) to track and remediate 
deficiencies.

12

Develop & implement a resource plan 
(e.g., business plan, budget, road map, 

etc.) to meet compliance obligations.

3c

Implement and monitor supply chain 
protections (contractual obligations, 

assessments & monitoring 
compliance). 

Prioritize objectives from the resource 
plan for People, Processes, Technology & 

Data (PPTD) requirements.

3d

Develop & implement change control 
processes, including a Change Control 

Board (CCB). POA&M deficiencies.

8

Develop & implement Identity & Access 
Management (IAM)  to address  "least 

privilege" and Role-Based Access 
Control (RBAC). 

13

14

Develop & implement network security 
practices. 

15

Develop & implement proactive 
maintenance practices. 

16

Develop & implement attack surface 
management practices as part of a 

broader Vulnerability & Patch 
Management Program (VPMP).

17

Develop & implement a threat 
intelligence capability. 

18

Develop & implement business 
continuity capabilities. 

19

Build and maintain a security-minded 
workforce through training & 

awareness. 

20

Develop & implement tamper 
resistance and detection capabilities.

21

Develop & implement an Information 
Assurance Program (IAP) to validate 

control implementation. 

22

Develop & implement system 
application and service 

decommissioning and migration 
capabilities. 

23

24

Develop and implement a centralized 
Configuration Management Plan (CMP) 

to enforce secure configurations.

9

Develop and implement configuration 
enforced secure baseline 

configurations (e.g., hardening 
standards) for all technology platforms. 

10

Identify applicable internal requirements 
(e.g., business practices, board of director 

dictates, corporate policies, etc.)

Develop a cybersecurity & data 
program-specific mission and strategy that 

supports the broader corporate strategy 
and business operations.

Define applicable SCRM controls.

Identify Minimum Compliance 
Requirements (MCR).

Identify Discretionary Secure 
Requirements (DSR).

Establish organization-wide maturity 
criteria for people, processes and 

technology.

Establish maturity criteria for sensitive 
data and/or critical systems, applications 

and services.

Define maturity-based criteria for SCRM controls.

PM-2
PM-3
PM-9
PM-11

2a 2b

2

3

1d 1e

3a 3b

Publish organization-wide cybersecurity & 
data protection policies to address 
applicable security and compliance 

requirements.

Publish standards to enforce cybersecurity 
& data protection policies.

Publish cybersecurity & privacy program documentation.

4

4a 4b

Maintain situational awareness.

Develop SCRM-specific metrics.

Identify key stakeholders for a Quarterly 
Business Review (QBR) on SCRM 

metrics and issues.

Assign a Chief Supply Chain Officer 
(CSCO) / Chief Operations Officer (COO) 
to establish and run the SCRM program.

Restructure the organization chart to 
eliminate conflicts of interests among 

leadership representing Lines of Business 
(LOB) within the organization.

1a 1b

6

Implement secure engineering principles 
and adopt a Zero Trust Architecture (ZTA).

2c

Create a detailed inventory of contracts 
that flow-down sensitive data to 

Third-Party Service Providers (TSP).

Create a detailed inventory of TSP that 
make up the Direct Supply Chain (DSP) 

(direct contracts)

Create a detailed data inventory for all 
sensitive data, including "crown jewels" 

Intellectual Property (IP).

Create a detailed asset inventory for all 
business-critical systems, applications and 

services.

6a 6b 6c

6d 6e 6f

6h 6i

6j

Manage risk.

7

Develop & implement a Risk 
Management Program (RMP) to 

identify, assess and remediate risk. 

7a 7c

PM-28
PM-29
PM-30
PM-31

Develop & implement incident 
response & resiliency capabilities to 
detect, respond to and recover from 

incidents. 

11
PL-8

PL-8(2)
SA-2
SA-3
SA-4

SA-4(5)
SA-4(7)

SA-5
SA-8
SA-10
SA-11
SA-15

SA-15(3)
SA-15(4)

SA-15(8)
SA-16
SA-17
SA-20
SA-21

SA-21(1)

CM-8
CM-8(1)
CM-8(2)
CM-8(4)
CM-8(6)
CM-8(7)

CM-8(8)
CM-8(9)
CM-10

CM-10(1)
CM-11

MP-5
MP-6

AC-21
AC-22
AC-24

SA-4(8)
SA-9(4)

SA-9(5)
SA-22
SC-28

SC-37(1)
SI-12

SR-3(1)
SR-3(3)

SR-5
SR-6
SR-7

SR-8
SR-13

AT-2(1)
AT-2(2)
AT-2(3)
AT-2(4)
AT-2(5)

SR-4
SR-9
SR-10
SR-11

CA-2
CA-2(2)
CA-2(3)

CA-6

CP-2
CP-2(1)
CP-2(2)
CP-2(7)
CP-2(8)

CP-3

CP-3(1)
CP-4
CP-6

CP-6(1)
CP-7
CP-8

CP-8(3)
CP-8(4)
CP-11
SC-47

PM-15
PM-16
RA-10
SI-5
SI-20

RA-5
RA-5(3)
RA-5(6)
SC-30

SC-30(2)

SC-30(3)
SC-30(4)
SC-30(5)

SI-2
SI-2(5)

MA-2(2)
MA-3

MA-3(1)
MA-3(2)
MA-3(3)

MA-4

MA-4(3)
MA-5

MA-5(4)
MA-6
MA-7
MA-8

AC-4
AC-4(6)
AC-4(17)
AC-4(19)
AC-4(21)

AC-17

AC-17(6)
AC-18
AC-19
CA-3
SC-4

SC-5(2)

SC-7
SC-7(13)
SC-7(19)

SC-8
SC-36

AC-2
AC-3

AC-3(8)
AC-3(9)

AC-5
AC-6(6)
AU-10

AU-10(1)
AU-10(2)
AU-10(3)

IA-2
IA-3
IA-4

IA-4(6)

IA-5
IA-5(5)
IA-5(9)

IA-8
IA-9

AC-20
AC-20(1)
AC-20(3)

CM-3
CM-3(1)
CM-3(2)
CM-3(4)

CM-3(8)
CM-4

CM-4(1)
CM-5

CM-5(1)
CM-5(6)
CM-7(1)

CM-7(6)
CM-7(7)
CM-7(8)
CM-7(9)

CM-9
CM-9(1)
CM-12

CM-12(1)
CM-13
CM-14
PL-2

SC-29
SC-38
SI-3

AU-2
AU-3
AU-6

AU-6(9)
AU-12

AU-13
AU-14
AU-16

AU-16(2)
CA-7(3)

SI-4
SI-4(17)
SI-4(19)

IR-2
IR-3

IR-4(6)
IR-4(7)
IR-4(10)
IR-4(11)

IR-5
IR-6(3)
IR-7(2)

IR-8
IR-9

CA-5

Evolve Processes (Plan, Do, Check & Act)

Create a Data Flow Diagram (DFD) that 
shows how sensitive data from the 

organization to TSP, including the TSP's 
subcontractors.

6g

Assign stakeholder accountability.

Stakeholders ensure control owners 
develop documented Standardized 

Operating Procedures (SOP) to address 
the control objective.

5c

Formalize access agreements for internal 
and external personnel, including rules of 

behavior for critical technologies.

5e

Identify "control owners" for each 
cybersecurity & data protection control. 

These are the individuals or teams 
responsible for the control.

Identify the "control operators" for each 
cybersecurity & data protection control. 

These are the individuals or teams 
executing the control.

5a 5b

5

PL-4
PS-3
PS-6
PS-7

Stakeholders ensure control owners 
develop a System Security Plan (SSP) to 
document the "who, what, how, why, when 

& where" for products & services.

5d

AC-1
AT-1
AU-1
CA-1
CM-1
CP-1
IA-1
IR-1
MA-1
MP-1

PE-1
PL-1

PM-20
PS-1
PT-1
RA-1
SA-1
SC-1
SI-1
SR-1

AC-23
CM-2

CM-2(6)
CM-6

CM-6(1)
CM-6(2)

CM-7
CM-7(4)
CM-7(5)
SC-7(14)

SC-18
SC-18(2)

SC-27
SI-7

SI-7(14)
SI-7(15)

PE-2
PE-2(1)

PE-3
PE-3(1)
PE-3(2)
PE-3(5)

PE-6
PE-16
PE-17
PE-18
PE-20
PE-23

Cybersecurity Supply Chain Risk Management Practices (C-SCRM) 
(Corresponding NIST SP 800-161 R1 Control #)

Key Phases - Affects All Operational Considerations Of 
The Cybersecurity & Privacy Program

Phase #

Key Phases That Offer The Greatest Preventative 
Protections To Proactively Manage Risk
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MP-4

PL-7
PL-9
PL-10
PM-7

PM-4

PM-5

PM-6

PM-25
PM-26
PM-27

PM-12
PM-19

PM-8
PM-10
PM-13
PM-14

PM-18
PM-32
SR-2
SR-3

PM-17
PM-21
PM-22
PM-23

AT-2(6)
AT-3

AT-3(2)
AT-4

SR-11(1)
SR-11(2)
SR-11(3)

SR-12

Integrated Change Control Processes [internal & external to the organization]

RA-2
RA-3
RA-7
RA-9
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