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Define what CUI is for your specific

WWW. CO m p I i an ce FO rg e - co m business case (based on the contract).

Establish the scope of the CMMC assessment boundary

Here is corresponding text and reasoning for the CMMC Kill Chain :

Phase 1: Define CUI. This should be self-explanatory and is based on your contract(s) to define what CUI is for your specific business case.

Phase 2: Establish Scoping. This has four subcomponent steps to define the scope of the CMMC assessment boundary:
(1) Create a Data Flow Diagram (DFD) that shows how CUI flows from the DoD all the way down to subcontractors;
(2) Create a detailed asset inventory for all systems, applications and services for both in-scope and out-of-scope assets;
(3) Create a detailed network diagram that includes where CUI is stored, transmitted and/or processed; and
(4) Inventory Third-Party Service Providers (TSP) to determine TSP access to CUI and/or in-scope systems, applications and/or services.
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Phase 3: Documentation. This has two subcomponent steps to document the CUI environment:
(1) Start populating the System Security Plan (SSP); and
(2) Create a Plan of Action & Milestone (POA&M) to track and remediate deficiencies.

Phase 4: Secure Architecture. This involves implementing a network architecture that ensures it is built on secure engineering principles and enclaves to protect sensitive information (e.g., FCI/CUI). POA&M deficiencies & document procedures.
Y

Inventory Third-Party Service Providers Phase 5: Resource Prioritization. This has six subcomponent steps to plan, identify gaps and prioritize resources:

(1) Define applicable statutory, regulatory and contractual obligations (including DFARS, FAR, NIST 800-171 and CMMC);
(2) Perform a gap assessment from applicable statutory, regulatory and contractual obligations;

(3) Develop & implement policies and standards to address applicable statutory, regulatory and contractual obligations;
(4) Identify the necessary People, Processes & Technology (PPT) that are necessary and appropriately sized;

www CM MC-COA com L (5) Develop & implement a resource plan (e.g., business plan, budget, road map, etc.) to meet compliance obligations; and

(6) Prioritize objectives from the resource plan for PPT requirements. POA&M any deficiencies from this phase.

(TSP) to determine TSP access to CUI
and/or in-scope systems, applications
and/or services.

Document the environment . i
_______________________________________________ Phase 6: Procedures / Rules of Behavior. This has two subcomponent steps:

(1) Develop & implement procedures to implement policies & standards; and
(2) Define processes to securely handle CUI. POA&M any deficiencies from this phase.
Start populating the System Security Plan Create a Plan of Action & Milestone
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4 Phase 8: Change Management. Develop & implement change control processes, including a Change Control Board (CCB). POA&M deficiencies & document procedures.
Lo Ln_ _ 3 Phase 9: Incident Response Operations. Develop & implement incident response capabilities to detect, respond and recover from incidents. POA&M deficiencies & document procedures.
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